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Executive Summary

The IIREcosphere platform is a central asset developed by th&d¢l#sphere project. The core aim of

the platform is to research and demonstrate novel platform concepts for Industry 4.0, e.g., asset
administration shells as interfaces for software compaseand resources, unified edge deployment,

an Al toolkit or seamless configuration of a platform from network settings via services up to
applications running on the platform. This platform handbook provides insights into the rationales,
ideas and concepthat make up the design and the realization of theEddsphere platform, ranging
from an overall layered architecture over a detailed discussion of the design and realization state of
each layer up to crossutting mechanisms such as the configuratioodal or therelatedcodéartifact
generation.

This platform handbook ddresses the tedhical side of the platform work in HEcosphere and builds

on the intensive prior work on requirements (usage view and functional/quality requirements of the
platform). This handbook shall provide means for deeper technical discussions with partners,
stakeholders and interested parties, but also allow for a technical understanding to contribute to the
platform, e.g., in terms of protocols, platform connectors, servimedemonstration applications.

This version of the handbook focuses on the platform release dsidg2022 (version 0.3.0) and
supersedes older versions of this handbook/the platform.

AcknowledgementsWe are grateful to Dr. Christian Sauer and Ahmad Akinfrom the Software
Systems Engineering Group of the University of Hildesheim for-peaging this document and
providing valuable feedback and ideas for improvement.
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1 Introduction

1.1 Motivationand Goals

The digitalization of the industry increases the effectiveness of technical systems and related
processes, but alsaffects the complexity of therealizing (software) systems.Currently, several
approachesare developedn the fields of Internetof-Things (I0T), Industrial Internef-Things (lloT)
ora L y Rdzi i NA.So sugpartithe industriplitransformation towards 1oT, 10T and 14.0, several
software platformswvere developedhat provide different capabilities

The visiorof the BMWifunded project IIREcosphere is to enable innovations in the area of industrial
production based on connected, intelligent and autonomous sysiararder to increas@roductivity,

flexibility, robustness and efficiency of lloT and 14.0E¢sphereaims atcreatinga novel ecosystem

F2NJ GKS aySEG t S@St ¢ 2 Fnotonyifod dofiwareb&sgdisysterydiicaisal NA | L
for the peopleinvolved inthis kind of systems, e.cautomation engineers, software developers, Al

experts, startups, venture capitalists, et©n the software side, onmore activity in IIFEcosphere is to

research and to realize a virtual platform that connects factory installations across companies in a
vendorindependent mannerln particular, the platfom shall provide easio-use access to Artificial

Intelligence (Al) in secure and flexible manner.

Towards the design of such a platform, amalyzedn [31] 21 IloT platforms with specific relevaato
IIP-Ecosphere and described ihl, 35 the requiremerts for the IIREcosphereplatform from two
different perspectivesnamely the usage view and the functional/quality requirements viHve next
step is to turn the requirements into an architecture and to implement phegtform. The resulting
platform shal be open, extensible, vendareutral, secure, flexible, configurable, selflaptiveand
based orrelevantstandardsas well a®n existingOpen Sourcecomponents In particular we aim at
developing avirtual platform, i.e., a platform that utilizes exisg, already installed solutions by
integrating with them, using accessible output and resources, enhancing them with Af dasdired,
feeding baclAlenhancednformationinto utilized systemsThus, we do not aim at replacing existing
platforms as thee mentioned if31] rather thanenhancinghem. Moreover, we aim atemonstrating
how research resultse.g., from systematic variability management, security or data protectian,
lead to platform concepts that are currently rarely used in/l®D platforms. Besides thadesirable
abilities mentioned abovdollowing the initial decisions made[ibl,35], the platform shall be serviee
based and virtualized through containe@ne relevant 14.0 standard to integrate the parts and pieces
of the platformis the Asset Administration ShefAAS)29] that we aim to applyas seldescription
and interfaceto software components acrossl platform layersThe consortiumdiscussionsegarding

a vision of the IIFEcosphereplatform also emphasized the need ttirectly communicate with
production machines, in particular, to utilize edge devices and, if feasible, cloud technology (such as
the upcoming Gaia€). This reshaped the character of the envisioned platform from a purely virtual
to a mixedvirtual platfam with strongeraspects ofa usual 110/T4.0 platform, in particulamproviding
uniform deployment of servicego heterogeneousexecution resources such as edge deviogs,
premiseservers or clouds

In thiswhitepaper, we aimat discussing and documentittge architecture and the implementation of
the IIREcosphere platformThis happea in an incrementdl fashion as we intentionally mix
requirements, architecture and implementati@etivitiesin an agile manneiVith this approach, we
aim at synchronizig the requirements with the archéicture and ensuringhat the underlying

! Translates to some degree to lloT in Gerrspeaking areas in Europe, partly based on own standards.

2 https://Iwww.bmwi.de/Redaktion/DE/Publikationen/Technologiefiinovationswettbewerb. html

3 https://data-infrastructure.eu

4 Along the realization state, i.e. the releases of the platform software. The version number of this white paper
reflects the software release version. Thus, at the beginning some sections may be rather empty.


https://www.bmwi.de/Redaktion/DE/Publikationen/Technologie/ki-innovationswettbewerb.html
https://data-infrastructure.eu/
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implementation realizes and fits the architectuiiéus, this document documents the current state at

hands, while we aim at updating this document as part of upcoming release® dfREcosphere

platform. In other words, irthisdocument, wedocument and discugbe current state of the platform

on a feasible level of detathe underlying implementatiordecisions we made and the tradeoffs that

we faced However,depending on thestate of the implementation, this document is not meant to be
completebut ratherto bel af A @Ay 3 R20dzyYSy G ¢ ( Khidivergioh ofdaeJR I ( SR
handbook focuses on the platform release asJahe2022 (version 0.3.0) and supersedes older
versions of this handbook/the platform.

It is important to mention that this document is also meant to be a basis for discussions with the
respective teams in lBcosphered Y+ Ay f & ¢ KA Y| ¢ | -Kcceledtorfad wkh2alNy a ¢ |y
kinds of platform sikeholderdn order to help, improve, influence or integrate widlevelopment of

the IIREcosphere platformSo far, it helped to onboard various-emrkers and stimulated detail

decisions and clarifications.

1.2 Interaction with other initiatives
Work on thellPEcosphere platform is infénced by interaction with other initiatives, in particular

1 The lIPEcosphere IloT platform overvie®]] indicating challenges and potential for future
Albased 14.0 platforms.

1 Interactions with other funded projects: DaPy8aSyg’, FabO% ServiceMeister.

91 Internal lIREcosphere stakeholders with interest in validating the platform (in conjunction
with their own approaches) or for contributing components, e.g., dedicated services. In the
remainder of the funded time of @ O2 A LIKSNB =X GKS a! L F OO0OSt SNI G2
make contributions in terms of customizable (Al) services. First steps in this direction have
been done, e.g., in terms of feasibility studies with theBd®sphere demonstrators or a
collection of cadidate services fogeneralization

1.3 Structure of the document

A typical first section of a platform handbook could be a summary of the requirements to be realized.
As stated in Sectioh, the IIREcosphere teamwnmarizedthe results of the requirements collection

for the platformin two other whitepapers,namelythe usage view3d5 and the functional/quality
requirementsview [11]. For pragmaticreasons, these twa@ocuments have been prepared partially
before andpartiallywhile designinghe platform architecture, so that they are synchronized with the
work described hereln order to avoid inconsistencies, we are not repeating the requirements in this
document rather than referring talfl, 35] through requiremets identifiers defined there

In Section2 we introduce the tooling that is used for developing the architecture model and the
implementation. A brief discussion of the tooling and th&onalesfor certaindecisions is relevaret

that point as thedecisionssignificantly interact with the modeling conceptise., affect the set of
conceptsthat we practically can use for specifyjulgscribingor realizingthe architecture Moreover,

Section2 already indicates that the ultimate outcome ofoir2 N A& y20 a2dzadé |y |
than an implemented andvorking platform.

In Sectior8 we introduce and discuss the architare of the IIPEcosphere platform, ranging from the
UML profiles used, over the lower transport upuserdefined applicatiors. This section iaot only

5 Seehttps://www.iip-ecosphere.eufor a summary of the project structure.
8 http://dapro-projekt.de/

7 https://lwww.basys40.de/

8 https://www.fab-o0s.org/

9 https://www.servicemeister.org/


https://www.iip-ecosphere.eu/
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intended to present the architecture as it was designed rather thlsothe tradeoffs that we faced
and the decisions that we made towards tlaetual architecture. In Section4, we summarize
architectural constraintghat must be obeyed by the implemeation. In Sectiorb, we discuss the
representaton of theplatform componentsn terms of Asset Administration Shells, whésle used as
auniform way to represent interfaceand communicatiommong components.

One aim of the platform work in HBcosphere is to research concepts on systematically and
consistently configuring such a platform, ranging from network settings over available resources or
services up to the wiring of resable parts and pieces toT-applicationsIn Sectiort, we elaborate

the structure of and e conceptsof the model to specify decisions that must be made to turn
alternative or generic components intm éstallable platform with usedefined applicationsWe will

also discuss, how to utilize such a model, not only to validate configuratiasiales, but, in particular,

to automatically generate platform instances, artifacts or glue code as one means of supporting
platform users to creatéloT-applications.

In Sectiorv, wediscussnechanisms ensuring the securititbe platform. In SectiorB, we detail how
to obtain, instal] instantiate and use(depending on the implementation statéhe IIREcosphere
platform. In Sectior® we summarize steps on how to extenzbntribute to or use the IHEcosphere
platform.

In particular for Section8 to 9 it is important torecallthat the IIREcosphere platform is currently
under agile and incrementabdevelopment, i.e.,while some sections are detailed and an
implementation is provided for the respective components, other components are still in planning and
not yet realized.The design and implementation statgill change and evolve over time as the
architecture and the implementation will dd@.o detail the respective realization state, wél refer to

the requirements in terms of realized, modified dmeededgevendeferred orexcludedrequirements.

Ultimately, in SectiorllO we will summarize and conclude this documernin Sectionll we list
references to other work that we rely on.
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2 Toolingand Basic Technical Decisions

Tooling is a important topicwhen creating an architecture anavhen implementing itin terms of
executable codeln this section, we briefly describe the tooling decisions made by the involved
partners, as they affect thavailableoptions for modeling the architecture and for realizing it.

Thearchitectureis designedusingthe Unified Modelig Language (UML2§]. We willnot introduce
UMLin this documentather than assuming that the reader is sufficiently familiar with UMd_tool
support we use Eclipse Papytliswhile there is a broad range of modeling tools availabie
particular commercial ones, we decided to use Papyrus for two major reasons:

1) During architecture modeling concepts for security and data privacyahedidybe integrated
and the architecture shall be evaluated in this direction. Therefoeewill iseUMLsed21] as
well as a specific security profile developed forEddsphereUMLsedchas beersuccessfully
appliedwith Papyrusandwith the Eclipse UML modelingols, advocatingPapyrugEclipseas
a natural choice for our worlEorapplyingthe secuity conceptsthe respectivdJML profiles
must be installed and integrated into the modeForan automatedsecurity analysisthe
additional EclipsébasedCARiISMAtool must be installed.

2) In contrast to commercial software, Papyrus is availdblehe interested public as it is
released a®pen Source. This facilitates platform work, as we plan to release the UML model
of the IIREcosphere platform as part of one of the platform releaséoreover, & it is based
on Eclipse, furtheavailabletools and malel translationdrom the Eclipse ecosystemaybe
utilized.

Although Papyrus offers various UML modeling capabilities, in particular the behavioral modeling for
state machines, sequence or communication diagrare currently not completelystable This,
however,affects the available options and concepts for modetimg platform architecture Thus, in

some cases, more recent modeling concepdsild have been used that are not available for this
reason Unfortunately the realization state of Papyradsoaffects the layout of théncludeddiagrams

e.g.,if technical screen resolutions changejich couldbe presenédin more pleasing mannef only

some more diagramminfunctionality would be available This is also true for th@apyrusdiagram
export, which so far produces only formagsitmap, SVGthat unfortunatelycan only hardlyor with
someinconvenienttransformation stepspe used withMicrosoft Word. Thus, we include UML figures
taken from the architecture model as bitmaps into this document.

Along with the architecture andhe designof individual components, also architectural constraints
arise, e.g., thain particular for alternative componentdependencieso underlying librariesnustbe
private to the respective platform component, i.and globally used by other platform components
We will discuss the architectural constraints of thelEdsphere platform in Sectighas a specific
summary of the architecture section. Secti®may already indicate or mention such constraints.

For implementing the architecture, we must integratexisting components andonsiderthat in
particular Al services will be realizeddifferent programming languages.

1 For theJavacomponents we rely on Elipse (so fa2021-03, version4.19.0) with Mavent?
(version 3.6.3) Git** and checkstyl¥ (version 8.40)integratiors. Fundamental technical
decisions are documented along with the codle we use Maven for the platform installation,

10 hitps://www.eclipse.org/papyrusiersion 4.8

1 hitps://rgse.unikoblenz.de/carisma/

2 https://maven.apache.orgalso tested with 3.8.5

B https://git-scm.com/

M https://checkstyle.sourceforge.icknown working versions are 8.35 up to 8.41


https://www.eclipse.org/papyrus/
https://rgse.uni-koblenz.de/carisma/
https://maven.apache.org/
https://git-scm.com/
https://checkstyle.sourceforge.io/
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a Java Development KidDK) is required rather than a Java Runtime Environment {#RE).
just mention somef the decisiontiere: The dependency management and the build process
are specifiedin Maven. Templates for code formatting amdlidation of theformatting are
availabk forcheckstyldn the source code repositops part of the Eclipse project for managed
platform dependenciesand shall be applied prior to any commitA common logging
framework was selectedslf4j ) based on decisions of components to be integrated
Camponentsof the IIREcosphere platfornare represented as individual Eclipse projeEtsr.
compliance with yet unknown edge devices, we require that (at least the lower;retiated)
layers are executable with Java 1& this is also the case for manyadable 10T libraries)
Thistechnical constraintay be relaxedor higher platform layerse.g., Java 11 or Java 13 may
be used For the continuous integration, the build/deployment process is specified due to
technical reasons in ANT and for platformaenples partially as Bash shell scripts.

1 While some Al methodmay alsobe realized in Java, howadayd methods are frequently
implemented based orPython. For Python serviceas for Javdased servicesla service
execution environment iprovided whid is responsible for the communication with related
Java components, so that an Al developer does not hawetkwith both languagegprotocol
detailsor a plethora of different protocold~or the service environment, we rely on Python
3.9.6, a rather reent version as modern Al frameworks oftelscarequire a recent Python
version.Python servicemustsexplicitly declare their dependencies, e.g., used Al frameworks
and state this information in the platform configuration for automated creation of itestiah
artifacts, in particular containef84].

91 In particular, for the initial versions of the platform, we prioritdependency reduction and
binary image sizever alternative, potentially more modern programming approaches. With
this decision, we alsty to reduce the risk of incompatible libraries for platform components
that still need to be integrated. Thus, we decided not to use a basic framework like Spring as
foundation as it may leaxto later conflicts (as we experienced later for Spring Cldtidam
and the AAS reference implementation Eclipse BaSyx). Akin, we prefer in some places
boilerplate code over annotatieetyle programmingge.g, in platform parts where a later
revision with yet unclear external decisions can be foreseen (standautizat AAS, future
development of BaSyx).

1 Some components requitechnical settingdor their startup, e.g.certaininternet addresss
or basic security certificateso announce the own instance, toequest or contribute
information. The aim is to reducich explicit setup information taminimumas it is a source
for inconsistencies. For this purpose, such information shall be managed centrally, instantiated
into binary components or distributed via discovery protocols where feastbbefar, as
alternative, no automated discovery mechanisms (for 14.0) settings was suggested/integrated,
which could ease the setupurtherinformation not required to startup a component shall be
made available via th§oint) AAS of the platform. Technical settings timaay be subject to
modifications by administrators shall be represented in a uniform and human readable
manner. For stored setup information we rely on Y&nfbr machinereadable complex data
in AAS on JSON Regarding terminology, we distinguish betwe&atup (the technical
information, e.g., in Yaml, in practice often also called configuration) andCtrdiguration
(the managing part, potentially generating the setup information for consistency). Related
source code shall be named accordidgly

15 https://en.wikipedia.org/wiki/Y AML

18 https:/www.json.org/jsonen.html

7 nitially, we aimed for an alignment with SprirgsoOl f f Ay 3 GKS GSOKyAOlFft aSdadzla |
this led to some confusion, so we decided for version 0.3.0 to refactor the platform code according to the
setup/configuration naminganvention introduced above. However, some parameter/variable names and


https://en.wikipedia.org/wiki/YAML
https://www.json.org/json-en.html
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1 Componens shall internally communicate viaterfaces in order to reduce (accidental)
dependencies. Alternative and optional components shall be realized as a kind of plugin and
register themselves into the platform. On the Jai@e, we rely on the Java Serviceater
(JSL) mechanism, which associates concrete implementations to their respective (descriptor)
interfaces. The relation happens through a specific form of file that is evaluated by the JSL
mechanism upon request. We use that mechanism to define, eagtorfy instances, to
compose AAS but also to set up the component lifecycle, e.g., to handle the start and shutdown
process.

1 So far, no mechanisms to shield (the dependencies) of individual platforms against each other
was necessary, as, e.gd., technicgbeledency conflicts could be successfully resolved through
global version restrictions. However, we are aware of the fact that in particular though external
contributions, conflicts may arise that cannot be solved in this manner. Thus, for future
releases,we plan to investigate, whether approaches liKRESGi(Open Services Gateway
Initiative) could help to avoid unintended or unexpected conflicts.

1 All components shall provide sufficietgsts for their functionality. Tests shall be executed
during the continuous integration (Cl)of the platform and also usual test metrics shall be
recorded. Test artifacts e.g., setup files created specifically for testing componeorts
dependencies used only for testinmust bestrictly separated from production codee.g.,
reside only in test resource folders. In particular for Java components this is important as setup
files that are accidentally placed in production resource folders may take precedence on the
classpath over generated setup folders, i.e., prevent thatdhefiguration decisions made by
the user are enacted.

As stated in Sectioh, for several reasons one objective of theB&bsphere platform is to use existing
Open Source solutions wherevfeasible However, not alDpen Souce licensegre per se permissible

in industrial contexts. Therefore, the Etosphere consortium has reviewed Open Source licenses and
categorized them intdour categories

1) Usable without limitations e.g., MIT, BSP-Clause, BSB-Clause, ISC, CDDL1.0
EclipseDist1.0.

2) Permissible but potentially problematice.g., Apache 2.0, LGP, Artisticl.0-Perl, EPL2.0,
MSPL, MP.1

3) GCommercial licenses.

4) Not allowedor at least problematicin particular due to copyeft implications e.g., GPL2.0,
GPL3.0, EP11.0, AGP43.0. In some cases, the use of binary artifacts of software under such
licenses may still be permitted as long as license information and the origin are stated and the
underlying code is not modified or included.

These categories shdlé considered already during the design of theBtf®sphere platfon and may
effectively limitpotential candidatesLicenses of the first two categori@say be used (with care), the
remaining shall be avoidedlhis is in particular true for platform corapents that constitute
mandatory core functionalities of the platforn€@ommercial licenses may be used depending on the
decision of the installing organization. Components relying on commercial licenses shall be optional by
default and, thus, their usesthe decision of the using organization. Analogously, also software under
not permissiblelicensescould be used in optional parts of the platfornbut to avoid later license
conflicts, licenses of category 4 #hae avoided wherever possible

comments may still use configuration, config or cfg where setup would now be correct. We will try to clean up
these (local) inconsistencies incrementally over the time.
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The sourcecode of the IIREcosphere platfornis made publicly available in tt@itHub space of 1P
Ecospher®. Moreover, to foster transparency, the development of the-BE&osphere platform
happens in publicln later stages also the underlying architecture mogtedll be made availabléo
supportexternaland futuredevelopmens after the project lifetimeAs far as possible, components
are subject toClusing the Jenkins server of the Software Systems EngineSBig) gup at the
University of HildesheinmJpon siccessful builds, artifact snapshots are deployed by the Cl processes
to the Maven repositor}® of the SSE grouplava parts oftable releasesare deployed to Maven
centraf®.

18 https://github.com/iip-ecosphere/platform/

19 https://projects.sse.unhildesheim.de/gm/maven/

20 E,g. https://repol.maven.org/maven2/de/iipecosphere/platform/
https://search.maven.org/artifact/de.iiggcosphere.platform/transport


https://github.com/iip-ecosphere/platform/
https://projects.sse.uni-hildesheim.de/qm/maven/
https://repo1.maven.org/maven2/de/iip-ecosphere/platform/
https://search.maven.org/artifact/de.iip-ecosphere.platform/transport
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3 Architecture

The architecture of the IHEcosphere platform aims aealizingthe requirementscollected in the
project[11,35] in terms ofsoftware.In this section, we discuss the design of the individual parts and
components of the platformPlease note that as mentioned in Sectibnwe follow a pragmatic agile
approach to the development of the platform, which involves forward and feedback cycles among
requirements, architecture and implementation. Thus, depending on the realization stateglno
platform components may beompletelydescribed irthis version of tke document, i.e., we willvork

out sections incrementally depending on the realization state.

We startin Sectior3.1with an overview of the platform layers and dive then intoitheetails.At the
end of SectiorB.1, we detail some further basic aspects, namely relation to reference architeciar
Section3.1.], the concept of data flow processing in Secti®ri.2 a brief introduction intoasset
administration shells in Sectidd.1.3 highlevel component interactions in Sectiod.1.4 and the
virtual charater of the platform in SectioB.1.5 Section3.2indicates the coarsgrained development
streams. Sectior8.3 takes up tle general requirements fromlll] as contextfor the platform
architecture As basis fothe architecturedescription we discusén Sectior8.4the used UML profiles
and go through the layers of the infrastrucgjrfirst as overview and theone section per layer,
starting at the bottommost layer

3.1 Overview

The overall architecture of the HEcosphere platfornfiollows a layered styléseeFigure 2 with only
high-levelrelations shown based on components and services (RALI)[ As farasfeasible we aim

for a strict (logical) layering, so that for two adjacent layeasidl,6 6 A G K | & & (lfoé&ingt 2 6 S NJ
f20F0SR 0St 2g I onyl (andznditIBtkahsitive @ofeNByerskihall accessr call |

directly. Moreover, there are also aspects that cresst visibly or invisiblin this layered structure.
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Figurel: Platform overview as block diagram.

Figurel depicts an overview of the higlevel building blocks of the HEcosphere platform. In contrast,
Figure2 focuses on the software side and the actual layering.

1 Asset Administration ShellR7,[29]) are used in the IHEcosphere platform in two forms: On
the one side, AAS represent asseteated bydifferent vendors (e.g., a machine, an edge
device, an already installed platform, a certain service, a storage mechanism or an App
composed of satices) The respective AAS may be provided by a third paso the platform
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itself forms such an asset that deserves an own AAS. On the other side, we utilize the
mechanisms of AAS also for descrilimgrfaces of individual interacting componemsthin
the platform, but also for realizing this interactiomhese components may be internal or
external, i.e., also interfaces provided by external AAS may be used. In particular, AAS
(submodels) for internal compomés may be created for the purpose of ténnal
communication rather than external component realization and, thus, may not follow official
standardized formafd. For the realization, we rely o KS G NBFSNBYy OS A YLI S
BaSy%. An integration of AAS as well as support for realigingrna) AssetAdministration
Shells in IIEEcosphere style will form the bottomost layer of the platform.

T In addition, theplatform will contain an evendbasedtransport messagingnechanism, e.g., a
Broker , so that omponents and services cammmunicateamong each otherindependent
of the layering Although this implies certain degrees of freedamd may be used to bypass
R7 in exceptional casethe eventbased messaging shall not happen in arhad or chaotic
manner undermining the layestructure. Further uncontrolled messaging may accidentally
overoad thebroker(s), in particular if the brokeisinvolved in theprocessing of softealtime
data streamgqone potential manifestation of R1@]]). As evertbased communication and
data streaming are esseatito the platform, theyoccur onone of the fundamentalayers
(Transport ) utilizing the externa{abstrac) componentsBroker andStreamingLibrary

91 \Variability managementand consistent configurationtypically do also crossut layers, as
variability irstantiations may affect all componentsThis is already reflected in the
requirements, whereonfiguration modebccuisin many different functional topics, sexg.,
also for implicit informatiorR8, R19f, R20, R28, R30, R31, R388R43, R62R64 R73 R77,
R8Q R86 R89 R93R101 R104 R107 R112 R119R122 R131 R134in [11], butalso in the
(variabilitybased) configuration model that crosses several building blocks/components in
Figurel andFigure2. Moreover, some layers require access to the configuration, in particular
at runtime, e.g., to determine whethemigrations of componentsare needed or how
adaptationsshall be enactedHowever, also here a chaotic use of the configuration can easily
lead to unmanageable dependenci@herefore, we modularize the configuration along the
layers és indicated irFigure2), and, if required, provide access to the individual configuration
modules Similarly, only some few selectedechanismsto instantiate variabilityshall be
utilized, in particularcode generation, generation afetupfiles and artifact selection while
packaging.

For short, the layers of the platform from bottom to top:

1 Support LayerThe support layer (not shown Figurel) realizes basic abstractions and helpful
functions for the upper layers of the platform. The core aim is to reduce repetitions of non
trivial management functions or functions to create common AAS structures and ter fost
internal conventions, e.g., how to represent certain information in AAS. Moreover, it contains
an abstraction of the underlying AAS implementation, serving for both, more flexibility
(allowing to also use other implementations) and risk reduction.

21 At the point of writing, several forms of AAS are in standardization, but most known to us do not aim at
platform components. Wherever possible, we utilize existing standards, e.g., for device nameplates, or try to
adopt the style of related standards to expsgaroto-AAS, e.g., for software services.

22 https:/iwww.eclipse.org/basyx/
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Figure 2: Layered platform overview with indicating omgtevant highlevelrelationshipg3.

9 Transportand Connectord.ayer This layer is responsible for connecting devie®ng each
other and with platform servicesising approprite protocols and formats from the 14.0
domain.However, several protocols and formatspose differenttradeoffs infunctionality,
performance securityand legal/normative impacfThis layelintegrates such protocols ia
flexible mannerThe role of theTransport Componentis to abstract overelevantprotocols

23 Colors indicate the realization state and element categories. Green components indicate AAS components,
turgquoise layers/componentare actually realized (at least in an initial version), red parts are so far not realized
and may finally even be omitted (e.g., functions of semantic mapping and routing are already taken over by
other components) and orange parts are currently in regiim.
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such asMQTP?4, AMQP®, or OPC UA pub/sib to integrate the abstraction with the
technology used for streamingi{reamingLibrary ) andto provide an environment for
protocol/format connectors.In contast to recent platforms 31}, where a single fixed
transport protocol is not uncommon,@want to avoidnakingsuch basidecisionson behalf
of the useralready onthis layer. Further, for the streaming technology severeandidate
approaches withheir tradeoffs are knownThe idea is t@repare a flexible integration artd
link this decision to the selected transport protoc@imilarly mnnectiors to production
machines and already installed platformuse abstracted byhe ConnectorsGComponent Such
aConnector may utilizesimilarprotocols as théransportComponent, but also protocols at
higher semantic levslsuch as OPC Ugoviding anown information modelshall be made
available In contrast to the Transport Component, which pagbesugh giverdata, hereonly
subsets of the data being availabie a connectormay be ingested in the platform and
information/commands originating from the platform may be transported haelg., to
reconfigure an underlying machin€heConnectors may optionally iclude functionality of
the International Data Spaces (IB'$)r secure access to data.

1 Servicedayer Openness and extensibility through services of different kinds, in particular Al
services, are at the heart of thEEcospherglatform. To beuseful br an applicationservices
must be parameterizedand orchestratede.g., their data(streamg must be connectedo
other services oconnectors While the interconnections will be handldxy the Transporand
Connectordayer, the Serviceslayer definestie basic service interfaceSdrvices ) as well
as the services execution environmergsg., for Java and Pytho8ervices may be realized in
different programming languages and, thus, demand different integration capabilities, ranging
from direct calls @va services) to operating system processes (Python servicas liR-
Ecosphere execution environment, GO, or even standalone Java programs). Therefore, this
layer also encompassegrvice environments for the specific languages or basiosadie
integration components.

1 Resourcesand Monitoring Layer To become effective, services must be deployed to
resourcestlevices(in terms of aDeployment Unit ) and monitored at runtime. In IR
Ecosphergdeployment targetsuch as edge devicshalldescribe themsedes in terms of AAS
and perform a registratiowith the device registryl§evices ), which reflects its data into the
runtime structuresof the platform.For deployment, th&eployment Unit  (more precisely,
the ECS runtimé&om [35]) receivescommandsvia its AAS from the platform, downloads a
container including the service implementatidhand starts the containedlso theexecution
of the services in the containenust be monitored, which may involve reusable monitoring
probes provided by the platform awell as applicatiorspecific probes.The reusable
mechanisms are provided by thdonitoring component, which(in terms of probes and
signaling) is part of the service environment while the aggregation of the monitoring data
happens on cemal IT level TheMonitoring component also uses the capabilities of the
support layer (monitoring in terms of AAS) and fiimnsport and Connectiodayer (fast
track signaling, alarmsind may issue alerts in generic as well as applicatmcific manner
to further layes.

1 Storage Security andData Protection Layer Security and data protection the IIREcosphere
platform encompassf two parts, 1)crosscuttingmechanisms that can be used to implement

24 https://mqtt.org/

25 https://www.amap.org/

26 https://opcfoundation.org/news/presseleases/opefoundation-announcesopc-ua-pubsubrelease
important-extensioropc-uacommunicationplatform/

27 https://www.internationaldataspaces.org/

28 Assembling the containers is managed by the Configuration Layer as described below.


https://mqtt.org/
https://www.amqp.org/
https://opcfoundation.org/news/press-releases/opc-foundation-announces-opc-ua-pubsub-release-important-extension-opc-ua-communication-platform/
https://opcfoundation.org/news/press-releases/opc-foundation-announces-opc-ua-pubsub-release-important-extension-opc-ua-communication-platform/
https://www.internationaldataspaces.org/
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security and data protection in any component, e.g., authenticatemd 2) centralized or
distributable mechanisms to support security and data protectiewy., services supporting
data protection or data storageWhile the crossutting mechanisms occur in all layers
(directly or indirectly controlled through the platfm configuration), his layerprimarily
focuses on the second parfhusjt provides access to the overall security configuration, e.g.,
authentication tokens or cryptographic keys for accessing edge devices. Further, this layer
realizes components (omtally) enhancing the security and data protection, e.g., stream
based services forAnonymization and Pseudonymization , external Cloud)
communication connectors and (optionally secubaja Lakes. Datalakesktoreddatabases
may be distributable componeistto be packed into deployment units, e.g., to buffer data on
edge devices.

1 Reusableintelligent Services Layer The components described so far (as well as not
mentioned administrative services provided by the platforms) can be used to develop simple
applcationssimilarto existing platforns [31]. This layer shall pave the way for open, extensible
and reusable intelligent serviceBheData Integration collects data from running services
(as defined during the orchestration) and integrates the data wittiidonal information such
as floor plans, order data et¢he integrated information may be stored in storages provided
by theData Lake componen(s) Theactualfunctionality of this componenin the context of
a running applicationis also defined in t platform configuration. Finally, thal - Toolbox
shall contain reusable Alservices that can bgarameterizedand orchestratd to form a
running application.Basic functionality for this layer mrt of this release, e.g., the Python
service environmenbr an optional integration of the RapidMiner Real Time Scoring Agent
(RTSA) as generic;usable Al service.

1 ConfigurationLayer The configuration layer contains components to manage glaform
configuration. The Configuration ~ component is responsibléor composing reusable and
applicationspecific services and representing the information in terms of the application
specifiemodules of the platform configuratiorhe Deployment component is responsible
for deciding which services shall be executedwhjch device (e.g., edge, server or cloud)
depending on runtime information available in the platform configuratiBased on these
decisions and deviespecific information provided bg device AAS, deployment containers
are createdautomaticallyand madeavailable. Furthermore, th®eployment component
shall take the dynamic state of the platform reflected in the platform configuratiun
account to optimize the container/service deployment at runtime.g., supported by
generated service glue code dynamic rerouting of data by thelransportand Connection
Layer or theStreaming Library . In addition, theAdaptation component is responsible
to decide about configuration changes to deployed services as well as selection of alternative
services at runtira (supported by similar mechanisms as for runtime deployment adaptation).

1 ApplicationsLayer Applications are described by configuration modules and may ship with
applicationspecific components, e.g., Al services or monitoring proA#kough not visike
here, glue or transport code generated for orchestrated services implicitly belongs to the
applicationsThe execution of the applications shall be visualizethbyar as feasiblgleneric
Dashboard components. Further, external AABased access to kxted aggregated
information of the platform can be made available through secure mechanisms, e.g., IDS.

1 Management User Interfacdlltimately, a (simple) platform Web usaranagementnterface
(U1)?° relying in particular on components of th@onfigurati on layer, the AAS of the
platform as information sourcess well as Aénabled applications run on top of the platform.

It is important to emphasize, that although the management interface is realized as a Web Ul,

29 Asdiscussed ind[1], user interfaceand dashboards are formally out of scope of our funding contract.
However, if feasible, we plan to realizel@ast a simple (Web) user interface in one of the next releases.
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the platform must not necessarily be infed/deployed in a Web/Cloud setting, i.e., -on
premise installation and use of the Web Ul via a browser is one important installation
alternative for the IIFEcosphere platform.

International Data Space@D3 [19] isa virtual data space leveraging varsostandards, technologies,

and governance models to enable secure and standardized data exchange in a trusted environment.
IDS offers a decentralized data storage where several companies share data through IDS Connectors.
Moreover, IDS allows to deploy waus internal and external applications into the IDS Connectors in
order to provide various services on top of data exchange processes. Furthermore, IDS introduces a
so-called security profile indicating the capabilities of a Connector to maintain thisesaad trusted.

As discussed above, security is usually ecossng, i.e. while individual mechanisms may enhance or

wrap IIREcosphere platform connectors, e.g., to act as IDS connectors, other mechanisms may be
more on the central side, such as ateigration with the IDS data storage.

GaiaX®® aims to form data spaces for companies and citizens to collate and share data in a way that
the users can keep control over them. In particular, the users shall decide what happens to their data,
where it is sbred, and always retain data sovereigniyhe architecture of GaiX is based on the
principle of decentralisation and integrates a multitude of individual platforms that all follow a
common standard.

An lIREcosphere installation may interface with botBS and GaiX, oneof them or even noneof

them as desired by the user, e.g., to remove respective connectors and compawnfgetely from

the individual platforminstanceupon platform instantiationjf they arenot desired.For access and
privacy praection, the lIPEcosphere platform may employ also different approaches, e.g., a privacy
shield like the KIPROTECT Endpoint Systent{EPS)

The full stack shown iRigure 2 is not required for all kinds of installations. Ean,aresource such as

an edge device, a cloud or a servegpecialized runtimds needed (ECS runtime froi35]) to take

control over containers angervicesTheECS runtime can be composed from a subset of the layers as
indicated inFigure3. The basic layers such as Support as well as Transport and Connectors must be
present (from theSupport Layeralso mechanisms for dynamic network management). For managing
containers, at least the deployment unit from tReesouresand Monitoring Layer is needed. However,

the Services Layer is optional for an ECS runtime, at least in the same container. If an ECS runtime
installation also ships with all dependencies needed to rurcthrdfiguredservices (e.g., Python and Al
libraries), then it might make sense to also have ¢eevice manager from th8ervices Layer present.
Otherwise, the Services Layer shall optionally be executable invn containerbased orthe Support

as well as Transport and Connectoagdrs. This contaier would thenbe underthe control of the ECS
runtime, i.e., the locaResourcesnd Monitoring Layer.

30 https://www.data-infrastructure.eu/
31 https://github.com/kiprotect/eps
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Figure3: Layersand componentsequired b build an ECS runtime.

TheJava 1.8estriction stated in Sectio appliesin particularto the layes shown irFigure3in order

to enable compliane with unknownedge devicesAlthough execution on edge devices shall be
virtualized in terms of containsi(see [L1], in particularR3Q, it may also be required in some settings
that the ECS runtime is directly executed by a Java virtual machine amudeedevice As far as we
couldseeat the point in timewhen designing the architecture of the {Heosphere platforpthis is no
signifcant limitation agelevant(client)librariesfor AAS10T protocols or connectors datastreaming
can be used therdHowever, we are also aware of the fact that in particular for testing further (broker)
libraries may be required, where e.g., thestriction to Java 1.8nay not be fulfilled This can be
mitigated to some degree, as in an installation also equivalent functionaliéyrits ofnative programs

or other programming languages are available anay be used.As also stated in Sectid®) this
constraint may be relaxed for the remaining layers showRidgurel.

3.1.1 Relation to Reference Architectures

IIP-Ecosphere aims at interrelating and adheringrééerence architecturesuch as RAMI @.[3Q].
Although we use an ownaming of the platform layers, they map nonetheless to layers defined by
RAMI 4.0 as summarizedTiablel. However, it is important to recall that the {Ecosphere platform
shall be a virtual platform, i.e., it shall in particu(he able to) build on existing installations without
implementinga complete IloT platform. Thus, it is not relevant to meticulously adhere to all RAMI
levels, in particular not to the lower levels targeting field devices (as already scoped dLt36]). In
addition,our architecture includes some (crosscutting) layers that do not directly fit into the picture of
RAME??, but are important to operations, research and contributions oHt®sphere.

32 Crosscuttingaspects are better covered bRA PO).
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Tablel: Mapping RAMI 4.0 anithe IIREcospherarchitecture

RAMI 4.0 Axis | RAMI 4.0 Level IIP-Ecosphere Layer/Component

Layers Asset Not inscope[11, 35], represented through edge AAS
Integration Support LayerTransportand Connectorgayer
Communication Services Layer
Information Reusable Intelligent Serviceayer
Functional Application Layer
Business On top of Application Layer vigpplications  AAS
Hierarchy Levels Product Not in scope, represented by data
Field Device Not in scopd11, 35], represented througtedge AAS
Control Device ECS runtim&35] with deployed services, in particular

Resources and Monitoring Layeith contributions from
upper layers

Station ECS runtimg35], possibly with access to more powerfu
resources or Ul capabilities for executingcontrolling
deployed servicedncludesResources and Monitoring
Layer withcontributions from upper layers

Work Centers Reusable Intelligent Services Layer, in particDkta
Integration ~ component
Enterprise Application Layer

Connected World =~ On tap of Application Layer vidpplications  AAS,
including connected IHEcosphere platforms
Life Cycle Value Type Component and AAS types prescribing structures
Stream Instance Deployed component and AAS instances

In term of the Industrial Internet Refence Architecture RQ], this document can further be
understood as a continuation of the usage view(poi3§]] the functional view 11] In terms of a
platform architecture as well as its implementation.

3.1.2 Stream (Data) Processing

In an loT/Industry 4.0 siing, often the processing of data is viewed in terms of streams of data items
(or tuples) e.g., produced in regular fashion by a machine, taken up by edge devicesfropessing,
protocol transformation or retrefitting, handled further by other ddges and (partially) stored in some

data stores, e.g., time series data bases. In contrast to other forms of data processing, e.g., batch
processing, data stream processing can fulfill (soft) realtime requirements, of course, depending on
the (relative) sped of the individual data processors.

Device 1, e.g., edge Device 2 Device 3
ta Legend
| — forward (local, intra)

It i l !
ﬁ%‘”“l H-yxm Source —+ Transformer Transformer——> Sink — forward (inter)
’ }t—ﬂ hﬂ hs ’ ‘ <«— backward (inter)

Figure4: Viewing lloT and Industry 4.0 as data streams.

Figure4 illustrates the basic components of such a stream processing approach, considsiiirig S
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machine is taken up by a data transformer (e.g., preprocessing, anonymization), passed to a second
transformer (e.g., artificial intelligence) and fllyato a sink (e.g., data store, dashboarBjom a

different point of view, the data flows in forward manner from source to sifithe edges in such a

graph indicate the data flow and the nodes the data processdhere could be more processors,
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different kinds of processors or more complicated forward flows that we do not touch in this brief
introduction. Please note, that there is no need for synchronous processing in the nodes, in particular
in the transformers. With synchronopsocessingwe meanthat a transformer operates like a function

in mathematics, i.e., for an inpuuple it produces in the same step an outptuple. In contrast,
asynchronous means that the processor receives data item(s) and at some point in time later it may
emit any number btuples {ncludingnoneat all).

InFigured, there are also two horizontal lines, indicating borders of physical devices, e.g., thedirst t
streaming components could be running on an edge device, the secandférmer on a further
device, and the sink on a third device, e.g., a central server. The distribution of components is not fixed,
e.g., depending on resource usage, the second transformer edside executed on the first device

or the first transforme on the second device.

Several approaches to stream processing rely on untyped data, i.e., the transformer implementation
decides based on the available data fields, what to process. Such an approach can easily fail at runtime,
when processing nodes ar®robined that cannot work togethenvith negative outcomesanging

from loss of data to runtime errors or exceptions. In contrast, we rely on typed data flows, i.e., for each
forwarding edge the type of data item(s) is known during design and built inteyeem. As the

design of data processors and data flows will be captured in the configuration model, checking for type
and streaming compliance before realizing or instantiating the system becomes posskHilguned,

the forward flow indicates three data typess, tt> and . Please note that depending on the
requirements and the design of the data processing, the types may be the same or they could differ,
e.g., indicating that a processor adoisremovesdatafields

While in many applications, a forward flow is sufficient, in particular in lloT/Industry 4.0 settings it
could be desirable, that an upstream processor shall send back data to a downstream processor, €.g.,
a decision node after one or multiple ditial intelligence nodes shall inform the machine at the data
source that some processing parameters must be chang&uh to the forward flow, we allow for
backward flows. It is just a matter of modelling convenience thatefinethe forward flowin terms

of nodes and connecting edges, while we consider the backward flow as typed notification data
channel (§) of a sender and potentially multiple receivers.

3.1.3 Asset Administration Shells

The IIPEcosphere platform aims at complyiagth, integratingof and extendingexisting standards

and technologies in 14.(R7,R14) This applies to protocols, formats but altsodelstandards such as

the Asset Administration She(lBAS)For shortand without aiming for a complete descriptican AAS

is aninformation nodel, whichaims at modelling a physical or virtual Asset in termamfasset
specification as well asested detailingsub-models.Submodels may consist of typed properties,
operations and heterogeneous collections of gubdel elements.AAS and sumodels can be
classified as static (all information is determined when creating the AAS), dynamic (some information
may change at runtime) or active (callable operations are provided). Similadpenies and
operations can be static or dynamic, wherebytia dynamic case both element types can be linked to

an implementation, e.g., provided by a remote implementation server, and thus change value (access)
or implementation over timeln particular, AASor different assets of differentvendors can be
provided, linked and integrated, e.g., to link the AAS of a device utilized by teedEphere platform

into the platform AAS in order to have, e.g., the digital nameplate (for industrial equipre3f[or

the documentation of the device at hands. Moreoyeomposite AAS can be created, representing,
e.g., a complex machine consisting of AAS of the utilized components.

According to the requirement$R7) the IIP-Ecosphereplatform shall describe al{distributable)
components, interfacesfunctions and depbyment targetsin terms of AASThus, each of the
components of the platform that forms an individual asset (of a certain vendor) shall receive an own
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AAS (as indicated Figurel). Moreover, the platform itselftgll provide an own AAS amdch of the
discussed layershallprovide one or moresub-modelsto link the layers against each oth@rhereby
the submodels may and shall link to the vendor AAS of the individual assets, e.g., edge dAgitas)
as feasike, the lIPEcosphere platform will utilize existing approaches and standardefinethe AAS,
but also defineown oneswhere needed e.g., to characterize the capabilitiesd#ployment targets
such asedge, server or cloudevices B5]. We will detailthe platform AAS and its structure in Section
5.

Platform AAS serve
(registry,central AAD

\‘}e? - ///\;&(E'A‘e 2) Omp, iste,
,,,,,,,,,,,,,,, I - o Meate
3 ‘ Resource AAS command serve"i ‘ Resource AAS server

! ‘ Resource AAS command servef}

: i _ECSuntime __ 7777777777777
| ¥ 3 | Service contro §

””””””””””””””””””””””””” 3 } Services | !

Figureb: AAS deployment optior{f®1remote deployment, D2 local deployment)

Astypically severaldistributed compute resources are involved inpéatform installationand each

compute resource shall lescribed wittanown AAS (model, suimodel or as part of joint model/sub

model), it is helpful tantroduce now twobasicAAS and component deployment patterfdgures
AfftdzAaGNI 0Sa GKS OSYidNrftf L¢ &ARS 00GKSDWandDR G F 2 NY
e.g., edge deviceAn AAS can be served locally and dmdyegistered in a central registry drcan be

deployed remotely to a central serve8aving an AAS locally requires a related web server process
0awSazdz2NOS ! | ife., afiBthepBobkss toby exBcutéd on a resource. Deploying an AAS
centrallyavoids such local server processes, but may lead to increased communication veigimtied

server and, in the case of dynamic or active AAS that allow for dynamic properties and operation calls,
alsoto redirections of requests via the central server to the resoulicehandlerequestsof dynamic

or active AAS, the resource must rundzli KSNO &ASNIBSNJ Ayaidl yoSz (KS aw
A similar server process must exist on the central IT dfidiee Platform AAS servén offer dynamic
LINPLISNIASE 2NJ 2LISNYF A2yad Ly GKS NEmayNdas O 4S=
operations to further processes, or, if the processes are already known when the resource AAS is
constructed, also specific server processes, e.g., for the service control running in an own cpntainer
canbe linked to the AAS and directly contacted ta\s=AAS requests.

3.1.4 Component Interaction Overview

In the previous sections, we introduced the layers and thedeghl components of the platform as

well as the basic concepts of AAS. In this section, we provide a brief overview on the component
interactions for a basic walthrough of platform operations. The individual sections on the
components in Secti@B.5-3.12will provide maore detail on the interactions.

The aimof this walkthrough is to bring up the ECS runtime, the service manager (in terms of a
container), some services, to let the services run and to stop all parts in reverse order. Services are
described in terms of a service mesh forming individual appics (we will detail how to define such

a mech in SectioB). The required highevel interactions are illustrated in the sequence diagram in
Figue 6. We willgo throughthem now from top/left to bottom/right.

1. At the beginning, the platform AAServer is running. An ECS runtime is started for a certain
resource, e.g., an edge device. The ECS runtime instannedépgoys its own sunodel
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characterizing the device with ntiner operations and a collection of available containers
(initially empty) into the platform AAS (remote deployment). A scheduled background process
of the ECS runtime is started to inform the platform AAS about the actual resource state
(resource monidring, not shown irFigue 6). Depending on the device, the ECS runtime may
provide information about an existing device AAS or create a device AAS on it®msvn
particular point of openness as the device vendoaynor may not provide an AASJhis
information is linked from the platform AAS.

2. Viathe user interfac@Ul), the usemrequestsa list of available resources. The Ul reads out the
AAS submodel for resources including the ECS runtime instance starteg ih ated prints
out device information including the actual resource usalgea similar manner, further
information can be obtained, e.g., the available services, the defined applications, the
packaged service artifacts or th&ailable containers.

PlatformAAS ECSRuntime

deployEcs

Legend
—+Usual call

AAS request/call
—(VAB) Remote call
—+AAS modification
# call with download

listResources ---operation phase boundary
addContainer # potential deployment boundar:
createContainer Q
startContainer R Service Manager
deployServiceMgr
addArtifact T #
createArtifactService
””””” startServices [ [
checkRelatiofcreateRelation
””””” stopServices . | L QL 0
deleteRelation |
undeployArtifact R
deleteServicirtifact |
ﬂ stopContainer M
|
d removeContainer
removeContainer

Figue 6: Highlevel componentiteraction for basic platform interactions.

3. The Ul requestaddinga container via the ECS operations known to the platform AAS, leading
to a remote method call to the ECS runtime (AAS implementationeservor this walk
through, we assume that the container contains the service manager and provides the
technical dependencies for services to be executed on the respective dStaeging a
containermay lead to a download of the container from a cenpkdtform server (indicated
by #)or from afile systemof the device Information about the container instance is made
available to the platform AAS by creating a structure in the containers submodel of the
platform AAS.

4. The user requests stang the continer added in step 3,e., the Ul calls the respective
platform AAS operationeading to a remote call to the ECS runtime (AAS implementation
server) respective operations in the container management implementation, e.g., Docker,
and, ultimately, wherthe container is running, to an autoned start of the service manager.

In turn, the service manager deploys information about itself, e.g., service operations, into the
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platform AAS, more precisely into the device entry created by the ECS runtime seitiaes
on the underlying device can be managed.

5. Sofar,no service is known. The user requests to add a servi@\ogeration othe platform
AAS, leading to a remote method invocation to the Service Manager (AAS implementation
server).In turn, as fo the container, the service manager may download an implementation
artifact containing the service execution environment and the individual services for the actual
device.The service manager adds entries for the artifact and all contained services to the
respective submodelsof the platform AAS.

6. The user requests the start of all services for the device addressed in the steps @beve.
service manager starts the service environment and creates the service instances in the
sequence of dependencies, i.starting with the service having mata dependencies or for
which all prerequisite services are already runnidgring this step, several free network ports
may be acquired for internal communicatiorelations to a global or a local protocol
server/broker may be establisheaind individual operating system processes for the services
may be startedThese detailed technical procedures are not showrignie 6. During service
startup, the ServiceManager checks #hservice relations in the platform AAS (services sub
model)for service availabilitgnd, as soon as the service is up, creates a relation entry linking
two subsequentservicesn the service mesh of an 10T application running on the platform

7. The servies are running now, receiving data via the machine/platform connectors, executing
functionality specified for the actual application, e.g.-bAked inference During the
execution, background processes collect data for the device and the individualeseavid
inform the platform AAS about changing runtime states, e.g., resource consumigdgoawe
alsoindicatein Figue 6 the resource monitoring of the resource mentioned in step 1.

8. The user requests to stop thanningservicesia a respective operation of the platform AAS
which causes a remote method invocation to the Service Manager. In turn, the Service
Manager removes the service relations in the platform AAS and stops the service environment
and the servies.

9. The user decides that the artifact will not be used any loniger,a platform AAS operation is
called and causes remote method call to the Service Manager, which removes service and
artifact entries from the platform AAS.

10. As dso the service managnent container shall not be used anymoagommand from theJl
to the respective AAS operation leads to a remote method call to the ECS runtime, which
commands a stop of the container through the underlying container implementation.

11. Ultimately, the contier shall also be removed from the management realm of the device,
leading to a further remote method call to the ECS runtiperforminga removal of the
container information from the platform AAS.

The horizontal dashed, red lines kigue 6 indicate phases of the operations, i.e., startup (step 1),
preparation of containers and services (stepS)2service operation (steps®, shutdown (steps-8

11). The vertical yellow dashed lines indicate a potential distibn to different logical or physical
devices. Extreme cases are that all components run on the same device, e.g., for testing, or that Ul,
platform AAS, ECS runtime and service manager/services are installed/started in separate devices.

It is importantii 2 SYLIKFaAl S (KIF ( -thiogh may dmi Shudhan, fay autbriated & | |
process of the Ul or the platform itself acting on behalf of the usarautomated process could be a
deployment script, which lists the assignment of containers and servicessburces so that the Ul

can execute the desired deployment in a single step (broken down into the actions discussed above).

Als, as intended for théeployment component, the platform may calculate such a distribution of

services and containers and enhdhe deployment automatically or autonomously.
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Moreover, it is important to mention that not all services of an application must be started at once by
a single command. If services shall be distributed to different devices, individual start commands are
required to enact this form of distribution. However, for a humalefining such a distbuted
deployment stepwise is cumbersome. For this purpose, the platform offers mechanisms to script such
deployments or¢ as envisioned fofuture versionsof the plaform ¢ to calculate and enact them
automatically.

3.1.5 Virtual Character of the Platform

As stated in Sectioh, the IIREcosphere platfornshall be designed aswrtual platform (R3) i.e., a
platform that offers rvices on tomf existing already installed platform functionalififhe idea is that
the Connectors component in the Transport and Connection Liaggr relevant underlying platform
information andfunctionality into the lIPEcosphere platformWhere feadile, this mapping shall
happen inthe form of AASas it allows for an overarching information modélut also further
approaches like OPC UA or MQTT may be.0skedsee here three alternativefecusing on AAS as the
default approach, potentially using eahsport protocol like MQTT for higgpeed data connections

1. Anunderlying platform provides its own AAS and manages the access to selected functionality
and data. Theoretically, this AAS could be mapped-Bjdade into the AAS of the I
Ecosphereplatform. Then, layers such as deployment device management, or monitoring
could directly utilize the information. Therefgrea standardized AAS structure for
manufacturing platforms would bdesirable but sucha standard currently desnot exist.

2. The AAS corattor of the IIPEcosphere platform can map the AAS of the underlying platform
into the format of IIPEcosphere. Of course, this adds additional overhead and in some cases
a mapping may not be possible at all.

3. One of the other IIFEEcosphere connectors priokes a protocol that allows mapping the
underlying platform and its operations into the {Heosphere AAS formathis approachmay
require manual programmingvhile the second approach might be realized easier through
mapping and code generation.

Besidediaving the AAS of an underlying platform, relevant components of tHedéBphere platform,
in particular the resource management and monitoring componaig required tooperate with
multiple AAS instancefof now based orthe IIREcospherédAS structus).

3.2 Development Stream

Realizing the IHEcosphere platform in one big shot is not realistis already indicated in the previous
sections, we rely on incremental and agikvelopment so that delayed concepts, designs and results
can be integrated flakly, e.g., after initial experimentation with the available platform components
For the increments, we identified thredevelopment streamasindicated inFigure?.

In the first streamwe aim at the basic funins, i.e., support for creating AAS, data transport, data
connectors, basic service interfaces and management as well as the environment for running services
on edge, cloud or server installations (ECS runtimedgile spirit,hese realizations muste functional

and tested but not completee.g., it is more important to start/stop dependent services/containers
rather than to perform auntime migrationof services or containers

In the second stream, advanced functions are added and functionaliggng from the first
development streammay be realized. At latesmissing functionality will bentegrated with the
improved and advanced functions in the thitdvelopmentstream.

We do not indicate a detailed time schedule for the streams or functibeslihere. The first
development streanwas completedin Spring 2021, the first release of the second stream shall be
available in Summer 202&long with this version of the handboolhile the second development
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stream shall mostly be completed until enfl2021.Each stream shall beanifestedby at least oe
release of theplatform. At the point in time when this document is published, tnany features for
the seconddevelopment streamifitial advancedunctiong are completed The integration of the
central platform monitoring default monitoring based on Promethedd as well as the Webased
Management Ul arein refinement For securityand data protection a platform service for
anonymization igntegrated,but the integrated (related) data storese still in progress. Similarly, the
data integration and the Al toolkit partially do exist but are currently not integrated

Basic functions Initial advanced functions Improved/advanced function
AAS support Configuration model Deployment optimization
Transport, Connectors Artifact generation Adaptive services
Services Device management Al Toolkit
ECS Runtime Monitoring Monitoring

Security / Data protection Data integration, GAKX
Data integration, GAHX Security / Data protectior
Management Ul Management Ul

Figure7: Development streasfor the [IP-Ecosphere platform

3.3 Overall Requirements
In general, alplatform layers and components discussed below must take the following general
requirements from 11] into account:

Table2: General platform requirements it 1]

R1 Vendor and technology neutralatform

R2 Use ofstandards

R3 Design as virtual platform

R4 Design based on components and services

R5 Use of Open Sourcavith respect to the licensing rules of dHeosphere
R6 Open for optional/commercial components

R7 Use of AAS for interfaces

R8 Use of systemtic variant management techniques

R9 Means for availability

R10 Soft reaftime processing (<100 ms) for productioritical functions
R11 Documentation (also in terms of thimndbooR

R12 Documentation of processing steps (of applications, suppodatg privacy)

As alreadyindicated inTable2, [11] alsospecifiesquality requirements such as RIBesides security

and data protection requirements, there are also data frequency and volume requirements #hat ar
not so obvious, in particular as they are assigned to specific topics/components of the architecture in
[11]. To provide an overviewve discuss them here on a global level for the entire platform.

In Table3, we summarizethe crosscutting qualityrequirements, i.e., in particulathose that may
require specific considerationsegardingtime-critical functionality such as the (streaiocessing or
datatransport. Althoughthe IIREcospherelatform aims atthe deployment of components to edge

33 https://prometheus.io
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devices, both, the services as well as the platform operatiberse belong to the IT realm so that OT
requirements such aR35or the OT sensor sampling frequemagntionedin R28do not directly apply.
However, a machine pse of 8 msR28§ as well as an hourly throughput of 7 GBgie well as an
expected size aflata items with 50 value@R19a)re highly relevant for judging the performance of
the IIREcosphere platformAs also mentioned irlfl], not all data volume andéquency requirements
were indicated while collecting the requirements from the partners, i.e., the platform shall aim for
even higher speed (such as a 50 ms cycle time) or a throughput of 600 GByte per day.

It is also important to recall froniL[], that the IIREcosphere platform is primarily responsible for its
mechanisms anéhcludedservicesi.e.,providers for services to beackagedvith the platform will
have to obey the quality requirements it]] and in particulaiTable5. Further, as also discussed in
[11], the platformis not responsibldor the quality of external services, e.g., applicatgpecific or
userspecific services (while measures may apply to report or terminate services that potentiaily tain
given runtime requirements).

Table3: Overview ofglobal)quality requirement®n data frequency and volume

R10 Soft realtime, response time < 100 ms for production critical functionality

R19a Sample data geof 50 values of different types all ZD s

R19e Output data shall be provided all 5 s

R21 Low impact on data throughput

R22 Overall platform throughput of 500 GByte per year

R28 OT sensor sampling frequency 0.2 ms, machine pulse 8 ms, step puls®&ess
pulse 25 g§mentioned in the explanation of the cloud requirement R28)

R35 OT sampling frequency ofr2s

R91 7 GByte per hour as input for data integration, which may be aggregated to 2

CGhbyte per hour.

As anillustration, we discusghe quality requirementsnow in terms of hypothetical number§rom
the data transport perspective, theequirements commanthat each machineaningest a data item
with around 50 values each 8 mke., 125 messaggser second This lead to at least450.000
messaes per houfpermachinekdge device)lf we assume a size 654 Byte payload(actual size of
a simpleJSON serialization of such as messagepurce produces arourzB0OMbyte per hour(just
focusing on theraw data payload,i.e., not on additional inbrmation, e.g., for routing or meta
information as stated in R790n a platforrdevel (R91, R22nggregating components of the 4IP
Ecosphere platform will have to cope withultiple parallel streamsof this kind which require26
suchstreamsto reach he requested? Goyte (in a real settingvith payload andverhead) Of course,
the distribution may be different, i.e., more streams at lower ingestion frequendgssstreams at
maximum frequency, potentially with image payloads, to reach several hdesdrEGBytes per hour.

In the discussion of the individual layers/components, we will refer to these general requirearehts
re-iterate the argumentationonly for affected layers or layers that already have been (initially)
evaluated

3.4 UMLProfiles

The lIPEcosphere architecture model is based on thid®IL profiles,the [IREcosphere profile
introduced in $ction 3.4.1, the UMLsed21] profile for security modelingn Section3.4.2as well as

the security and privacyrofile in Section3.4.3 All three profiles aim at classifying and defining
orthogonal informationto be attached to individual modeling elements. While the-Ed®sphere
profile as well as theezurity and privacy profile are mostly of descriptive nature, i.e., indicate
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additional information such as open source licenses and component versiondMhseqorofile is
the basis for automated security analyses of UML models using the CHARiISMA tool.

3.4.1 IlIREcosphere Profile

The aim of the I[HEcosphere profile is to classify and categorize modeling elements in the I[IP
Ecosphere architecture, i.e., to express orthogonal semaint@siniform mannerWe will now briefly
discuss the individualoncepts ad partsof the profile.

«Stereotypes «Stereotypes «Stereotype» «Stereotypes «Stereotype» «Stereotype» «Stereotype» «Stereotypes
AAS-Client AAS- dynamic AAS-Element AAS AAS-DataConnector AAS-Property AAS-SubMadel AAS-Operation
(=1 +name; String [1] =) + isDynamic; Boolean [1] = + isDynamic: Boolean [1]
=)+ isActive: Boolean [1]
=+ name: String [1]

Figure8: AAS stereotypes in the-Heosphere profile (commertsopped)

One cornerstoe of the IIPEcosphere platform is the exploration and useAsket Administration
Shells (AAS,R7 in[11]). The patners decided to use AAS in particular to describe interfaces of the
platform (internal, external) and communication with these interfaces in a stantdasgd uniform
approach*. Thus, from an architectural point of vieitvis relevant to mode{structural) AAS aspects
We useAASn terms of classes, interfaces and operatitagged bythe stereotypesdepictedin Figure

8. A class/interfacecan be markedby the «<AAS stereotypeto express that there shall be an AAS
providing accss to the contained data. A®AAS DataConnector » is a communication endpoift
e.g.,for softrealtime (streaming) connectionSuch endpointthat are currently nopart of the AAS
standard®. An<AAS Property » is a static or dynamic attribute of an AASAUproperties may also
indicate that a substructure (i.e., aAS SubMbdel ») shall be exhibited by an AAS. Moreover, AAS
may describe factional interfaces using theAAS Operation » stereotype

Moreover, ancAAS Client » is per se not an AAS element.the IIREcosphere platform, aAAS

Client is a supporting class implementing how to access properties or how to execute operations.
These classes shall be defined along with the respective AAS and can be tested directly against the
AAS.

As our approach tonodeling is pragmatic and agile, we do not aim at coveringaasible aspectsf
AAS Please note that the stereotypgust indicate that the respective information shall tepresented

in arealizing AAS. We do neither model the concrete naosesl in aealizingAAS, the completeness

of models orsubmodels nor any sequence obntainedAAS elementsBesides properties that can
change their value at runtime or subodels that occur on demand, dynamic relations among AAS
elements can benodeled bydependencies marked with th&AS dynamic stereotype.

A second cornerstone aservices in particular to encapsulatglatform functionality or (reusable)Al
methods. According to the profile(Figure 9), a service can be modeled as arerface (with
implementation aspects hidden) or as a cldiss., a namespace with properties and operations)
Related to services anglatform) connectorsthat ingest data into the platform oare involved in

34 Design guidelines for AAS must still be agreed upon by the partners or discussed with other projects.

Although this affects the implementation, the aetl AAS design guidelines are outside the scope of the

architecture, i.e.we focus here just the relevant aspects such as properties, operations and

links/dependencies.

BFollowingB8 > ¢S R2 y2i0 dza8S GKS GSNY aSyRARAWIIGH ZANE di KA2ANI K
FY2y3 RIFEGEFE O2yySOi2NA |yR SyFRBPAYRAZF ¢Bf 25 2 KISa RIS NI
3¢ There is ongoing work on standardizicgmmunication endpoints. If possible, we will adopt this upcoming

standard in a later fease.
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offloading data/processing to other platformer a cloud.Typically, for one connector type multiple
alternatives are offered and also additional connectors can be added (openness, e.g., R1#pR16).
indicate these elements, the profile contains a geneflonnector » stereotypethat can also be used

to indicateCloud connect@and (for security) optional IDS connectors.

aMetaclasss aMetaclasss «Metaclass» «Metaclasss «Metaclasss
Interface Class Interface Class. Component

NN

«Stereotypen «Stereotypes
Service Connector

F—

Stereotypen
DS

«Stereatypes
Cloud

Figure9: Service andonnectorstereotypes in the If{Ecosphere profile (commerdsopped)

In 1IREcosphere, services shall be deployed in termsviofualized containers Therefore,
implementing elementscan be marked axContainer » (Figure 10). Further, besides services,
individual platform componentganbe marked as<Distributable  » while parts not marked as
«Dis tributable  » shall remairpart of acentral platform installation.

«Metaclass» «Metaclass» «Metaclass» «Metaclass»
Artifact Package Interface Class

N NS

Stereotype
Distributable

«Stereotypes
Container

Figurel0: Containerand distributionstereotypes in the [HEcosphere profile (commertspped)

To simplify the models, i.e., to avoid repetitively modelifigypical mechanisms or collaborations, the
profile allowsindicating architecture, designor implementation patterns®’, to explairidetail amodel
elementin an uniform manner but also to guideline the implementatioftigure1l depids simple
patterns likearchitectural layer¥, delegation of control to another element via an association, read
only attributes (without corresponding settéf) builder patterri® (or classes that shall use this pattern

to realize reaebnly attributes)or visitor patterrf!. Figure12 illustrates stereotypes for marking an
object factory’? (an exchangeable mechanighat createsinstance$ or pluginsas one fornto extend
platform functionality at defined pointA «Plugin » is detailedoy a«PluginType » providing more
information on how to implement/register the plugin. The default type is JSL, the Java Servicé3.oader
a simple mechanism on an implementation to its (descriptor) interface without direct dependencies in
code.Thesepatterns support the openness of the platform, eegtensibilityfor optional components

in R6[11].

37 An important reference here is the GbBok [14], but for simplifying the understanding, we just provide
some Web references.

38 https://en.wikipedia.org/wiki/Multitier_architectue

39 UML and Papyrus offer a reathly metaproperty of the metaclassProperty . However, displaying this
information in the diagram is tedious, so we just define the corresponding stereoggue- only .

40 https://en.wikipedia.org/wiki/Builder_pattern

41 https://en.wikipedia.org/wiki/Visitor_pattern

42 https://en.wikipedia.org/wiki/Factory _method_pattern

43 https://docs.oracle.com/javase/9/docs/api/java/util/ServiceLoader.html
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«Metaclass» «Metaclass» «Metaclass» «Metaclasss «Metaclasss «Metaclass» «Metaclass» «Metaclass»

Association Property Interface Class Package Interface Class Operation
«Stereotypes «Stereotypes «Stereotypes «Stereotypes «Stereotypes
delegates read-only Builder Layer Visitor

Figurell: Basic architecture/implementation patterivs the lIPEcosphere profile (commergsopped).

«Metaclasss «Metaclasss «Metaclasss

Operation Interface Class
«Metaclass» «Metaclass= «Metaclass»
Interface Class Dependency
«Enumerations «Stereotypes «Stereotypes
* [=] PluginType Plugin Registry
«Stereotypes «Stereotypes =JsL = +type: PluginType [1]
Factory creates = OTHER

Figurel2: Factory and plugin/registration patterris the [IPEcosphere profile (commergsopped).

Due to the Al nature of I}Ecosphere it is important to recognize thabde written invarious
programming languageandunderlicenseanustbe integratedR5, R6, R13in [11]). The stereotypes

in Figure 13 allow indicating these two dimensions also to locate potential pitfaigternal
componentsnot marked with theOpenSource stereotype aremeant to becommercial/proprietary

and shall be only used as alternativeather than mandatory or default componentse., their
AyaagrttrdAazy aKl ff «OfnSoukd GomfoRents &eSchadadtSing theirOK 2 A OS «
license(s) and theirersion . If no version is indicated, no deicis was made so far, i.e., the
component was not integrated so far.

«Metaclass= «Metaclass= «Metaclass» «Metaclass=

Component Interface Class Package
Stereol)rpe «Stemotype»
= + ||cense License [*]
=1+ version: String [1]
«Enumerations N
FE] License 5 5 < .-

FE FE FE T
= EPLY Python Java C cep
= EDLY
= MPL
= APL2
=IEPL2
=1 BSD 1 1

: [ : ™

Figurel3: Licenses and programming languageshe [IPEcosphere profile (commeraspped)

Within the architecture modelit is alsorelevant to mark thematurity statusof individual parts, e.g.,

to distinguish initial models from detailed models that are actually implemef(féglurel14). Some
parts (within models)may not have been realized so far and can be marked w@mitted ». The
maturity status can be attached to a model or individual modeling elements if applicable, but in
particular also to comments. We use comments to docuntbataim/contents of each UML diagram
(often cropped in this documengndmay thenattach thematurity stereotypeto that comment.
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«Metaclass» «Metaclass» «Metaclass» «Metaclass» «Metaclass»
Component Package Maodel Comment Class.

Indicate the \ wStereotypen %ﬂadau

realzationstatus | | Status Interface
of a larger part of

+ Ctereoh, G, H <, B < i

p P P yp
Omitted Issue Initial Advanced Deslgn Design Ce

Figurel4: Maturity status for comments, packages or models.

Another special contribution of the IIREcosphere platform is to aim for an encompassing and
consistentconfiguration modelthat rangesfrom devices over services to service orchestration and
covers static preuntime and runtime aspects, e.g., for deployment optimization or-adHptation
(R120R126, R10ih [1]] as listed in SectioB.1). We use the Integrate Variability Modeling Language
(IVML) LQ] to describe the configuration modahd weindicate aspects of the variability modeling
the architecturemodels IVML is realized in terms of the EASyducer B6] toolset, an external open
source componenttat we integrate into the IHEcosphere Platfornkor short the IVML configuration
meta-model of lIPEcospherdrepresented as information items markedth the IVML stereotype
shown inFigurelb) defines the strudure, configuration optionsand validity criteria for all potential
platform instancesThe configuration(also an IVML modeipstantiates the metamodel and details
the configuration decisions far specific platform instan¢e.g., on which server thdgiform AAS will

be located which concrete services are available.dBne particular architectural aspect is the
structure of the IVML (metd3model and its relation to the layers of the platform. The (meiad
configuration) model consists of individualodules (called projects). We specify this decomposition
of the configuration model into modules (represented as information items tagged «wNtML») in
terms of dependencies decorated withVML- Import ». Ultimately, mechanisms of EAS3roducer
will validate the configuration and automaticalljnodify, include exclude generate or package
artifactsthat finally make up the configured platform instance

A further architecturally important aspect are the components and classes realizing the variations
defined in the configuration model (i.e., the implementation parts to be included, excluded, modified,
linked with glue code etc.). We use tiSoftware Product Line3f] notion of «Alternative  » or
«Optional » artifactsand mark the respective components usihg stereotypes shown iRigurel5.
Examples are alternative transport connectors (one must be selected) or optional compotietits (
can bepart of the platform instancer not) such as IDS or cloud connectors.hesé stereotypes are
intended to bellustrative and explanatorgather than for defining a configuratiar an artifactimodel,

we do not includdurther variability detailsas done in typical variabilitgrofiles, e.gin [15, 38]. In
particular, componets marked with «Alternative » or Optional shall be designed and
implemented carefully with respect to theirdependences, i.e., leaving out arOptional »
component or replacing arAlternative  » component must not render a platform instantiation
invalid unless thegoverningconfiguration is invalid.
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«Metaclass» «Metaclass» «Metaclass» «Metaclass» «Metaclass» «Metaclass»
Inf ionl Dependency Package Class Interface Component
«Stereotypes
o «Metaclass=
Masabild); Dependency
St ‘-II' St ‘-ll' St ‘-ll' St ‘-ll'
WML WML-Import Al i Optional

Figurel5: Configuration modeling and variability management stereotypes (comments cropped)

One form of instantiating a configuration model is gdenerate code e.g.,data transport coé or

glue/binding code betweera hand-crafted implementation and platform interfaseto ease the
development of consistent applicationiBo indicate that parts of the architecture argentionallyleft

open as thewill befilled through generatiorfirom the platform configuration modeduring platform

instantiation wemarkthese parts by the«Generated » stereotype shown ifrigurel6.

«Metaclass»
InformationFlow

«Metaclass=
Class

«Metaclass»
Interface

«Metaclass=
Package

N

«Metaclass=
Component

«Metaclass: |-

D dency

«Stereotypes
Generated

«Metaclass=
Artifact

“l

P

=1+ generator: String [1]

Figurel6: Stereotype for generated cogeomments cropped)

The IIREmsphere platform shalbrovide self-adaptive capabilitiesat runtime based on the (runtime
part of the) configuration model(see R102R109and R120R126in [11]). Examplesof platform
elementsthat could be adapted areontainer deployment locatins or actial Al services used the
same deployment locatianTo indicate model elements that are related to adaptation, fie
Ecosphergrofile defines the stereotyp&Adapt ation » (Figurel7). Oneparticularexamplefor the
applicationof this stereotypes to mark states in a state diagram thatould not be needed without
selfadaptationfunctionality,but which arerequired for seHadaptation

«Metaclass=

«Metaclass=

«Metaclass=

Property State Operation
«Sterectypes
Adaptation

Figurel7: Marking model elements as support for setfaptation.
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In some situations, we also incluégxperimental components in the architecture, in particular to
introduce a certain concept that is used later on in the discussion, e.g., in a validation. To indicate such
experimental components, we utilize the sterepty shown inFigure 18. For various reasons,
experimental components may not be found in thel&sphere source code repository and they may
also not be subject to the continuous integration.

«Metaclass» «Metaclass» «Metaclass»
Component Class Package

] L

«Stereotypes
Experimental

Figurel8: Marking experimental components

In Papyrus, it is possible to define a styleshieetdapt the formatting of modeling elemenigsed on
the applied stereotypes. We will use this mechanism to mark important stereotypes, e.g., issue
commentsor omitted elemants, in a uniform mannesuch asuniformfill or textcolors.

3.4.2 UMLSe®rofile

UMLseé provides a modebased approach to develop and analyze security critioftlvare, in which
security requirements such as confidentiality, integrity, and availabilityesq@essed within UML
diagrams. The UMLsec language is provided as a UML @mofilean be imported into existing UML

tools. In UMLsec, different stereotypes and tags are used to annotate UML diagrams with security
properties. UMLsec provides various sétsuchecks to ensure the annotated properties. The CARISMA
tool performs the corresponding security checks. The idea of UMLsec is to provide maximal analysis
power while allowing to use everyday development tools for the development process.

While the UM.sec profile is defined as a lightight UML extension, it is also possible to define it using
heavyweight extensions to specify the change of semantics. One can make use of an extended
metamodel (analysis model). This analysis model provides the pagsibinore complex analysis by
extending the basic UML metamodel.

As mentioned above, UMLsec provides different security checks to verify whether a security property
in a system is violated, and a security mechanism is needed to restore it. In thiseltcwa explain

two security checks, namelgasure linkandsecure dependenc8ecure linkis used for the description

and the analysis of secure data flows over connections between the artifacts in a UML deployment
diagram, which describes the physitayer of a systemSecure dependen@nsures that various
dependencies between interfaces in a structure of a system model respect the security requirements
of the data communicated across them.

3.4.2.1 Secure Links Check

The physical layer of a system is modelgda deployment diagram, including physical nodes, the
communications between them (modeled by links), the (software) artifacts and the dependencies
between the artifacts. Thesecure linksannotation enables one to ensure the security of
communications ira physical layer.

In UMLsec, to perform a security cheelklversary patternsre required. Such patterns specify the
potential access paths threatened by a certain attacker. Table 4.1, represertsfthdtadversary, as

4 https://rgse.unikoblenz.de/jj/lumisec/
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an example of an adversary patte For a given adversary of type A, the set Thxéatspecifies which

kinds of actions the adversary can apply to a node or a link marked with the stereotypes. For example,
considering an unencrypted internet communication link, the default attacker
(Threatdefauli(internet)) candelete readandinsertmessages transmitted over this link.

Stereotype s | Threatesauit(s)

«internet» | {delete, read, insert}
«encrypted» | {delete}
«LAN» 0

Figurel9: The UMLsec default adversary pattern

The stereotypecsecure links  » implies the following conditions: for each dependency annotated
with stereotypes™ { «secrecy », «integrity  », «high » } between two artifacts deployed on two
nodes n, m, we have a communication link | between n and m with stereotype t such that:

w s=«high », implies that thregi(t) =0,
w s=«secrecy », implies that read / threata(t), and
w s=«integrity », implies that insert / threata(t).

For instance, if a communication link between two nodes n, m are annotateduiniternet », and
the dependency between two artifacts) ddeployed on node n) andpadeployed on nodem) are

annotated with «high », then the security constraint associated with the stereotygsecure

links » is violated: the dependency annotated wihigh » demands that the set of threats of an
adversary is empty, however, the communication link is annatatéh «internet », meaning that

the adversary is capable of reading, deleting, or inserting messages over the link between n and m.
Consequently, the security requirement of the communications is not supported.

3.4.2.2 Secure Dependency Check

In UML, a dependendyetween two model elements is a relationship that denotes a model element
requires other model elements for its specification or implementation. In other words, the complete
semantics of the client element is either semantically or structurally dependerihe definition of

the supplier element. The stereotypsecure dependency » implies that the security requirements

have to be supported by both sides of the dependency (respective classifiers) and the dependency
itself.

Later in this document (within #h data security layer) we describe the UMLsec profile within the
architecture model of the IHEcosphere. Furthermore, we show how a CARiISMA check can be
performed on such models to verify the security level of the architecture models.

3.4.3 Security and Privadrofile

To enhance the security and privacy of the platfowe create a dedicated Security and Privacy UML
profile. The purpose of this UML Profile is to provide a catalog of security and privacy mechanisms to
annotate corresponding UML models and thetatecture of the platform. With such an annotation
processwe can express appropriate mechanisamsa high abstraction level. In this way we give an
overview of a complete security and privacy framework to the devekged designers of the system.
Furthermore, this dedicated profile enables privacy and security audits. Audits lead to increased
software quality.
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The catalog represented by the profile introduces a means to structure privacy and security
mechanisms in multiple abstraction levels. Namelgsign strategies, sub strategies, patterns, and
privacy enhancing technologies (PET) that can be applied to design of the platform.

The feature model ifrigure20 shows the four abstraction levels of the privacy aedurity concept.

A feature model describes a set of features and their relations, here privacy and security features and
their relations. The main structure of the feature model is hierarchical. But there are relations that do
not follow the hierarchicalstructure. Some features may require other features. For example,
Authorization  requiresAuthentication . Other features may exclude each other, for example,
Anonymity Set and Notify

PrivacyDesignStrategies

[Mlnlmiz; '-[ Hide- J S-eparijt.e | Abst;ach Inf;:rm _] t:.omrol [ I-;nh:ln:e ] : D;mur'strate JJ~ Strategies

Strategies

| Strip ] Destroy Ftestrlct iz Gb‘fuscate Supply] NDtl‘f"f'] Consent [Chuose Update Rermtt] Log [Audlt] Suk
B

Ft!l:iprucinl Securelogger | - Patterns

Dnu:m S-gn an In-centw-zed
Reutin, Agreement || Participation
1

Authent ica-rinn Iutl- urizati-::n Aggregalion
ﬁatewa\-

U-Prove | idemis || RBAC | Mixzones || Mixaster || MixMinian || srcTa | Dapas |[ pLa | cipher | Sign:ture | uuIDGenerator |

I PETs

]
BlindSignature Zero
Pratocol Knowledge
Y R ——
| £ == ahernative  —— ©ptional
DB e exclude —e mandatory |

I
Lo

Figure20: An excerpt of the feature modelcinding privacy design strategies, sstibategies, privacy patterns,
and PETs (df1] Figure6.5).

Figure21 shows the UML privacy and security profile we created based on the feature model shown
in Figure20. We adopted the hierarchical structure of the feature model and recreatedtérins of

a UML profile.The profile haghe same 5 levels ashownin the feature model, the root level
PrivacySecurity , theStrategy level,Sub Strategy level, thePattern level and thePETlevel.

For each level we defined to what elements in the model the stereotype can be annotated with that
stereotype.For example, we can use thk€rivacy » security stereotype to annotate components and
packages. Steregpes from the strategy level, likdide , can additionally be used to annotatiasses

and interfaces.
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We will now usehe stereotypes to annotate our model with th@le-based access contrRBAE
stereotype.ln RBAChe access rights are assigned to rolBeen individuals are assigned the roles.
This has multiple advantages owassigningoles directly to individualsRBAC is a privacy enhancing
technology. In our hierarchyhe RBAQPET is located in thdinimize Strategy, theRestrict Sub
Strategy and théuthorization  Pattern.

Figure 22 shows an interface (to be introduced in Section3.6.3 annotated with the
«Authorization » stereotype, and in that interface therite method is annotated with th&BAC

and thelLog stereotype.
Privacy and Security: BN
Isolate sensors from other systems: lsolate sensors from systems processing secret data
ST T T Authorization: Manager components should support authorization.
r

«Isolate, Authorzations
£0 Devices

«RBACs
Q DeviceManagement

Figure22: Interface annotated with Privacy and Secusiigreotypes

Figure23 shows how theserializationpackage(to be introduced in SectioB.6.2 is annotated with
the «Hashing » and «Signing » stereotypes. The contents of the packdwesbeen omittedin order

to focus on the stereotype applicatiorSerialization is one important part of storingadingand
transmitting data. With«Hashing » we can increase the integrity and with signing we can verify the
origin of the data.

_| Privacy and Security:
_ =" | Hashing: Use Hashing to verify the integrity of the data

: Signing: Use Signing to verify the origin of the data

«Java, Python, Hashing, Signing:|
B3 serialization

Figure23: Package annotated with Privacy and Secigtityeotypes

Table4 shows an excerpt of strategies,sstrategies, pattern and PETs that are suitable for the
system. The design strategies, patterns, and privacy enhancing technologies are based on thfe work
Ahmadian1]. The strategies are adapted from Hoepma#][

Table4: Desig strategies, patterns, and privacy enhancing technologies for tHecbBphere architecture.
(cf. [1] Appendix).

Sub Strategy| Pattern ________|PET

Minimize Strip Authentication '

Destroy Limited Data Retention

Restrict Authorization RBACCryptographic Protocols, VPN
Hide Mix Hashing

Obfuscate =~ Added Noise Measuremen

Dissociate ~ Pseuodnymous Identity

Distribute Private link Private Data private Device,
Separate Secure Storage

Isolate Confinement Pattern Isolate Sensors from System
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Strategy | Sub Strategy| Pattern PET
Bara Audit A_ule interceptor
Signing
ate
Log Secure logger

3.5 Support Layer

The Support Layer aims at providing useful comfiumrectionsand abstractions to ease the realization

of the IIREcosphere platform. Thusjgmore a support librarghan a full layer, i.e., it does not provide

an own AASepresenting the interface of the laydrowever, even as a support library it is used by
the Transport and Connectidayer, i.e.the supportfunctionalitylogically forms an own layeBelow,

we ddail the AAS abstraction in Secti8rb.], the network manager in Sectiéh5.2and the lifecycle
support in Sectior.5.3 Section3.5.6combines the parts and pieces into an AAS creation and usage
design pattern that is used in several upstream platform components.

3.5.1 Asset Administration Shell Abstraction

A core aim of the Support Layer is to abstract over the used AAS implenoentitiis allows for
flexibility (the AAS implementation can be exchanged), but also to mitigate risks of impacts by the
currently evolving AAS standard and its implementatidimis the abstraction described here aims at
supporing the application of AA®r the description of interfaces (R@he application of standards

(R2) and enables opennes$or different AAS implementations, including potential upcoming
commercial implementations (R6). Furthan abstractioncontributesto the IIREcospheregoal of
increasing interoperability, as currently several AAS implementations do exist that potentially do not
interoperate (see LNI Testbed Asset Administration Shelfhus, an abstractiomlso mitigates
development risk, as the currentrather dynamicexternd implementation activities may lead to
partially disruptivetechnicd changes

Figure24 depicts the three parts of the support layer. The core isadhe component, which defines

the lIREcospherabstraction of AAS. Thip - aas component on top utilizes the AAS abstraction to
add further functionality thateases the realization of theP-Ecosphereplatform, e.g.,mechanisms
how to dynamically linkalternative and optional AAS subodels of differentcomponens into the
platform AASWeemployBaSyas the default AAS implementation of the-EBosphere platfornilhe
aas.basyx component implements the interfaces defined by thas component and provides a
factory implementation to transparently instantiate abstract concepts basethe underlying BaSyx
implementation. As BaSyx ships with a large number of dependencies and not all of these
dependencies may be needon an edge device, e.g., when deploying an AAS remotely to a central
server (cf. SectioB.1.2 persistent storage to a database is not needead aim for a dependeney
reducedaas.basyx component and aaas.basyx .server componentincluding all dependencies.

45 https://Ini40.de/Ini40-content/uploads/2020/11/AASestbed. pdf
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The aas component mainly consists of the instance factory as well as interfaces defining the
functionality to be provided by an AAS implementafforit is important to distinguish here between
AAS interfaces (such @sas, SubModel, Property and Operation following the AAS metanodel

[29]) and the associated (nested) builder interfaces used to build concrete instances of these
interfaces. The AAS interfaces provide access to the respective iriffornaand, to a certain degree,

also allow for modifications, in particular if the interface represents a connected, deployed AAS
element. In contrast, the builder interfaces are responsible for creating these instances, allowing for a
concise coding styland additional consistency checks, e.g., preventing typical usage errors of the
underlying AAS implementation.

Instances of the AAS interfaces can only be created through the factory and the builders, i.e.; the top
most AASbuilder can be obtained from thAasFactory and all subsequent builders for nested AAS
elements (submodels, element collections, properties, operations) can transitively be obtained from
the actual builder.Specificextensiors to the typical AAS interfacesre the deployment support
(DeploymentBuilder ), the remote protocol support IfvocablesCreator and
ProtocolServiceBuilder ) as well as theAasVisitor . The DeploymentBuilder aims at
realizing and encapsulating typical deployment recipes, such as local ota&AS deploymenihe
protocol support encapsulates a specific remote communication protocol to implement the
dynamic/active behavior of an AABhis builder creates function objectielegating the respective
operation to the protocol. The function object&n be attached through thaas interface to the
underlying AAS implementatioThiscan happen in atraightforwardmannerif an AAS has direct
access to an implementing instance such as a service. However, if AAS and implementation must be
separated, e.g., due to remote deployntenf the AAS or due to a programming language/process
border (e.g., Python for Al services)(remote) communication protocol must be utilized. As several
options for such protocols do exist, e.g., REST, RMI, 6RP@ is not possible just to providesingle
protocol abstractiorrather than to allow for opennes§herefore we offera pair of interfaces, the
InvocablesCreator  being responsible for the function objects to be attached to an AAS (this is just
a kind of factory rather than a builder) amadrelatedProtocolServiceBuilder being responsible

for buildingup a server/service instan@nd registering the actual implementation functions for the
function objectsUltimately, theAasFactory is responsible for creating a matching pair of instances
for a given protocol.

In addition, theabstraction encompasses @ASVisitor . As usual, a Visitor allows traversing a data
structure in an extensible, polymorphic manndased on inversion of controlyithout knowledge
about the structure,need for explitt alternatives over types otype casting. Moreover, visitor
instances can bapplied to any element in the data structure and, thus, perform a partial traversal.
Further, there is usually not a single Visitor implementation rather than meamghone fora specific
purpose. Besides the interface, we provide tentVisitor which emits the structure of the AAS

in textual form in particulafor testing/debugging. Further, we provide, as usual, an empty basic
implementation, theBaseAasVisitor  to be usedby visitor implementationgo handle changes to
the visitor interfaces in a default manner, i.e., further AAS elemairilisthen not per se lead to a
compile error.

Along with the further evolution of the AAS concept, more and more standardized AAS stsugilire
be defined. One such structure is the Technical Batamodel 2] including manufacturer information,
nameplate etcAs an examplehe AAS abstraction layer takes up the submodel specificatidz]

46 We follow a pragmatic and agile approach here, i.e., we follow temmodel in[29], but we do not aim to

be complete from the very beginning. We add interfaces and operations only on usage demand. Ultimately, at
latest at the end of the IHEcosphere project, the abstraction shall be complete with respect to the most

recent, implemented version of the AAS specification.
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and allows to create and read such structureteimns of specialized submodel and submodel element
collection types. This structure is not showrFigure24.

A concrete implementation of the AAS abstractjgmovides an AAS factarixcept for the visitors,
which are based on the abstraction rather than a concrete implementation and, thus, can directly be
created on purpose by client code, instances of all other concepts can be obtained directly or indirectly
from the AASFactory . ConcreteAAS factories are suppes to announce/register themselves e
AasFactoryDescriptor  and the Java service loader mecharfi§rso that just the presence of an
AAS implementation on the Java classpath enables the absha@sffactory to create concrete
instances

The default implenentation of the AAS abstraction is based on Eclipse BaSyxaaRigasyx
componentiimplemensthe interfacestypicallyin terms ofadapter/wrappef®classes, i.e., classes that
delegate the actual operations to the underlyiBaSyxmplementation.As remde communication
protocol, the default implementation offers an extensible form of the BaSyx Virtual Automation Bus
(VAB in variants TCP, HTTP and HTYR&ough the VabliplnvocablesCreator and the
VablipOperationsProvider . Further, external protocols may be added using the
ProtocolCreator  (and the related)JSLProtocolD escriptor , both not shownin Figure24). The
default implementation iraas.basyx provides a mapping of the Technical Data Submd#jeb[the
underlying BaSyx implesntation of P].

In an installation setting, variougndsof AAS servemnaybe used, e.g., HImemory servers ordge
devices or servers with persistent storage of the AA&aentral ITside. However, the different forms

of servers imply different depelencies, in particular, database dependencies may not be feasible in
resource limited environments such asdge devicesas already mentioned aboveThus,
implementations of the AAS abstraction are encouraged to reduce dependencies where ever possible
to allow for execution in all environments. Firside installationsall dependencies may have to be
included to allow, e.g., for persistent database storage. For this purpose, we separate the AAS
implementation into two parts, the (cliergide) AASor all environmentsand the server side. To
announce the server side, we introduce tAasServerRecipeDescriptor  (not shownin Figure

24), which, if present, hooks the server component with all its dependencies intéAtfEactory

and makes such servers transparently available.

Theiip -aas component paves the way that AAS (subdels) for the different IIEcosphere
platform layers can be collected and deployed as a single representation of a rumsiogrce
depending on agiven deployment mode Therefore, theiip -aas component defines the
AasContributor interface and theAasPartRegistry . TheAasContributor is a plugin interface
supposed to be implemented by upper platform layers to create the respective AA&&idd)and
to register the implementing function objects with the protocol buildeks AasContributor  can
indicate whether prerequisites are met so that its AAS can be crehitstdinces ofAasContributor
are supposed to be announced/registered via ttelmechanism TheAasPartRegistry  provides
access to those plugin instances and, e.g., triggers the creation and the deployment of an entire AAS
for an installation. Thus, interfaces marked with the stereotypAS (from the IIREcosphere profile,
see Sectior3.4) are supposed to be implementations of tasContributor interface and to
announce themselvega JSL

As the current specification of AAS and, thus, BaSyx do not contain mechanisms-fibefirssd types,
we will focus on simpl@roperty types such as strings in our AAS. Where possible, we also avoid
complex types in operation parameters and, if required, use JSON strings to transport multiple values,

47 https://docs.oracle.com/javase/8/docs/api/java/util/ServiceLoader.html
48 https://en.wikipedia.org/wiki/Adapter_pattern
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e.g., objects, arrays or maps. In the future, AAS albyw for modelingsuch ypes and BaSyx may
provide implicit mechanisms to handle complex objects. Thus, to simplify later code revisions of the
IIP-Ecosphere platform and to avoid conflicts with, e.g., annotabased JSON libraries, we decided

to provide some support for JSONarehalling using boilerplate code in thig - aas component, e.g.,

to handle return values and alternative exceptions for operation c8iisilarly, we did not identify
mechanisms t@rogrammaticallyesolve AAS references in BaSyx, we decided to represfenénces

as Strings carrying the name of an element in a submodel element collection denoted by dependencies
or associationsr as URLs

Moreover,iip - aas provides common classés build up parts and pieces of platform AAS instances
according to IIFE@sphere AAS conventiorSxamples are theetup of AAS information via JAMhe
resolution of images, e.g., for AAS nameplateghe ClassUTtility which turns Java metelasses

into AAS elementand modify thanformation aboutavailabletypesreflectedin the Types submodel

of the IIREcosphere platform AAZ\kin, iip -aas implements basic forms ofAS client |, i.e.,

classes that conveniently wrap access to certain AAS parts such as operations or properties. Subclasses
shall use or refine the basic funatiality to implement concrete accessors, e.g., operation execution.

As far as possible, we aim for a transpar@AiSntegration. Therefore, patform codemust utilize the
abstractionfor the aforementioned reasonst AAS functionality is not availableew AAS concepts
become available or the underlying implementation changes significantly, a revised/extéwted
abstractionmay be required, which, in turn, may require changes to existing platform.code

3.5.2 Network Support

In addition to the AAS abstractipthe support layer also provide basic network management
functionality,in particular forTCPRport negotiation.The network manager supports two modes, based
onregistered and dynamic/free ports. Both modes aebjiingon a selfselected keyor the respective
port, e.g.representinga service or a channel/topic identifier. Central servicasregister themselves
with a platformwide known key. Dynamic services are supported asgigning/reservingree
(ephemeral) ports.

Network managers can be stackeide., a parent network manager can contdimore) centrally
registered addresses (e.qg., for overarching communication brokers) while local managers focus on local
(ephemeral) ports. Th&letworkManagerAas realizes the activeAAS frontendnetwork manager
instances in particular fora central platform managemstance TheNetworkManagerAasClient
implements an AABased access to thé\etworkManagerAas, i.e., to allow implementing
components to accesas central network manager, also through stackitigis important to note that

not all components rather than installations may require a network manager. Further, not all network
managers, in particular not local instances on (edge) resources must be exhibited through an AAS.

BaSyx provides some support foafisport LayeSecurity (TLS)e.g. HTTPS mentioned aboVbese
mechanisms are available through the support layer and taken up by the platform. However, full use
would requirekey exchangg e.g., as part of device management, which is still in developmen
Similarly version 0.3.0 of the platform adds TLS support for the transport lg@feSectior8.6).

For this release, we penfmed an upgrade of BaSyx from version 0.0.1 used in the last platform release
to version 1.03. Almost all modifications that were required for this upgréideok place within the
support component of the IHEcosphere platform. Moreover, the available test cases for the support
layer sufficiently covered the functionality and indicateémantic changes in BaSyx, e.g., how to

4% Some modifications also affected the Python implementations of the VAB protocol in the service
environments (cf. SectioB.7.3. As the suppdrayer (currently) does not contain mulanguage

implementations of the VAB, this separation is intended and also the modifications there were expected and
indicated during test case execution.
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declare operation parameters, which could be solved by some additional mapping code in the support
layer.

3.5.3 Lifecycle Support

A further basic capability is to start up components in a uniform but extensible maifhisr.is
particularly important as individual components may rely on different technology imposing different
technological requirements on the startup procebtoreover, it supports the transparent realization
of optional am alternative platform components.Therefore, the SupportLayer defines the
LifecycleDescriptor (not shown inin Figure24), allowing components to do the necessary
startup/shutdown operations, declare a startup level (priority) and, if required, stop a compaofient.
Lifecycle Descriptor definesa priority (akin to startup levels in Linia®)d may indicates, whether
it desires to terminate the execution of the containiptatform instanceupon a certain event or
condition. A LifecycleDescriptor announes itself through JSL andis taken up by the
LifecylceHandler . ThelLifecylceHandler  providesgenericstartup classes for all components
e.g., with or withoutthe ability to terminate the platform instancewhich triggera respective
processing of the lifecyclgescriptors

In some cases, components may conflict in their dependencies or behavior. Then, one solution could
be to run only parts of a component lifecycle and to execute these parts in an owrSiMN partial
lifecycles can bdefined in the platform in terms dfifecycleProfile , JLS descriptors thapecify

a set ofLifecycleDescriptor instances tde executed when the name of the profile is stated as
command line parameter of the component startughese profiles also allow for virtualization of such
partial conponent lifecycles.

3.5.4 Systerdevel Monitoring Support

Systemlevel properties such as number of CPUs or GPUs, their actual load or temperature are
particulary difficult to access in Java. Moreover, edge devices may have vendor specific interfaces
including OE UA or MQTT to access such information. To enable the generic use of such information,
also in the platform AAS, we included the required basic access functionality as an interface and a
rather simple default implementation into the support layer. Spedifiplementations can be added

via JSL. One examplesigport.dfltSysMetrics , which relies on JSens#tOne alternative could

be OSHL.

3.5.5 Identity Support

Some mechanisms in the platform require a certain form of authentication, ranging from anonymous
overusername/password up to X509 tokéhdHowever, storing such information in the configuration
model or even in code is not acceptable. Therefore, the platform providédemtityStore  with a
pluggable implementation. By default, a Yaml file with the iiteett is read either from the classpath,

a file from the home directory of the actual process or a file determined by an environment variable.
Moreover, advanced and sophisticated implementations for central identity and authentication token
management caive plugged in hereThe configuration bcomponents shall refer to thivgicalname

of the authentication tokenwhich is provided (if known) by the identity storBo allow for more
flexibility and to ease identity management, several default names, gtayting with a specific device
name, if not found, the name of a device group, e.g., edges or serversjikktee used.

50 https://github.com/profesorfalken/jSensors

51 https://github.com/oshi/oshi

52 Originally, a generic form of identity tokens was provided by the connectors component, mainly for OPC UA.
This now became a moreegeral mechanism of the platform.
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3.5.6 AAS Creation and Usage Pattern

For using the support component in an upstream component or layer, we suggest the creation and
usagédesign pattern illustrated ifrigure25. As statedn the previous sections, we are using the AAS
abstraction §upport.aas ) as a frontengdli.e., through theAasFactory without direct dependencies

to the default implementation of the AAS abstractiofsupport.aas.basyx ) hiding BaSxy
(org.eclipse.basyx) . The lIPEcospherespecific AAS librargpport.aas.iip - aas) provides
helpful classes and mechanisms that we use in this pattern.

support.aas support.aas.basyx

support.aas.iipaas SubmodelClient
/\

«intefface» * - . . - .
AasContributor ‘AasPartReglstriy ‘ AbstractAasLlfecycIeDescnptb} SubmodelEIementsCoIIectlonCh%

LN ‘
\
rrrrrrrrrrr { CLifecycIeDescripto} «interface»

,,,,,,,,,,,,,,, CClient

. _services ; «lists» v

component C

Figure25: AAS creation andsage pattern involving support layer classes and mechanisms.

To illustratethe pattern, some classes @lpport.aas.ip -aas as well as some classes of a
prototypical component providing an own AA®SIihponent Care depicted irFigure25. The AAS of

is implemented inCAas (typically using the name of the component or a suitable shortform as prefix
of the class namegollowing Java and platform conventions for the naming, e@gould be
ecsRuntim e, the AAS could be iBEcsAas). CAas uses theAasFactory to create submodels,
properties and operations. However, to be part of the-BEsphere platform AAEAas is also an
AasContributor, which defines methods for creating a-sudalel (for a given AA&nd for hooking into

the AAS implementation server using the recipe interfaces of th&dtBphere AAS abstractioro
become activeCAas (or the AasContributor , respectively) are mentioned as JSL service in the
services directory and, through JSL, drae automatically active in thAasPartRegistry  (which

calls itsAasContributor  instancesappropriately) However, to have a single, central AAS server and
to hook the individual parts into that server with the right setup information, we need a lifecycle
descriptor. A basic form, that creates also the AAS platform server instances if needed, is provided in
terms of theAbstractAasLifecycleDescriptor , Which is specialized in compone@in terms of

the CLife cycleDescriptor . To become active(LifecycleDescr iptor must be listed as JSL
service in theservices folder. In this combination, the AAS of componddis created at the right
point in time and automatically deployed to or registered with (as stated in the respective setup) the
platform AASDuring thiscreation process, also further AAS may be created, e.g., to represent a device
AAS including vendor informatio8,[39)].

For using the information in the AAS during the execution of other platform components, one could
now request the platform AAS instamérom the AasPartRegistry and operate on it through the
abstraction interfaces provided bsupport.aas , e.g., to find a certain operation and to call it.
However, if all platform parts do that directly, evolving the structure of individualnsabels becaes
nearly impossible (or simply a mes3hus, each component defining a part of the-H&sphere
platform AAS shall also provide a client implementatiéor this purposesupport.aas.ip  -aas
provides two typical basic clients, namely thdstractSubmod elClient  (for properties and
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operations defined on sulmodel level) and thébstractSubmodelElementsCollectionClient

(for an element located in a submodel elements collection in a certaimsadel). The component
providing the client shall now define antérface for the respective operation&Client ) and
implement that interface in terms of either a specializédbstractSubmodelClient or an
AbstractSubmodelElementsCollectionClient , in Figure 25 shown as CAasClient .
Components that want to access the AAS, shall use the client interface and the concrete client
implementation. While the CClient interface does not seem to be required here, it helps testing
against mocked instances, e.g., in the command interface gblggorm.

3.6 Transportand Connectiohayer

The Transporand Connectiohayer is responsible for connectingsourcesamong each othemwith a
platform installation on a central IT or everwith external cloud environmentsWe start off
summarizinghe requirements for theTransportLayerin Section3.6.1 Then wewill turn to the two
interrelated components in this layer, the Transp@imponent Section3.6.2 and the Connectors
Component Section3.6.3. Finally, n Sectior8.6.4 we will discuss the realization of the requirements
by the two components.

3.6.1 Requirements
In the requirementscollection [11], the transport layer is particularly characieed by the
requirements summarized ihable5:

Table5: Specificequirementfrom [11] for the Transport and Connectidayer(not repeating the general requirements in

Table2 and Table3).
R13 Connectivity to other actors
R13a Connectivity with 14.0 devices
R13b Connectivity with 14.0 platforms
R13c Connectivity with other IFEcosphere platform instances
R14 Open and flexible corettors
R14a At least OP@A and MQTT connectors
R14b TCPIP support
Rl4c Bluetooth LE support
R15 Connectors shall be as uniform as possible
R16 Integration of connectors shall be open and flexible
RL7 Potential distribution of connectors to variodgvices
R17b Management of connectors by platform
R17c Connectors shall be parameterizable
R18 Securing connectors
R19 Use of a minimum set of internal data formats, examples mentioned in R19a,
R19a Example input formats (southbound)
R19b Exampé input formats (northbound)
R19c Restful APIs with JISON/XML
R19d Example output formats (northbound)
R19e Output data clocked in 5 second intervals
R19f Data format conversion
R19¢g Mechanisms to manipulate data
R20 Applicationspecific data paths lffough the configuration model)
R21 Low impact on data throughput
R22 Platform data throughput of 500l§ytes per year
R28 Machine pulse of 8 ms
R38 Appropriate authorization mechanism
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Requirement| Summary

R40 Rolebased access control and TLS

R44 IDSbased connectors (ohuding their security profile)

R49 Appropriate mechanisms to ensure data transfer and data sharing concerning
principles of data protection such as legitimated purpose

R66 Pseudonymization and anonymization of data (transferred or shared)

#

RequiremenR19c RESAPIdsnot relevantfor this layeras service and layer interfacase expressed
through AAS which inthe default implementationform a RESAPI However, JSON and XML
mentioned in R19enay bepotential wire formats for data transport Further as theTransportand
ConnectionLayer shall support (complex) data types in generic manner, the examm@atonedin
the explanations oR1%, R19b andr19din [11] are coveredgenerically Regarding the general
platform requirements inTable2, in particular, R1, R2, R5, R8 and R10 apply tdltthiesportand
ConnectionlLayer. It is important to note that the realization of (sgbequirements referring to the
configuration model such as R17a or R20 will be discussed in Sé&cfidaad4, but must be prepared
already in the Transport andonnectioriayer.

With respect to the softealtime requirement R10, a streabased data processing approach seems
to be a feasible solutim Thismpressionis supported by the successful application of such approaches
in the Big Data domain2ff] and the observation that several 14.0 platforms with (So#altime
promises typically rely on sonferm of streamprocessing 31]. However, the seaming approach
shall not impose unnecessary limitations to tiigta pathsso that,e.g., (A)processorsan operate
with multiple in- and outputsor streams returning to the source (machine connector or underlying
platform) can be realized

3.6.2 Transport ©Gmponent

At a glance, dransportComponentmay appear to be superfluousg we buildthe platformon the
capabilities of the AA&pproach We will outline our rationales first and then turn to the design of the
Transport Component.

Initial experiments 33] with Dockercontainers and AASi§ingBaSyx version as of July 263®n
Raspberry Pi®3as well a®n Phoenix Contact PLCnext edge devices showed that the typical response
time of operations without computational load is aroun@® ghs. In contrastproperty value accesses
can be executedt 4-10 ms. For comparisorplain Java Remote Method Invocatiomgerate in this
setupat 2-4 ms.Further investigationsf this discrepancindicated thatutilizedcomponents from the
BaSyxxamplegepresentone operatia asthree internalRESTalls where two of them are required
for managing internalfunctionality. Using lower level BaSyx components, e.g., through the
InvocablesCreator andProtocolServiceBuilder discussed isection3.5, operation calls can

be executedat the same response timasproperty accesses, i.e., aroundl® ms.This seems to be
promising forR10and, in particular, the 8 ms machine pulsgentioned in R28 However, the
measured times are not suitabfer (soft)realtime processingr software-based streanprocessing

Consequentlywe will use AA@rimarily as control interface for the infrastructure layers and the
platform servicegR7. For crosdinking services in terms of data streams we will mhya dedicated
streaming approachas to our very knowledgeo far noconceptsare providedfor streameddata

53 At least at that time, there were no versidrased releases of BaSyx.
54 Raspberry Pi is frequently used as loT mockup device in literature and practice, e.g.-édfemtiste
showcases or even in experimental evaluatio
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among multiple AAS In such a streaming setting, the integration of services (potentially implemented
in different programming languages, R113&uld be done via AAS (not preferable as argued above)
or through a specific streamirgata interface In the latter case, thserviceAASs usedto describe

the streamed data types and thdata connector® but not for the actualstreamingtransport While
AASmay be preferable for uniformityR?), specific streaming interfaces will allow fdretter
performance(as we will detail irBection3.6.2.3.

We structure this section into &rief review of relatedstreaming approaches leading to some
technologycandidatesthe design of the component and {iigitial) technical validation.

3.6.2.1 RelatedApproaches

We discuss novapproaches in the field of streaprocessingtheir relation to 14.0and whether they
could be useful for realizing the iEosphere platformAs often certain protocols are required in 14.0
settings, ve further disuss protocotealization candidates

Regarding stream processing, we briefly revieaw related approachesjn particular stream
processors (with own resource management approach) as well as stream processitgslfforeunsing
more on the streambased transport).lt is important to make this distinction, as the dynamic
deployment and the adaptation capabiliidoreseen fotthe IIREcosphereplatform shall integrate

with rather thancontradictautomated management capabilities of tiselectedstream processing
approach From previous experience we know, that modifying a stream processor such as Apache
Storm tointroduce desired adaptation capabilities can be a tedious work that, if not accepted by the
developing company, will not scale/evolve with future developments of the stream proc&s=sides
technical capabilitiesimportant aspects ardR13(utilized transport protocols) R14 (openness and
flexibility, in particular for connectors, transport protocols and formats) as well as availability and
licensesRY of the individual approaches

Table6: Selected scientifistreaming processg approachesrglated to 10

Availability

EdgeWisel3] Yes Apache Storm Pi3  Yes APL2.0 2016
Frontier R6] Yes a2 ACA Pi - ? ?
[6] Yes ApacheNiH Pi - ? ?
Dart ] Yes REST, Pi - ? ?
JSON
PESP1[7] Yes RabbitMQ - ? ?
VISP 16] Yes Spring cloud AMQP, Yes APL2.0 2018
stack, RabbitMC MQTT
Esc B2 Yes - ? ?

Table6 comparesrelated approaches that can be foundliterature on stream processing for edge
devices ordT. Three of the gmoaches were evaluated dRaspberry Pi devices (mocking 10T deyice
typically inrather differentloTapplication settings). For two of the approaches the implementation is
available, andnly [16] utilizesloT protocos$ (as provided # the underlying technologyAll of the
approaches provide more or less (automated) management/deployment function@ltiiough
potentially interesting in an evaluation context, we see existing management functionality as a
potential risk as they usugllare designed for a certain setting and integrating, interfacing or in the
extreme case replacing such functionality may lead to unforeseen complications.

55 AAS are designed to describe production assets along their lifetime rather than software components or
even softrealtime data services. Thus, this statement shall not be considered as critics rather than a potential
limitation of AAS that has to baitigated in IIPEcosphere by a different solution or additional technical means.
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Table7 summarizes set of recent stream processing frameworks and liesathat were identified
througha web searclfwithout specific focus ohoT/edge).Not included are commercial approaches
like Grovestreams, Hazelcast, or Amazon Kinesis that were also part of the resulR¢etRisand R6
in [11] express a clear directn towards Opersource.

Table7 consists otwo parts, the upper part for 10T related approactesithe lower part for generic
stream processing approachel these approachesthe presence of management functionality
correlateswith the nature of a streanprocessor rather than a streaming libraiMoreover, stream
procesorsare usually realized as a complete stackyally based oa clusterbasedinstallation, e.g.
with centralized servers such as Apache Zookeepea resourcemanager Within the IT server
installationof an loT platform such setupsnay appear to be feasibleHoweverwe expect serious
limitations for devices close to the productiérOT® side. It is worth mentioningthat somesources
indicate that approachedike Apache Flinkry to remove resource consuming central services like
Apache Zookeepeand even considehe realization okpecific versionfor edge devices (e.g., a 2021
release of Flink shahcludeedge support)From a research perspective.g.,in [13], such widely used
stream processors are also criticized for their inflexible adherence to thev@mker-PerOperation
Architecture (OWPOA) as this design loses efficient processing scheduling opportunities by relying on
the underlying operatingystem schedulerA positive trend seems to be that more and more security
features are built into the frameworksExamples of such security features and a potential
methodology to integrate them in a framewarkespecially from the early phases of framework
desigrt is introduced in SectioB.9. This is in contrast to the initial tendency of, eAgpache Stormto
sacrifice security and encryption firroughput. Except for approaches dedicated to the IoT domain
full-stack framewokstypicallyrealizeown (usually fixed) transpogrotocolsand, if at all, realizewn
internal interfacing concepts, e.g., based orRESAPIs Thus, as far as we can se#lexible,
exchangeablg loTbased transport protocols are rather uncommon artgtpically, AASis not
consideed for interfaces at all.

Table7: Selected stream processing framewaaksl librarieg*=incubating, vispl = visual programming language)

Apache Yes Java av ¢ ¢ 2 edge APL2.0 2017* Own language
Edgent
Apache No Java, MQTT, loT APL2.0 2020* ML support,
Streampipes Typescript OPCUA, Kafka,
wh{ Z container, vispl
Benthos No Go AMQP, MIT 2020 Own language
MQTT
Eclipse IoT  Yes JavaScrip MQTT, loT EPL2.0 2020 Spreadsheets,
Streamsheets OPCUA, Docker
X
Eclipse Kura Yes Java MQTT, loT/edge EPLL1.0 2020 OSGi, Docker,
OPGUA, vispl, stack
X
EdgeX Yes Go,C MQTT, loT/edge APL2.0 2020 REST, Stack
Foundry OPGUA,
X

56 As discusseth [11], OTrefers toOperation Technology, i.e., the control and monitoring of production
machines, which typically operate under haehltime conditions. Ircontrast,|T (Information Technology)
such as the IHEcosphere platform typically can only operate under-se#itime constraints. Nowadays, edge
devices may bridge OT and IT, e.g., in terms of separated, but integratechhdrdoftrealtime cores,
potentially controlled by different operating systems/software.
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Name Mgt. | Language | Protocols| Env License Latest| Comment
Flogo Yes Golang loT/edge, BSD3 2019 TensorFlow,
Cluster Clause zero code
Sensorbee No Go loT MIT 2017 ML integration,
own language,
documentation
Akka Yes Scala, HTTP Cluster APL2.0 2020 Actors
Java
Apache Apex Yes Java Hadoop  Cluster APL2.0 2018 YARN
RPC
Apache Yes Java, Flink, etc. APL2.0 2020 Requires
Beam Python, cluster processing
Go cluster
Apache Flink Yes Java, Cluster APL2.0 2020 Zookeeper,
Scala edge 2021?
Apache Yes Java Avro, Cluster APL2.0 2019 Zookeeper, big
Flume protobuf footprint
Apache Yes Scala APL2.0 2019* Storm/Samoa
Gearpump compatible,
YARN
Apache Kafke Yes Scala, Cluster APL2.0 2020 Zookeeper
Java
Apache Kafkeé Yes Java Cluster APL2.0 2020 Requires Kafka
Streams
Apache NiFi Yes Java Cluster APL2.0 2020 FlowfFiles,
REST, vispl
Apache Yes Java Cluger APL2.0 2020 Brokers,
Pulsar Bookkeeper,
Zookeeper
Apache Yes Scala, Cluster APL2.0 2019 YARN, Kafka
Samza Java
Apache Sparl Yes Scala Spark Cluster APL2.0 2020 shared
RPC memory
Apache Yes Clojure, Cluster APL2.0 2020 Zookeeper
Storm Java
Hortonworks No Java, REST APL2.0 2018 Documentation
Sreamline JavasScript
Spring Cloud (No) Java open* APL2.0 2019 Depends on
Stream Spring
StreamFlow Yes Java Kafka, APL2.0 2015 Vispl for Kafka,
Storm Storm
cluster
Streamtz No Python Continuum 2020 Pandas, cub

Some of the approachg&pache Streampipes, Sensorbee, Streamtz, Flage) inTable7 provide
Machine Learning (ML) support/integration while othegsproachesalready realize concepts for the
integration of programs in muftle languages, e.g., Apache Storm and Apache Spark for Python.
Approaches like Apache Streampipes, Eclipse Kura, Flogo, Apacloe Stileamflow take up the trend
towards visual programming, low code @enno code (as also identified for some 14.0tfdams in

[31]). Althoughconvenientan integration of configuration modelingith existing visual programming
languagedor the orchestration of services may be a risky approach.
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Summarizing these findings, only fepproaches remain as candidates foe tlealization oktreaming

inthe Transport Layer, which may involve edge devices, servers and even clouds. This (as well as license
and normative considerations) requires a flexible selection of the transport progddland the wire

format. Moreover,the requirement of using AAS wherever possible @73t least to allow for an
exchange of the communication protoetcludes almost all stream processing frameworks (of course

not from comparative evaluation settingfJeedless to say that a candidatpmoach shall be able to

handle synchronous (one input data item is related to one or no output item) and asynchronous (inputs
and outputs can be decoupled) processing of data items as well as resdoced (among local
processes) and external networkromunication, e.g., for input and output.

As a result of these filter criterjgpache Streampipes, Sensorbee, Hortonworks StreartiS@ring
Cloud Streamappear to be feasible candidateslowever, mitial experiments indicated serious
problems with Ser@bee and Hortonworks Streamline ranging from incomprehensible orenisting
documentationto problemswhen executingthe respectiveexamples Apache Streampipe@PL2.0)
ships with interesting featureseveral kinds of generic connectors, exchangethlesport protocol
and wiring format although it is still considered to be in incubation stagalternativave seeSpring
Cloud Streantf (APL 2.Qwhichallowsexchanginghe transport protocols for individual in/othound
streams,supportsuserdefined payload wire formatsflexible exchange of communication protocols,
network properties per data path among processarsplicit payload conversiofalso through our
serializer mechanisngnddynamicstream rerouting at runtime.Moreover,Spring Cloud Stamwas
successfullyppliedin [16].

57 https://spring.io/projects/springcloud-stream
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However, it is important that we want to integrate the streaming approach with the conneetnd

the ML processors in a modeased manner similar to our work for Apache Stann8], here with an

even stricter focus on isolating the utilized streaming approach. We believe that relying on glue code
generation allows us to replace (within limiesg., always assuming a data flow graph with some kind

of source, processor and sink) the stream approach. Thus, we see Spring Cloud Stream as a good and
justified initial candidate for the reasons stated above as well as because it ships with sewresabtt

protocols including protocols for public clouds (although it also relies on a large dependency tree
particularly induced by the Spring Framew®jkin later stages of the project, we may take Apache
Streampipes or an edgenabled version of ApacHdink into account.

Regarding 10T protocols, several implementations are available, in particular from different projects of
the Eclipse.lc®® ecosystem (provided under compatible licenses forBtBsphere). While some
projects focus on specific protocols.g., Eclipse Paffbon MQTT, others already integrate various
protocols such as Eclipse H8hdAlthough such integrations may be an interesting foundation, they
often rely on specific assumptions, e.g., Eclipse Hono collects binary payload from diffetecbls

and forwards the payload to a fixed default protocol (MQTT). While such approaches may provide
access to different lovievel protocols or machine connectors (cf. Sec80#), they may also introduce
limitations due totheir design choices or do not provide mechanisms for turning such generic
implementations into application specific solutions, e.g., through applicatjmcific data translators.
Moreover, some transport protocols are currently not applicable, e.g.cuweently do not consider

OPC UA PubSub due to a lack of feasible implementations, where Eclip¥ecitilently does not
support the required OPC UA version.

3.6.2.2 Design

Figure26depicts an overview of the packages and ftepel) clases in th@ransportcomponent The
Transportcomponentis intended to bedeployableas reusable component rathethan to act as a
standalone communication contain€fhe main concepts in this layer are

i TheTransportConnector allowing to bind transporprotocolsinto the infrastructure. A
transport connector allows sending/receiving of data on (virtaaBnnels As receiving usually
happens in asynchronous manner, implementatithrat rely on alransportConnector are
informed via theReceptionCallback about received data.

9 The actual wire format to be used for transport may differ from protocol to protocol. For
example, low level transport protocolsuch asMQTT or AMQRupport arbitrary binary
payload (might be with individual size restrictionghile higher level protocols such as OPC
pub/sub define their own payload format. However, to be open and flexible with respect to
the wire format and tautilizea minimum of data formats within the platform (R19), we foresee
a mechanisnfor data transcoding. Fgoerformance reasons, data transcoding shall happen
only when actually neede&pecificallyfor binary wire formats, thé&erializer  transcodes
programming language objects intbinary representation and back. More generically, a
Serializer is aTypeTranslator that can be appliedlso in other situations, e.g., data
processing In turn, TypeTranslator is acombination oflnputT ypeTranslator and

58 Native exeatables are in experimental development and may help optimizingigoyment/performance:
https://www.heise.de/news/JavdrameworkNative SpringAnwendungerdaufenohne-die-JVM
5078681.html

59 https:/fiot.eclipse.org/

80 https://projects.eclipse.org/projects/iot.paho

51 https://projects.eclipseorg/projects/iot.hono

62 https://projects.eclipse.org/projects/iot.milo


https://www.heise.de/news/Java-Framework-Native-Spring-Anwendungen-laufen-ohne-die-JVM-5078681.html
https://www.heise.de/news/Java-Framework-Native-Spring-Anwendungen-laufen-ohne-die-JVM-5078681.html
https://iot.eclipse.org/
https://projects.eclipse.org/projects/iot.paho
https://projects.eclipse.org/projects/iot.hono
https://projects.eclipse.org/projects/iot.milo
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OutputT ypeTranslator ~ with crossover template binding. Intentionally, we leave the
actualtechnicalapproachedor transcoding open herésomecandidates are JSON, GPEON
or protobuf4). The actual instances depend on the data types used in the application and are
supposed to be generated from the configuration model. Whilestances of
TypeTranslator are supposd to be attached where neededufd may be combinedwith
Serializer  instances)Serializer  instancesshall be usable dynamically-@lemand, e.g.,
for a certain TransportConnector  implementation. For this purposewe provide a
SerializerRegistry

9 TheTranspo rtConnector instances shall be available to other components of the platform
where aninternal data protocol is needed To obtainTransportConnector instances, we
defineaTransportFactory  and exhibit the actual protocpthe wire formatand the broker
data connectofs) from the platform configuration in th€ransport AAS.

1 Threedefault protocol plugingre shipped with the [IFEcosphere platform, namely MQTT v3
(based on Eclipse Paho), MQTTalsdEclipse Pah@s well aAMQP (based on the RabbitMQ
AMQP client). Each protocol plugins an ownalternative component the installed ones
determinethe TransportFactory  behaviorthrough a JLS descriptdrhe default protocol
plugins support optional Transport Level Security (&h&)thus, contribute to theaalization
of R40

1 The streaming approach is already relevant to the Transport Layer as transport pra@todols
wire formats must be provided accordinghHowever, as discussed above, the streaming
approach shall also remain exchangeable through glue geseration. Thusthe platform
provides alsdransport plugins for thelefault streaming approactspring Cloud Streamthe
so-called Binder s, which arerealizedin turn throughthe TransportComponent A basic
spring component implementgonvenientmechanismsfor applying Sprin@€loudStreamin
IIP-Ecospheree.g.,to add serializers to th&erializerFactory through the component
setup (in Springpplication.yml , to be instantiated from the platform configuratipor to
bind the SeralizerFactory to the data conversiormechanism of Spring Cloud Stream
(SerializerMessageConverter ). In addition Spring Cloud Stream skigvith generic
serialization approaches, e.g., for JSON or Xt may be used oubf-the-box By default,
the IIREcosphere platform shipgith five alternative Spring Cloud Stregmotocol binderdor
MQTT v3based on Eclipse Paho and Hive®li@nt), MQTT vbased on Eclipse Paho and
HiveMQclient) and AMQP(based on the RabbitMQ AMQP clienthese binders support
optional Transport Leveéecurity (TLSAlternative binders for the same protocol are mainly
provided for performance comparison.

1 The transport component defineseveral global platform stream($treamNames, e.g., for
status (StatusMessage ), alert (Alert) and trace(TraceRecord ) message®r, as forward
declarations, for upstream components (to avoid unnecessary dependenrfidable25in
Section8.1). Thestatus notification mechanism inforsinterested partiesvhencontainers or
services are dynamically added or removed. The notifications consist of a message data
structure, which is sent on a pigefined transport channellerts are created bymonitoring
components to signal abnormal or uesired situations. rRces make the operations of the
platform visible. Moreover, the transport componedéfines a global instance of the default

63 At a glanceTypeTranslator  shall be sufficient, but in some situations, it is convenient that only the
required direstion must be implemented rather than both. This is in particular true for the machine/platform
connectors, which require either direction for different types but usually not both directions. As
TypeTranslator inherits from the input/output type translata, it is also possible to use a fullydged
TypeTranslator in these situations.

54 https://developers.google.com/protocdbuffers
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TransportConnector and send methods, that may queue messages until the transport
connector can be utilized

It is important to mention that further protocol binders are available for Spring Cloud Stream, e.g., for
RabbitMqg, Amazon Kinesis, Google PubSub, Solace PubSub, Azure Events Hub, Apache RocketMQ.
These binders may be helpful for realizing Cloud integratierts, in theStorage Security and Data
Protection Layer However, for uniform usage of protocols within the platform, a respective
TransportConnector shallbe provided (the AMQP connector may already be used for RabbitMq).
Furthermore, it is importantd mention that we do not prescribe the amount or deployment strategy
for communication servers (Brokers for the mentioned concrete protocols) within a platform
installation. The platform configuration shall provide opportunities to define multiplgkers(to be
reflected in theTransport AAS) while the broker(s) to be used shallifgantiatedthrough the
platform configurationor the network managerito the respective deployment unit$vioreover,
based on the provided mechanisms of the protocol impletagons and the streaming library,
different levels of resilience or recovery can be realized, while failover to alternative broker servers
mayrequire additionalimplementationwork.

It is also notable that Spring Cloud Stream (with exposed web managenterface) and Eclipse

BaSyx do collide on the use of Tomcat when being executed in the same JVM. Thus, also for this reason,
services shall be executed in their own JVMs and run at least in different processes than ether 1P
Ecosphere components to betioduced later, e.g., the service manager, or the ECS runtime.

3.6.2.3 Validationand Evaluation

We discuss now briefly the validation of the design and the implementatiothe Transport
Componentas it hasa major impact on the performance of the entire platfo. We start off witha
discussion of theegression testing approa@ndturn then to an initialperformance evaluation.

The implementation of the Transpoffomponentis subject toregressiontesting and continuous
integration Testing protocol integratins requires some form of server or broker instaritieerefore
further OpenSource components are utilizesh that the tests are setfontained, e.g., embeddable
protocol brokers to simulate the platform sidie the respective testsTherequireddependertiesare
onlyactive intesting, i.e.,they arenot part of a platform installation and, thus, here relaxed liceose
Java versiomules may apy if needed In the regression tests, we use protobuf and a simple JSON
implementation for serialization as Weas Apache HiveM@r Moquette as MQTT broker anthe
Apache Qpid broker as AMQP broker.

For the Spring Cloud Stream binders we realiaesimple setupralidatingthe envisioned streaming
capabilities mentioned in Secti@6.2.1 This is reflected in theommunication setup shown Figure
27. Ingested by &ource (the regression test), a mocked stream compondmaqsformer ) modifies
the data (synchronously)and passesthe data to the broker (represerning the IIREcosphere
platform/server). The communication between these instances is handlethéyrotocol Binder
under test as well as th8erializer  selected by the testTheProtocol Binder is based on the
respectiveprotocol implementationand in tte test bound against a correspondieghbeddedtest
server/broker To test also the flow back a shortcut client based ora corresponding
TransportConnector receives the data anihgestsmodifieddataasynchronouslywhichnowflows
through theBroker , the Serializer  and theProtocol Binder backto the Source actingalso as
Receiver . CombiningSource and Receiver is a relevant setup, as a machine/platform connector
(to be discussed in Secti@r6.3 also ingests data and may regeinformation, e.g., to reconfigure an
edge device or a machin&he regression test has access to seamt/received information andthus,
can validate theentire flow.
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Local/Edge realm Protocol realm Platform/Broker realm Legend

» Localtransport
> External transport

Protocol Binded »‘ Serialized—H

‘ Source}—» Transformer | >
Receiver < I 1

BrokerH ShortcutCIient‘
| 1 |

Figure27: Regression testindata flow for the TransporComponent

In addition it is also important to understand the (early) fulfilment aufiality requirements We
determinethe respective properties in terms of@rformance experimentFigure28details the setup

of this experimentwhich in fact is a variant of the regression test setdgere, he Source produces

a streamof data itemsat a certainingestion frequencyEach data item consists of at least 50 values
with repeatable characteristic4R193. We concentate on the payload andcope out meta
information (R79) for nowA simpleAnonymizer takes a producedata itemand turnsone property
(anameString)into simple pseudonyms. y Al &ervice dinspects the data ansendsfor 5 received
data items onet O2 YK E y 6 | O Bourde2 Agéirk & the forward flow, thprocessors operate
synchronously KAt S GKS oF Ol 61 NR ashfondusiyRie nifnbe2 of A & A
receiveddata items igecorded in all processotsy simplemonitoring probes and writtemi parallel
once persecondto a log file An additional stream is used &synchronouslgend experiment control
commands to all involved processoesg.,to terminate the experimentind to close thanonitoring

log. Items on the experiment control streaare not recorded by the probes.

The processorsn Figure 28 can be executed locally (in one process, in multiple processes) or
distributedon separated hosts as indicatedrigure28. For the distributed execution, two brokease
used, one in the local realm and a rembt®kerin the platform realm. In the local realm, we currently
use the same transport protocol/mechanism as in the platform reaknwe focusat the monenton
anlinter-Process Communication (IPC) setup rather thaedge setup where at least one stream goes
to a different resource othe platform. Replacing the transport protocolising different brokers or
exchanging the wire format for serialization ynbe subject to future experiments. In this experiment
we focus orthe basictransport characteristicef the utilized approach

Local/Edge realm Platformrealm
3 Legend
.4, i — Local transport
Source Anonymlze% i —— Transport protocol

Receiver

'Y

--» Experiment contro|
@ Monitoring probe

@:

Figure28: Performanceestingdata flow for the TransporComponent

For executing thexperimen, we usea selection of thdindersavailable in the platfornfHiveMq v3,
v5 with QoS AT _LEAST ONCE, AM@IRPYhe setup as shown ifrigure28 and a respectivélocal
embedded broker (Apache HiveMQ020.4 Apaclke Qpid 8.0.2 As baseline, we realized a plain
network communication bindedistributed brokerbased on Nett§?, an asynchronous networking
library, and the network port management of the platforfuor the source, wase amessage ingestion
rate®® per expeiment and vary it from slow pace (R28) updongestion As wire format, we use a

85 https://netty.io/

56 Theingestion is based on the Spring Default Poller, which is controlled by a fixed delay between message
ingestion time slots (translates to a minimum ingestion rate) and a maximum number of messages ingested
within a slot (determines a maximum ingestion rat€he effective ingestion rate is within the minimum and
maximum ingestion, but subject to an internal congestion control of Spring Cloud Stream.


https://netty.io/
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simple JSON serialization (leading to 650 Bytes of paydéayun the experiment fofl minute and
exclude by default the first three seconds as well as the last seconaifihetuations dueto network,
just-in-time compilationand broker startupactivitiesmay occur. Furtheisome time may elapsentil

the average throughput is established, which we consider in this experiment as part of the stable
measurementalthoughit may significanthcausevariations.

The measurement®or this initial experimenhave been taken onralntel Core 78750U @ 1.90GHz
with 32 Goyte running Windows 10 and OpenJDK 13+#83we aim at the momefor initial measures,

we do not payspecificattention to a clean setup, e.g., getting rid of potentially other process influences
such as a virus scanner systemupdates.

Figure29illustrates the average ingestion rate at the source on the horizontal axidlae average

arrival rate at the sink on the vertical axis. Until an ingestion rate of around 1000 messages per second,
all binders scale similarly. Over 1000 messages per second, the behavior of the four binders differ
significantly. The arrival rate dhe MQTT v3 binder starts dissociating from the ingestion rate at
around 1500 messages per second. For MQTT v5 this happens at around 2100 messages per second
and for AMQP at a rate of roughly 2300 messages per second. While the MQTT v3 binder tipes to co
with the ingestion rate until 6500 messages per second (dropping at the sink to 1400 messages per
second), the MQTT v3 and the AMQP binders stop operating around 2700 messages per second. In
contrast, the experimentaNetty binder scales well until 720@essages per second. Then the sink

rate starts dissociating from the ingestion rate and above 9300 messages per second the simple
experimental broker implementation stops operating as indicated by the trendlinEigare 29.
Moreover, there are noticeable differences in settling time for the average throughput (not shown in
Figure29): All binders require more than 10 seconds to reach the respective average throughput, while
Netty requires higher settling times for lower ingestion rates and AMQP leads faster to a stable
throughput than both MQTT versions.

7000
6000

5000

® Hive MQTT v5/HiveMq
4000 ® Netty/Netty
Hive MQTT v3/HiveMq
Rabbit AMQP/Qpid
3000 -------- 2 per. Mov. Avg. (Hive MQTT v5/HiveMc
S 2 per. Mov. Avg. (Netty/Netty)
. 2 per. Mov. Avg. (Hive MQTT v3/HiveMc

2000 Lt S 2 per. Mov. Avg. (Rabbit AMQP/Qpid)

Average Sink Arrival Rate [msgs]
[ ]

1000 [ X

0 1000 2000 3000 4000 5000 6000 7000
Average Source Ingestion Rate [msgs]

Figure29: Averagestreamthroughput measurefor the four utilized alternative bindersith trendlines

AsFigure29relates source and sink throughput rates, it does not reflect the total number of translated
messagesDue to the streaming setup, the messages ameagrce, processors and siakd also
messag@s on thedcommand channel (onétem perfive inputmessagesare communicated. Thus, the
absolute number ofransmittedmessages per secoighigher(leastaroundfactor 3.2. Table8 details
these numbers for the measured pratol-clientserver combinationsin particular, our HiveMq
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readingsamount tosimilarrangesasreportedin [22], wheretwo server machines with up to 16 CPU
coresbut no stream processing approactere used

Table8: Total number ofranslated messages per second in best source/sink transmission situation.

Total number of translated messageer second

MQTT v3HiveMq, HiveMqg embedded server 6172
MQTT v5HiveMq HiveMqg embedded server 8908
AMQP: Rabbit MQ client, Qpid embeddeshser 9531
NETTY 30298

In summary, theequiredrate of 125 messages at 8 mmchine paceR2§ is supported by all brokers
andworksin combination withthe Spring Cloudtreaming approachAtaround 50 values per message
(650 Bytes of payloaitt a JS® serializatiol, a stable ingestion of 1000 messages per second leads to
(calculated) 2.1 Byte of datatransmissionper hour. Moreover, theNetty binder can cope with
(calculated) 15.6 Byte of data, which even qualifies f®9F’. It is important to emphsize thatwe
focushere on purelPCtransport characteristicavithout significantdata processindpad. Moreover,
we usea single stream, i.e., multiple (moderate) input streams from diffeselgfe devices magasily
aggregatdo even higher frequencieshd volumesin a realistic setting, we expect a meggrver setup
asplatforminstallationand potentially also a redundant clustbased message handling for individual
tasks, e.g.jn the data integration so that the envisioned approach qué&i for the given data
(transport) quality requirementsn particularfrequencyandvolume

Further experiments indicate that the discusdaehavior is similawhenrunning thedata processing
within a single JVM.e., as threadsyr in separate processeBleasuements on reaédge devices with
inter-device (crossealm) network communicationare subject to future workAs soon adurther
parts of the platform are available that potentially impact the data size or the performanega{
information, security, etq, further experiments shall bperformed

3.6.3 Connectors Component

The Connectors Component is responsible for the communication with already installed platfoems
virtual platformaspec) or machinegpotentially connectedvia some form ofedge devices)The aim
here isto allow for abi-directional typedcommunicatiorrepresented in terms ofonnectorinstances
Relyingon the design of the Transport Component, it is desirable that the machine/platform
connectors utilize type translators or serializeos the inbound communication, i.e., to translate
received information (if feasible already filtered in applicat&pecific mannel) into application
specific datatypes that can further be processed in theEcosphereplatform. For the outbound
direction, (Ab)services or humansmay make decisions about changes the connected
machines/platforms These decisions are represented iaformation, e.g.,commands and are
translatedsent through the connectoto the machineor platform. Here, type translatorshall turn

the applicationspecific data types received from the platform side into information suitable for the
external sideAs stated in SectioB.6.2 applicationspecifictype translators shall besalized by code
generatbdn to ease the development of applications

The connectors discussed in this section may be utilized within the realm of the same factory, i.e., they
may runat reducedor even no security measure$he connectors may also link to external realms,
e.g., va the internet. In this case, adequate encryption mechanisms may apply or even the
machine/platformconnectors may have to bextended throughDSfunctionality.

57 Based on the transferred messageJ able8, this leads to 13.5 GBytes up to 6By&es per hour.
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3.6.3.1 Related approaches

Regarding IoT protocols, several implementations are available, in partiouin variousprojects of
the Eclipse.loT ecosystei®Bme projects focus on specific protocatsg.,among othersEclipse Paho
on MQTT, Eclipse Milo on OPC UA, Eclipse CaliféframCoAP, Eclipse Leslk&on LWM2M, or
Eclipse Tahtionlegacy SCADA/DUSS protocolOther projectsalready integrate various protocols
such as Eclipse HonBclipse Agail Eclipse Kapuawith a cloud focus based on MQTT transport or
Eclipse Pont€ for mapping loT protocols into RE®Tthough such integrations may be andresting
basisfor our work they already realize concepts and ideashat do not fully comply with the
requirements of thdlP-Ecosphereplatform. For examplek-clipse Hono collects binary payload from
different protocols and forwards the payload to a deft protocol (MQTT)without options for
filtering/translating the payloador for supporting alternativeprotocols. Similarly, Eclipse Ponte
focuses on REST for internal communication, wiiiom our point of view is just one potential
alternative Further, Eclipse Agail emphasizes the cloud asperdtneglects local resources edge
devices.While these and similaapproaches magase theaccess to different lovievel protocols or
machine connectors (cf. Secti@?), they usuallydo not provide mechanism® enable core IIP
Ecosphere functionaliés such agata filtering or translation. Moreoveif they implement a stachr
multiple integratedlayers they usuallydo notoffer AASunctionality (R7)

While itmakes sense to review tBeapproaches to find a feasible abstraction as well as to consider
existing abstractionand protocol implementationas those mentioned above, it is not productive just
to implementconnectorgo achieve a highumberof protocok (this is one of the strengths of existing
14.0 platforms as shown in3[l]). It is more important todevelopand evaluateconceptsto enable
openness and extensibility fanbound/outbound directions Fom a resource perspectiyet is
importantto realiz connector types for the actual needsthe stakeholderg¢R14a states MQTT and
OPC UA)Moreover, one goal i® demonstratehow modetbased generation can turn such generic
connectors into efficient and applicatiespecific mechanisms already at the toshmost layer of a
platform.

3.6.3.2 Design

For the design of this componentjs important to recall that in contrast to the Transport Component,
the Connectors Component already deals with processing and translating applispéoific data. For
example, itis not performant to just ingeste.g.,an entire OPC UA namespace upon edaka
modificationor, if polling/sampling shall be applied, in each poll cyltlés more important to select
the required data in an applicatiespecific manner and to focus dme informationthat is required by

an applicatiorrunning on the platformWe call the step of translating an outbound protocol into an
AYOGSNYLFE LINRG202f o0l YR dder@fatedpladisNRBiocd@dagdter | AIF LIG | G A 2
be responsible fothis task.One form of implementing the protocol adaptation is in termsegisting
TypeTranslator and Serializer instances fromthe Transport Component, either as the
realizations argpart of the platformand can be raised or because theare defined agart of the
applicationand can be generated or are provided as hamafted componentsHowever,also other
forms of type translation may occufhis applies to connectotiat handke generic payload (where
the payload format must be translated tapplication-specificinstancesand can optionally be
filtered/translated). Further, it applieso connectorsthat arebased on a specific information model,
such as OPC Uk AASIn the latter casewe aim forspecificTypeTranslator instances that are

58 https://projects.eclipse.org/projects/iot.californium
59 https://projects.eclipse.org/projects/iot.lesha

0 https://projects.eclipse.org/projects/iot.tahu

" https://projects.eclipse.org/projects/iot.agail

72 https://www.eclipse.org/kapua/

73 https://projects.eclipse.org/projects/iot.ponte
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linkedto a generic model interfacabstracting ovethe underlyingnformation model However, not
all approaches support the same rangecofcepts and types.g., OPC UA allows different kinds of
custom datatypes while AAS does ndhus, connectors will déf in the offeredfunctionality of such
an interface and it may be helpful fmovide meta-information statingthe connector capabilities
orderto dynamically guideline the code generation for a certain connector.

] Connector-push

«Implementeds

Planning of collaboration bety connector and protocol, here for
protocols that notify the connector on change/reception of data. Polling
may then be on source side only and potentially also only on a shared

queue.

Tireceived

— 2:adaptinput 4:notify
| - — I
protocol : Protocol | connectol:Connedorl | protocoladapter : Proto(oIAdapterl | source : Source |

3:adaptedinput

—

Figure30: BEventbased connector and pudiased protocehdaptation.

Moreover, connectors may differ in their data provisioning stffer performance rasons it is
desirable toutilize event-based ingestioni.e., the underlying protocol or information model informs
the connector about new or changed datdessage passing approaches like MQTT or information
model based approaches like OPC UA provide such everitss case, suillustrated inFigure30, the
éProtocol ¢ Yy 2 (i A EdnBedtor (@O& new data.In turn, the Connector consults the
ProtocolAdapter to translatethe external data into an applicatiespecific type, whichdependent
2y UPkofdcolaé O LI éan beAdink $h&efms of payload translation or by querying the
abstractedmodel of i K &rotdcol ¢ 6y 2 (i FRgkrd3d)yWhanythe data is translated, the
respective instancés passed on to a registered streamigurce in asynchronous manneFor the
outbound direction (not shown iRigure30), the Source ultimately receives the data as a stream and
calls theConnector upon a received data itepnwhichthen consults theProtocolAdapter in the
backward direction ultimately leading to a send/write commandRootocol

] Connector-poll

«Implemented»

Planning of collaboration between connector and protocol.
Here for protocols that do not send notifications/messages on
change of data. Triggering may really be in responsibility of
source and connector passes through the request.

1: poll S:notify

-— —

= "
protocol : Protocol connector : Connector protocoladapter : ProtocolAdapter source : Source

\

—

4:adaptedinput

e

Figure31: Poltbased connector anslibsequenprotocol adaptation.

Protocol implementations not offering such notificatioase subject topolling. One example here is
the current BaSyx implementation AAS In the version that we curreljtuse, no events are provided
(BaSyylansfor eventsearliestend of 202(%).

41f the required notifications are available, the AAS machine/platform connectobeaxtended to support
eventbased ingestion.
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As illustrated inFigure31l, the lIREcosphereConnector then actively (based on connector settings)
LI2f fa Ay T2 N€Whoibdol2ég/d FINR Yo GorrEdds Zonsiilts ®eProtocolAdapter

and notifies the registere®ource about the data to be ingested. The outbalidirection works as
discussed for everbased ingestionRealizing the polling cycle in tl&nnector rather than the
Source allows for connectosspecific polling strategies as well as for a uniform interface towards the
streambased data processing inghlREcosphere platform.

While eventbased injection and polling may appear to be an alternative choiCenmector may, if
feasible, implement both alternatives and let the user (via the setup/platform configuration) decide
about the desired approachn particular, connectors for protocols based on information models may
support both forms (such as OPC UA).

Figure32 presents an overview of the main classes in the Connectors Component of-the 11P
Ecosphere platirm. The component consists of:

1 The Connector interface in the middle of the figure representing a platform/machine
connector. Connectors based on an information matellexhibit aModelAccess instance
to interact with the information model. Th€onnector interface defines fourtemplate
parameters,consisting othe data types accessible from the platfarire.,Cl for input into
the connectorand COfor output produced by the connectognd the data typesfor the
handshake with theinderlying protocolmplementation i.e.,l for input into the protocoland
Ofor output issued by the protocolA Connector can be connecteds specifiedn the
ConnectorParameters and security settings likedentityToken  or certificates. When
connected, received data of typeis passed through RBrotocolAdapter and an interested
party is informed through &eceptionCallback (from the Transport Component) in terms
of a data object of typeCO Via thewrite method, data of typeCl can be passed in, is
translated by theProtoco IAdapter and handed as an instance bfto the underlying
protocol. Finally, &onnector can bedisconnected or, ultimately,disposed . So far, we
plan for a single distinct pair of input/output types. If heterogeneous types shall be covered,
we see two aktrnatives: 1) Mapping the alternative types as alternatives into an umbrella
type. 2) Using a discriminator in terms of tAdapterSelector

1 The TranslatingProtocolAdapter is a default implementation of the
ProtocolAdapter  and relies on type translators i.e. InputTypeTranslator and
OutputTypeTranslator  defined by the Transport Componerithe ProtocolAdapter
and its related classes will be detailed beldw particularprotocol adaptergo information
modelshave a relation toa ModelAccess instance whichallows thetype translationto
interact with the model.

1 The AbstractConnector  provides a basic implementation, e.g., for handling the
ReceptionCallback , for utilizing theProtocolAdapter , etc. leaving just methods open
that are protocol specific. The Abstr actChannelConnector specializes the
AbstractConnector  for channetbased protocols such as MQTT and, in turn, requires a
specialized protocol adapter (as we will detail below).

1 TheConnectorExtension mayadd additional capabilities to a connector, e.g., $Dfport.

The IDS reference architecture model introduces the concept of Trusted Connector. Such a
connector extends the security features of Base Connector. An IDS connector generally focuses
on security and delivers a trusted platform, incorporatingesel’mechanisms such as identity

and trust management for authentication, trustworthy communication based on encrypted
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connections. Instances of trusted connector allow the remote integrity verification to ensure

the integrity of the deployed software befe granting corresponding access to data. Such

connectors guarantee a controlled execution environment for data seryi@s

collects information about installed and used connectors. Installed

registered through amnstance of ConnectorDescriptor

infrastructure startup (in Java througls) with the ConnectorRegistry

1 TheConnectorRegistry

upon

connectors are
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Figure33: Model Access and Protocol Adapter in the Connectors Component.

1 The informationprovided by theConnectorRegistry is also the basic information to be
presented in the AAS of the Connectors Component. Further, selected capabilities of the
connectors are made available through thestalledConnectors sub-model of the
platform AAS. Crdad connector instances register themselves upon connect/disconnect with
the ConnectorRegistry , which in turn leads to an update of tlaetiveConnectors  sub-
model, i.e., connected connectors appear as -suimlel elements and disconnected
connectors are flaged as inactiv®. Further, connector instances provide access to their
input/output data types by referencing to the respected smiodel elements in thélypes
sub-model (see SectioB.5). Ultimately, connector instances link tbeir descriptors in the
installedConnectors sub-model to indicate their origin and capabilities.

Currently, fourspecific(optional) connectors are realized in terms of individual components extending
the Connectors Component. These are genericAasComector for integrating external AAS into

the platform (based orthe AasFactory from the Support Layé?), the OpcUaConnector for OPC

UA 1.04 (based on Eclipse Milo) as well as two paytesed MQTT connectors, one for MQTT v3 and
one for MQTT vilsobasal on Eclipse Palakin to the Transport Componeriach of these protocols

bind the known template parameters @onnector as needed, all leavinGl and COunbound as

these are applicatioispecific types to be defined when instantiating the respective estor (and
providing a matchingProtocolAdapter ). OptionalTLS encryption support (R40) is realized for both
MQTT connectorghe OPC UA connectand theAAS connectafif the BaSyx implementation is used,

the AAS registry remains unencrypted by defahk, AAS server can optionally be executed with TLS)
These approaches/protocols have been selected due to the required mandatory support for Basyx (
as well as R1l4a explicitty mentioning OPC UA and MQTT. All connectors are based on TCP/IP
networking (R4b). However, R14toes not clarify the protocol and the wire format, but some TPC/IP
based protocol can be realized using the structures defined in the Transport and the Connectors
Component. Similarly, Bluetooth LE was mentionedidc wihout further details. As the Connectors
Component is designed to be open, further connectors can be added easily.

We will now detail theModelAccess and theProtocolAdapter  approach illustrated ifrigure33.
Someapproachedike OP@Aor AssetAdministration Shells (AAS) are based on an information model,
OPCUA even with userdefined custom types. Accessing this model in a uniform manner is a key
requirementfor simplifying the generation ofpplicationspecific code for the connectors. This is
specified by theModelAccess interface, which allows to read/write properties (based on a
hierarchical naming scheme to be interpreted in the context of the underlying protocol), to call
operations, and to register (the implementation counterpart of) cush types. The specific
ModelAccess instance of &onnector can performinstance translatioabetween value instances

of themodeland the actually used internal type the platform/application datatypesviodelAccess
provides also opportunities to estatdtisnonitors on the underlying information model of the protocaol,

5 So far it seems that no elements can be removed at runtime from an AAS, potentially to not render
references among them illegal.

"6 While BaSyx is the default implementation forHEosphere, this connectprovides the possibility to define
the individual instance to be used, i.e., individual instances for specific connections may use other factory
instances than the default one.
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i.e., to be notified on specific changes, as well as to register programming language counterparts of
custom types defined in the model.

While all methods can be implemented for OPC UA, hahathods arecurrentlymeaningful for AAS
or at least the version of BaSyx that we are usirgg, some capabilities may not be supported which
can be indicated in the metdata of aConnector . The use of te abstracted model access is
supported byAbst ractModelAccess providing a common basic implementation. For paykaded
protocols such as MQTT, implementing edelAccess interface is not required.

As illustrated on the left side ¢figure33, several furthe interfaces and classes are definredsupport

the type translation.These classes shall provide flexible support for applying the type translation
mechanism and even to utilize existing serializeepplicable If required aConnector maybe also
implementedfrom scratch, i.e.without a ProtocolAdapter  or usinga ProtocolAdapter that is

not based onTypeTranslator from the Transport ComponentheAbstractProtocolAdapter

is a default implementation providing access to tdedelAccess instance of the onnector. he
TranslatingProtocolAdapter is arefined default implementation ofProtocolAdapter  using

two type translators, one for the translation of information provided by the protocol, i.e., types

CQ and one for the translation in counter direoti, i.e., type<l to | .

As discussed above, the role of tReotocolAdapter and the involved type translators changes
when the underlying protocol is based on an information model rather than on payload transport.
payload transport, the target commigation channels are needed, which are introduced by the
ChannelProtocolAdapter and its default implementation
ChannelTranslatingProtocolAdapter , an extension of th&ranslatingProtocolAdapter

In contrast, for an informatiomodetbased protocol, also thBlodelAccess instance must be made
available to the type translators as well as further initialization work suctefisingthe polling mode
must be performed.This is introduced by the two refining type translator interfaceamely
ConnectorlnputTypeTra nslator and ConnectorOutputTypeTranslator , both with a
corresponding basic implementation.

A furtheraspect is covered by thgpes package on the left side ¢figure33. The direction of type
translation of Serial izer in the TransportComponent is opposite to the direction faa
ProtocolAdapt er in the Connectors Componenite.,Serializer  instances do not fit directlinto
these In somecases,it would be conveniento use already define®erializer instances.To
facilitate this reuse, we introduce the ConnectorlnputTypeAdapter and the
ConnectorOutputTypeAdapter , which both take &erializer  as input and make it usable in the
context of aConnector .

At the bottom of Figure33, the two packagegarser andformatter depict how the platform can
handle binary input or output of channel connectors in a geranitopermanner. The platform offers
certain default input parsers or output formatters, respectively, currently JSONatadormatted by
separators, e.g., tabulators or commas as we found in some application Passesd data is supposed
to be mapped to record types defined by the user in the configuration ma@dedr parsingdata is
either accessible by hierarchicahmes, i.e., in terms of nested data types, or in positional manner
along a deep traversal of the defining data type.the opposite direction, data is handed in deep
traversal sequence to the data formatter, which produces the respective format in tefromary
data to be passed to a channel connectadividual data values can be read in typed fashon from an
input parser via an associated input convertier the opposite directionthe output converter takes
typed data and converts it into the outpubfmat. Both mechanisms are utilized by the generated
connector integration that we discuss in more detail in Sediion
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3.6.3.3 Validation

The functional validation of the Connectors Component and the specific connaealiged as
extensions happens through regression g3therefore, we follow the same basic idea as explained
for the Transport Component in Secti8r6.2.3 i.e., we set up a corresponding protocol server/l@ok
and cause an information shortchetweenserver sideand test codeThe test code produces protocol
output data (of typeO either by modifyinghe underlying information modgeventbased ingestion
polling) or by sending respective payloatihe conector under test translates the data and issues an
instance of typeCOto a ReceptionCallback in the test code, which turns the information into an
instance ofCl and writes it back into the connectofrhe respective informatiomust occur on the
protocol side and can banalyzed and asserteloy the test codeAlso,these regression tests are
subject to Continuous Integration.

Further functional tests have been performed in the context of theEldBsphere platform use case
studies, e.g., in the context partners such as Lenze, Phoenix Contact or the VDW. In these validations,
the default IIPEcosphere connectors were complemented with handcrafted serialization or type
translation plugins to test the expected intake of use case specific formats (e.gU®BCISON via
MQTT) and, where applicable, connected to the infrastructure of the partrdimeover, the
connectors are subject to automatic, modmdsed integration via the configuration model and the
platform instantiation (cf. Sectiof). For validation, the situations of the partners from the platform
use case studies hawsobeen modeled in terms of the HBcosphere platform configuration, the
connector service integrations have been generated andriteke has been validatedlVe conducted

initial performance analys on the serialization mechanisms and the generated conneciidre
comparison ofserialization mechanismisdicated performance peaks up to factor 10 fiifferent

JSON libraries in the ctaxt of the use case studieshe generated connectors are (nearly) as fast as
the handcrafted ones, sometimes sacrificing a bit time for a generic, open integration as well as a more
schematic modebased integration

3.6.4 Requirements Discussion
Finally, we eviewin this sectiorthe realization of the most relevant requiremerftr the Transport
andConnectiorLayer The results are summarizadTable9.

Table9: Review ofealized” requirementdor the Transprt Layer(based orlable2, Table3 and Tableb).

Require Summary
ment

R1 Support for protocol/streaming extensions of different vendors based on differel
technologies.

R2 Usedstandards: MQTT, AMQPPQUA, AAS

R3 Virtual platform: Container integration possible, communication with underlying
platforms possible but natesponsibility of this layer

R4 Design based on components and services

R5 Eclipse Paho, Rabbit MEclipseMilo, EclipseBaSyx, Spring Cloud Streamore for
testing

R6 Open for optional/commercial componenfgansport connectors, serializers,
machine/platform connectors, protocol adapters, etc.)

R7 Basic information on transport as well agailable/activemachine/platform
connectorsis provided. More information regardingupported protoca or broker
may follow

7In therequirementsNS @A S ¢ Sitl toX 1SSREE aMB ¥ SNE  (oBfundtiohhlify Sofrfnitéd e Ay G St
the IIREcosphere Github repository, tested and integrated with the platform functionality. Text in italics refers

to missing functionality, i.e., entries that are partially formatted in italics typically indicate paeélation.

Work in progress or incomplete/neimtegrated realization may be excluded from platform releases.
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Require Summary

ment

R8 On component/extension leveklternative TransportConnector and Spring
Cloud Stream binder components without crafependenciesamong the potocols
(except for reuse in testing)Optional platform/machine connectors without crass
dependencies among the protocdksxcept for reuse in testing)

R9 Level 1By autareconnect mechanisms of the protocol implementations and of tl
streaming libray
Level 2By monitoring the service execution and restarting services if needed (s
ECSuntime in Sectio®)
Level 3By explicit fallback, i.e., hatandby replication of services, multiple
connected broker installationsnd dynamic stream rerouting. Level 3 is supportec
by the selected streaming librargut notrealized in this release

R10 Soft realtime processing (<100 ms) for productioritical functiondeasible(see
Sections3.6.2.3and 3.6.3.3 excluding services on this leyel

R11 Documentation (also in terms of thégction), extensivecode documentation with
JavaDoc, generation subject to Continuous Integration and Mavplog@ent

R12 Not implemented in this release.

R13 Connectivity to other actorgia standardized and open protocol integration

R13a 14.0 devicesVia standardizetbpen protocol integratiorand flexiblewire formats

R13b 14.0 platforms Via standardizef@pen protocol integration and flexible wire format:

R13c Cther IIREcosphere platform instanceSupported via implemented AAS connegtc

optionallyusinglDSfunctionality. Supported by standardized transport protocols
and flexiblewire formats.

R14 Open and flexible connector integration and default connectors for platform
internal messaging and stream transport.
R14a MQTT is supported. OPC UA PubSub is currently not feasible on this layer due

missing implementations. Services and Connectors L@afieBectiorB.7) will take
OPC UA into account.

R14b TCPIP supporty all implemented connectors. Further, plain TCP/IP protocols w
flexible wire formats possible through extensibility of discussed components.

Rl4c Future: Bluetooth LE may be suppedthrough additional connectatif required.

R15 Uniform connectors through two main interfaces as well as type transformation
serialization interfaces.

R16 Open and flexible connector integration shown for five protocBlgtension by

further protocols from partners and externals possible, supported through Oper
Source development Gitb.

RL7 Distribution of connectors to devices by considering the Transport Layer as re
usable, deployable component only with dependend@selected protocol
implementations.

R17b Management of connectors by platform through design management classes,
exhibited by respective AAS (R7)

R17c Parameterizable connectors through parameter objects and connector plugins ¢
as theProtocolAdapt er.

R18 Gonnectorswith specific security mechanisms are not part of this release.

R19 Minimal number of internal wire formats through common typafe data

serialization while enabling applicati@pecific data types. Feasible wire formats
can be sele@d through serialization implementation/generation.

R19a Example input formats (southbound), covered by applicatipacific types and
generic serializatiorb0 values per data item feasildee Section8.6.2.3and
3.6.3.3
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Require

Summary

ment
R19b

Example input formats (northbound), covered by applicatpecific types and
generic serialization.

R19c

Restful APIs with JISON/XMiEough AAS implementation and wire format as argu
in this section.

R19d

Example output formats (northbound), covered by generic serialization

R19e

Output data clocked in Sintervalspossible (see Sectiols6.2.3and3.6.3.3
excluding services on this leyel

R19f

Via theTypeTranslator , configuration and code generation

R19g

Not part of this layer, supported at least througfypeTranslator , configuration
and code generation

R20

Supported by streaming library, to bbealized by glue code generation (through th
configuration model).

Re1

Low impact on data throughpsee Section8.6.2.3and3.6.3.3 for existing
connectors excudingservices on this level)

R22

Platform data throughput of 500 GBytes per yésge Section8.6.2.3and3.6.3.3)

R28

Machine pulse of 8 ms feasihlgee Section8.6.2.3and3.6.3.3

R35

OT sampling frequency of 2 ms does not applhtol T side

R3, R39,
R41R68

Several security and privacy mechanisms that are introduceijime20 are used to
ensure introduced security and privacy mechanism. These mechanisms can be
to different layers, phases, and abstraction levels of deSgpuritymechanisms are
indicated in the architdare but not part ofthe implementation othis platform
release.

R40

The default transport protocol plugins/bindeas well as the MQTT machine
connectors provideptional support forTLSbut so far no RBA@Gechanism is
integrated

R91

7 GByte per hounot validated on this levdkee Section8.6.2.3and3.6.3.3
excluding services on this level)

We conclude, that most of the basic requirements for this layeradmeady implemented. Advanced
functionality as well as security and data protection mechanisms (although prepared through

respective abstractions) are subject to one of the next releases.

3.7 Services Layer
The Services Layémtroducesthe basis for deployabl services, i.e., their interfacedata flows,

monitoring support managementand AAS representationWe separate this layer into two major
components, one component to contfohanageservice instanceand a secongbroviding a unified
execution environmat for servicesWe start with a discussion of therminology and background in

Section3.7.1and detail then therequirements for this layer (SectioB.7.2. In two further sub
sections, weurn then to the twomajor componentsof this layer

The service management component is generic and can be realized in the same way for all services.

Due tothe overall vision of [IEcosphere to support eagy use Al methods in intelligent production,
Alfuncte y I £t AGASE akKrftf o6S NBFtAT SR Ay tdokiNdv@l).2 ¥

a4 S NJ

Nowadays, Al is typically realized using various programming languages, in particular Python (R113

names Python and Java). We support this in terms of a langs@amfic execution environment
supporting a unified integration and easing the development of services for thEctiEphere

platform. In Sectior8.7.3 we discuss the Service Execution Environment for Java and Python.
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TheControl andManagement component (Sectié?.4) isclosely related t&ECS runtime and acts as
control interface for the platform to take command over services running on certain devices. Control
operations are, e.g., starting, stpjmg, reconfiguring or updating services. These operations are
offered through an AAS, which also provides access to runtime monitoring information for individual
servicesYecific operatios involve multiple servicesuch as switchingmongequivalent grvices or
migrating services among resourceghere thecontrol and management componerg responsible

for the orchestration ouch operations

While we brieflydiscuss the validation of the individual components at the end of the respective
section wereviewthe requirementdor this layer in Sectio8.7.5

3.7.1 Terminology and Background
In this section, we briefly introduce our notion of the term service and discuss the bigger picture, where
service implementations are suppabe originatefrom.

Several notions for services are used, ranging from web services to microsdrvibeslIPEcosphere
platform, aserviceis (a thread in) a process implemented in any programming language. A service
receives data and produces dataput and out data types are defined and their correct composition
shall be controlled through the configuration model and the subsequent code generation (cf. Section
6). Data handling can happen synchronously, i.e., an ineot is turned directly into zero or multiple
output items, or asynchronously, i.e., the service receives data and produces data at any time later if
at all. A service indicates its state (R4c), miafarmation (R4b), name, identification, version,
kind/category as well as the typed inpand output connectors (R4a). Moreover, it allows for certain
runtime operations such as passivation, migration, runtime switch to an equivalent service,
reconfiguration or (réactivation. Services are typically connectedther services of different kind,
ranging from source over transformation to sink services. A specific service kind is the probe service,
with inspects data for monitoring, but passes the data through (typically) without modification.
Instantiated connetions between services are called data patbitions B5] and shalbe defined as

part of the applications in the platform configuration.

Services can belassified into platform-provided servicesand application-specific servicesA
platform-provided ®rvices (for short platform service) is a service that is shipped with the platform.
Typically, a platform service is generic and parameterizable so it can be applied in various settings. As
services usually were not realized for the HB&osphere platfornthe integration of such a service and

the form how to customize the service, e.g., with respect to required input/output data formats, the
data transport to/from the service, the passing of parameters, etc. is typically rather service specific.
In contrast, an applicatiorspecific service is (initially) designed for the use within a specific application,
i.e., input/output datatypes as well as parameterization are fixed and determined by the application
context. Moreover, hybrid servicesmay occur, typicdy generic platform services that can operate
without application specific code, but which damcustomized through addns or pluginswhich then

turn an instance of the hybrid service into an applicatspecific serviceThus, hybrid services can
easethe realization of applicatiospecific services and still act as platfepmovided services.

Further,A G A& AYLERZNIIY(d (Where goisenBeld confe SrondpdlzSHE ARy & 2 F
mechanismswill be introduced later, in particular in Sectie®.11and 6. However, a coarse picture

may already be helpful her&ervicetypesare specified in the platform configuration, in particular

through theirtechnical inform#on, theirmeta-information and the input/output datatypesAlso,the

relations among the services in terms of applicatgpecific service meshes are defined in the platform
configuration. Theplatform instantiationtode generationeither integrates pldbrm-provided

services into the realization of such a mesh or, in case of appliespiecific servicesurns this

information into service interfacedvioreover, the code generation creates support artifacts such as
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data classeglata serializersr basicservice implementations (for any relevant programming language,
e.g, Java or PythonJurther the instantiation procesbinds the servicéinterface9 with service/glue
codeto the selected streaming enginEor applicatiorspecific serviceshe bindirg happers through
dynamic class loading.ir§t, this allows for code generation even if there is no actual service
implementation, e.g., when the model is built up aimda first stageonly service interfaces shall be
generated. Further, it eases packagwih reduced dependencies as class loading cannot fail if
dependencies for services that shalltrime executed are intentionally missing. Last, dynamic class
loading also eases dynamic exchange of compatible service implementations, e.g., when adapting th
service executionDependent on the service configuration, data may be handled synchronously or
asynchronously. As part of the generation process, also the service descriptors required by the Service
Control and Management component or the Spring apgibeasetup including the service wiring are
created.Here also information for AAS nameplates is taken from the configuration and turned into
respective implementation artifacts to build up the related AAS and submodels, e.g., one vendor AAS
per service tpe known to the platform.

3.7.2 Requirements

In Table10, we summarize the specifiequirements for the Services Layer discussedLiij. [The
notion ofaservice is croseutting,i.e., itoccurs in many topic areas[11] and, thus, aummaryof all
relevant requirements is importantfor the design and realizationBesides these functional
requirements, we musalsoconsiderthe decisions made so far, i.e., that services may offer a two
folded communication: 1) communication at loweage for commands, status and quality properties
via AAS and 2) sefealtime communication via streams whereby the streamegration shall be
generated and flexible in order to allow for an exchange of the streaming approhaishs in particular
important for monitoring (R4b, R4c, R4e, R&133 of runtime properties and the runtime stream
management, in particular to starstop, connect R20),update (R18), configure(R32) adapt (R69
and R31¢ see also dynamic service selectiorjif]) or dispose R134¢ services on demand. To be
integrated in a flexible manner, monitoring asdrvicenanagement must be realizdzhsed orexplicit
interfaces, so that an exchange of the implementations becomes possible. If feasible, existing
interfaces shall betilized.

In the default stream processing approach in-B&sphere, i.e., Spring Cloud Stream (see Section
3.6.2.1), the micrometef® interface is usedto exhibit monitored information in HTTP/REST style.
Moreover, Spring providespscific management capabilitiefor Spring Cloud based service
applications, e.g., to start services in individual proceséssmicrometeris supported byseveral
(commercia) monitoring toolsit appears to be a valid choice as monitoring interface, iHiowever,
must be integrated with AAS TR For the stream management, it makes sensedase existing
functionality from the Spring Cloud ecosystemg., the Spring Cloud Deploykis important to make
this functionality optional and to enable when Spring Cloud Strears selectedas stream processing
engine of a platform instance However,most of the Spring management providetarget rather
specific (noredgecloud environmentsso we will rely on theso called acal Deployerand integrate

it as optional extension of the Servi€®ntrol and Management component

Moreover, the Service Layer must set the scenes for the management of heterogeneous service
implementations(R113) including platform services that are more likely to be realiredva or as
Java interfaces to service implementatiafaunderlying frameworks or platforms

Tablel0: Requirements fothe Services Layer (excluding configuration, storage serameepeatingTable2 or Table3)

Requirement| Summary

R4a Components/services must be described with their interface (input, output)

8 https://micrometer.io/
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Requirement| Summary

R4h R131b Components/services mubk equipped with meta information (version,

categorization)

R4c Components/Servicamnust have a queryable state

R4d The execution of the services must be supervised

R4e Service monitoring shall be parameterizable

R4f Service monitoring shall be realized by applicatipecific services

R20 Applicationspecific data paths

R20b Data pahs can have properties/parameters

R20c Data paths shall be managed by the platform

R29c, R70  Services shall describe their own quality properties and functions as AAS

R122f

R31 Container shall contain only the required components/services

R31b Contaners can contain optional components

R31c, R69  Alternative services for one task, even dynamic exchange of (alternative) serv
at runtime

R32 Configuration of services via parameters

R39 Personal data processing only for authorizesers

R41 The searity mechanisms shall be integrated with common directory services

R42 Further safety mechanisms must be configured uniformly

R46 Collection of personal data must be for specified, clear and legitimate

R47 Avoiding the processing of personal data agchmas possible

R48 The platforms should not store data for longer than necessary

R49 Process personal data adequate and relevant to the legitimate purposes

R52 Store personal data in a structured, common and machéssable format

R67 Capture and @ssify generated cookies or similar identifiers stored on end devi

R73af, R79 Supported datatypes: structured, heterogeneous time series, unstructured dat
labeled data, meta data/data schema

R113 Support for different programming languages, e.gthBn

R132 Platformsupplied and applicatiospecific services shall be supported

R133 Runtime support for applications (and the services an application consists of)
R133a Status of services

R133c Support for changing the status of services

R133d Detection of failure states and functions to mitigate failures

R134c Removal/disposal of services

R135 Update of applications (and the services an application consists of)

3.7.3 Service Environments

In the IIPEcosphere platform, the service environments providglementation and execution

support for services realized in different programming languages. Java services ad@vaervices

are integrated differently into (a Jax@msedstreambased serviceexecutionengine. While Java

services can be directly tedi, nonJava serviceare executed as individual processes agkive their
controlcommandsand data vianter-process communicatiometwork, in particular an AAS command
ASNISNXY LG A& RSaANIofS (2 daAaS | ¢apAy3It S aSNIISNI K
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As the configuration modeling approach does not target the modedirigehavioral codeather than
configuration options and their interdependencjele actual implementation o$ervices cannot be
produced in this stepSuch an approactvould require a high effortn modelling, in particular (a
combination with) modeling approaches that are better suited to represent algorithm behavior, call
sequencs etc. We do not target suchomplex models as the realization of functional services shall
ultimatelybe a human activity, e.g., by a data analyst, Al expertagitshall beintegrated with their

work. Thus, the interfaces produced by the code generation are inp@titanual implenentation
process and interrelaten particularwith later phases of the data analysis lifecycle. For this purpose,
the code generation produces interfaces, data classes and serializers for all supported languages, i.e.,
currently Java and Python. The résg code shall lead to versioned code artifacts (Maven artifacts,

t e K2y O2RS gAGK aLdedepd¥edinto b @positéry. BoatheTaforSrihtionled/ R
deployment descriptors and the automated creation of contairf@4§ (not part of this réease) for

the service execution, also nalava dependencies, e.g., to Al framewaierelevant. The respective
artifact information is specified for the individual services in the configuration model and the packaging
of the application artifacts at thend of the code generation process integrates the service code with
service descriptor and application setup. Ultimately, the application artifacts are made available
through an own repository mechanisroglled the Service store iBJ]) sothat either the automated
generation of containers or the Service Management and Control component on the target resources
can obtain the service code and install/execute it.

3.7.3.1 The Java Service Environment

Figure34 illustrates the concepts and liaions of the service environmentén particular theJava
Service environment The central packageerfvironment ) represents both, the basic service
environment for Java and Python. This package (on the left sigofe34) deines theService
interface with all operations discussed for anlH&osphere Service in Sectidr.3 The states from
Figure35are represented in terms of therviceState enumeration, the four mainikds of services

in terms of theServiceKind enumeration The service environment also provides support for service
parameters, i.e., the customization of generic services through values that are determined upon
service start or may be changed at servigatime.

A service realization is free to fill the service matBbrmation as desired, e.g., through code
generation or by reading the information from a file. As the Service Management and Control
component relies on service deployment descriptors, oneials approach is read out the relevant
information from that descriptor. As these descriptors are given in YAML format, the two classes
YamlArtifact and YamlService are part of the service environment to read and represent that
information. It is importan to recall that we need here only a part of the information in the
deployment descriptor, e.g., the technical information on how to transfer network ports or how to
start a Python process are not required. Thus, the two classes represent only the rédganation

and the YAML parser is commanded to ignore all further information. In turn, both classes can be used
as a basis to realize the parsing of the deployment descriptor of the service management and control
operations in SectioB.7.3 For this purpose, parts of the (Java) service environment are imported into
the Service Management and Control component and used there.

Further abstract classes provide basic mechanisms for realizing sendaps through operating
sydem processes or using the REST protocol (on ddeazd networks). We just mention some
exampleshere. AbstractProcessService provides the abilities to createnaoperating system
process through a standardized naming scheme, to manage the process egiarite service status,
including activation and passivation, and to customize the console input/output stredimes.
AbstractProcessService  defines four template parameters, namely the received input data type
(1) from the perspective of the platform/apigation, the input data type§l) of the implementing
process, the output data typ&Q of the implementing process and the output data type of the service
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(O from the perspective of the platform/applicatiosn AbstractProcessService  requires two
TypeTranslator instances, so that incoming data can be translated into a format that can be
handled by the implementing process and, further, that the output of the implementing process can
be re-ingested into the platform data streamilere, ve rely on theTypeTranslator interface from

the Transport component (cf. Secti@6.2 rather than theSerializer  interface as the format to

be passed to the implementing serviceuld be JSON, XML etc. and nmust necessarilye binary

data. Moreover, the AbstractProcessService requires aReceptionCallback (the interface

from the Connectors component in Secti8r6.3, so that data can be processed asynchronously.
Currently, the class do not yet) support synchronous processindis a refinement, the
AbstractStringProcessService forms the basis for procedsased services that communicate
through a string formavia console streamwith the implementing proces®.g., JSON hisfixestwo
template parameters, namel§l andSQto String, also allowing to provide a basic realization

of some inheritedabstract methodse.g., how to receive data from the implementing procedse
GenericMultiTypeService  supports multiple input/output type#n a generic manner. The Python
integration services (for the Java side) utilize these capabilities to integrate Python services via the
Python service environmerfsee below)Moreover, basic classes for RE&Eed service integration

do exist.

One geneg service that is provided by the Java Service environment IErdeeToAasService (not

shown inFigure34). This (sink) service provides/contributes to an AAS used as application endpoint.
However, it does not s the received data rather than optional trace messages sent by the individual
services in an application. Trace messages can be enabled for debugging or for demonstration. These
messages carry their origin, the action as well as an astatific payloade.g., the received data.

The service collects all trace messaged displays them for a given time frame in its trace submodel.
Moreover, the service is intended to act as a hybrid service, i.e., it can be used as basis to implement
an applicatiorspecfic service, which then may display processed data in an application manner or
which may provide operations to be called by a device connected to the endpoint AAS, e.g., a tablet.

The Java service environment also provideSeaviceMapper , a helper classhiat binds a service
against a given AAS command server. Moreover,SbheviceMapper registers also the available
metrics (see below) in the AAS command server. UltimatelyStheler realizes a basic (optional)
process to register all services given MAML service descriptor and to start the AAS command server
on a given port. Services may also take care of aagiftration as it is the usual approach for Spring
based service implementations.

The right side oFigure34illustrates the extensible resource and service metrics framework based on
the work of Miguel GoémegZasado J]. All information to be monitored is represented in terms of
gauges, counters or timers as defined in the micrometer monitoring inteffadde opted fo
micrometer, because a number of wddhown monitoring tools such as Dynatrace support this set of
concepts and because Spring Cloud Stream already exposes several default metrics via this interface.
In more details, gaugeis a handle to get theurrentvalue of a monitored property, e.ghe number

of threads in a running statéd counteris something that can be incremented or decremented by a
fixed amount, while dimer isintended for measuring shoduration latencies, and the frequency of

such evats.

Micrometer provides interfaces and basic implementations for these concepts for the provider/service
side, a JSON format to transport the information and through Spring a server to expose this
information in terms of REST. However, the use of theéamieter ends at the service side, as typically
accessing the monitored information is not part of the interface. Usually, the information is requested

® https://micrometer.io/docs/concepts
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through some form of REST client. This would contradict our basic requirement to try to realize all
(distributed) communication via AART) or Industry 4.0 protocolR14. Therefore, we use the REST
information only locally and map this information into the AAS of the respective services. Moreover, it
would be convenient to access the data of the metersumiform manner also in other platform
components, e.g., in the platform monitoring component. The first step towards this goal is to realize
a requestside implementation of the micrometer representing (distributed) meters (package
environment.metricsProvi der.meterRepresentation ). The second step is to encapsulate
the communication, i.e., the micrometer REST communication as well as the AAS representation of the
metrics. This is done in terms bfetricsExtractorRestClient and MetricsAasConstructor

in  enviro nment.metricsProvider. metricsAas . Finally, the MetricsProvider in
environment.metricsProvider defines the unified access to predefined micrometer elements
such as the system memory, but also custom meters, e.g., to measure the stream thubggrvices

can be explicitly marked aslonitoredService to receive an instance of the metrics provide

order to define and measure applicati@pecific metrics. For example, the
AbstractProcessService discussed above is MonitoredService to provide access to the
runtime metrices of the underlying process through GSHWoreover, services can be marked as
UpdatingMonitoredService  if regular updates of the measurements are needéde consider
monitored values as propeds of the respective AAS submodel elemefits obtain the values, we
attach functorsto these propertiedo read out themonitoredvalues These functors magither rely

on pollingindividualvalues via VAEB] (pure R7)or on pushing the entire metrics pvider via the
TransportLayer (R7 and R14hto a local data instance attached to the AiWBctors[4], where the
performance impacts of three AAS integration patteansdiscussed

The classes discussed so far are intended for generic stream proceSporg Cloud Stream and
Spring Boot require specific code for services, the integration of the metrics and for their startup
process. While the buiin metrics can be activated through a setting in the Spring application setup
and by adding a respectivalependency, the additional metric mechanisms defined in
environment.metricsProvider are not automatically integrated. As discussed in more detail in
[3], thisis handledin the VABpoll approachby the extendedMetricsProvider  for Spring, the
RestAdvice and the MetricsProviderRestService . Moreover, the startup code iStart er

hooks into the Spring startup process, i.e., it obtains the Spring Rest server port, it attaches the port to
the MetricsExtractorRestClient used by the upcoming services and starts &%&S command
server of the parent class at a point in time when this is permissible for Springtdtieer class is

then integrated by the code generation in the actual service start code, which finally cafgisdsa

few methods refining or delegatinwork to theStart er classes defined in the service environment.

3.7.3.2 The Python Service Environment

So far, we exclusively discussed the Java side of the service environment. Except for the monitoring
and the Springspecific implementation, thé?ython serviceenvironment is to a certain degree a
mirror of the Java service environment. Differences are:

1 The Python environment is accessed through the Java representation of services in the
streaming engine, i.e., the Python environment realg@sie form ocommard server as well
as the soffrealtime data transport

1 A second difference is that we do not plan to monitor the fi@va environments unless
explicitly required, because stream measures can be taken on the Java side. Resource
measures such as memory congation can be combined with the related Java process, i.e.,
the monitoring there requires an extension so that the resources consumed by the Python
process can beonsidered The Python monitoring is not part of this release.
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As illustrated at the bottom faFigure34, the Python service environment implemenisidar concepts
asthe Javaenvironment However, the Python service environment does not needg@ complete
mirror as onlythe partsto executeservices and to enable thecommunication between thdava side
and the Pythonservice implementatiorare required Therefore, the Python service environment
provides theServiceEnvironment classwhich imports service implementations dynamically from
four packages nmaed datatypes , serializers , interfaces  and services . The first three
packagesire generated from the configuration model and provide datatype implementations, related
serializer/type translator implementations and service interfaspscified in the configration model
(implementedbased orService /AbstractService  from the service environmehtTheservices
package containthe manual implementations of the services.

For the data transport between the Java side and a service environment in a differendumrogng
language, e.g., Python, we can imagine the following alternatives:

1. Use of the platform Transport Componeauging aocal transport server/broker. However, as
the Transport Component is open regarding the transport protocol and the serializatien, th
would imply that all service environments (except for the Java service environment) must
implement all transport protocol variants and all serialization mechanisms. If there is not just
Gl KS t @ idK2 y buSyftek lahBuddepetiiic €nvironmentghis leads to plethora
of required protocols In particular if the user organization decides to implement own
protocols, these protocolsnust be mirrorednto eachenvironment. We do not think that this
is a feasible and sustainaldelutionand opedfor restrictingthe transportlayerto Java code.
Thus, the communication with Python may be based @iacal) protocol here, e.g., HTTP/REST
as well as the serialization mechanismay even be fixede.g., JSON. While trapproachis
feasibleas only dew variants are neededt requires server processés the communication
on Java an®ython side.

2. Extend the VAB protocol to transfer data. This is a specific decision of fixing protocol and
serialization as mentioned in alternativeAlso here, the bek channel would require further
server processes on the Java side. Morepaementioned above in Secti@r6.2.3 VAB does
not support for data transport and sofealtime capabilities arguestionable We maytake
the VABprotocol into account.However, extending an external protocol also imposes
compatibility and sustainability risks if decisions for the underlying implementation (BaSyx) are
made, that conflict with our decisions.

3. As thenon-Javaserviceimplementationsare executed as locgkocessesalso command line
input- and output streamprovided by the operating systemaybe a lowrisk option (as some
service candidates and many Unix command line programs do). Here, in particular the Java
side must arefully parse the output of the executed services/service environment not to
O2y¥dzaS ay2NXI f ¢ 2 deivedezicommani ke Sreaing arealitd iz ©
performance issue on Windowsmsed systems

Currently, the PythorServiceEnvironment implements the third alternative usin¢generated)
objectto-string serializers with JISON as default wire forriée. also use the command line streams

for the command protocol. On the Java side, specific classes are bound against the gyt
environmentand the service deployment descriptor specifies the required sespeeificPython
artifacts as well as the command line parameters. More specifiadlalready indicated abovthe
PythonAsyncProcessService is responsible for continuously running thePython
ServiceEnvironment and the PythonSyncProcessService is an experimental calind-return
implementation of a Python service integration. While thghonAsyncProcessService transmits

data and commands to th&erviceEnvironment , the PythonSyncProcessS ervice transfers

only data items and calls Python upon each data item. Both integration classes support synchronous
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and asynchronous return valudor alternative command communicationgs envision a RE$®ased
extension of thePython service environmeirtegration

3.7.3.3 Validation

The service environment is subject to automated regression and integration testing. In particular the
monitoring classes are tested extensivedy. JAlsq the remaining classes of the Java/Pythsmrvice
environmens are executedn regression tests, i.e., the Java based build environment also executes
Python unit tests. However, many methods are intended to be used by a stpaaed application. As
done with the components before, a manual implementation of a test application ardution in
particular of the Spring service environment might be helpful here, but may fall short for the plain Java
environment (test metrics are currently accounted per Java project rather than across projects). While
currently the test coverage of theervice environment could be increased, the classes defined there
are tested in terms of integration tests, e.g., through test artifact for the Spring Service Management
and Control implementation.

So far, no performance evaluations of the generated cadé the underlying service environment
have been conducted. Therefore, the manually implemented service chains from the experiments
discussed in Sectidh6.3.3could be used as baseline.

Besides servickevel tests, performare experimentdor the VAB poll approach kiabeen performed

in [3]. Retrievinga meter via an AAS on a current Lenovo-Z80aptop requires 4 ms after a settling

time of 200 repetitions, whereby most of the time is attributed to the AAS communicati@oritrast,

initial requests are comparatively slow-{8 ms), probablaneffect of JVM settling periods. Moreover,
some meters can schedule own update operations, which doubles the rintime. In the current
implementation, theMetricsProvider  performs such updates only on request, thus, saving roughly
factor 2 response time in average. The internal operation of the meters, in particular parsing the JSON
information requires at maximum 7@s, i.e., most of the response time can be attributed to
communication and AAS operation&.modification of BaSyx classes as mentioned above for a unified
data transport could also speed up these operatiofhanore extensive performance experiment is
presented in 4], showing that a integration of the transport lagr with a monitoring values cache
attached to a remote AAS can be as fast as a local AAS on the monitored device. In other words, the
AAS that is updated in parallel is not impacting the data paths to other components, which are
informed via the transportayer (e.g., putsub).

O

Final

Figure35: Servicestates (comments cropped)

While the readings for the monitoringork fine they are also just taken for individual measures rather
than for full AAS. Polling all monitoring informatiolert an AAS may induce a significant response
time. Moreover, as detected during tests with the full platform components, a remotely deployed AAS
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reads out all values of all properties during its serialization for client use. This implies significant
overheal and, more dramatically, in some cases even hang up the component. Thus, as indicated
above, we realized a second approach based on turning the metrics provider into a micrdoaséer

JSON format and push this information into the (serialized remote) AASavoid the problems
mentioned before, the information is not written into the functors or the AAS rathisrimplemented

asa data instance shared by all functors of the service (represented by a submodel eleftast).
shared instance can quickly aet during AAS serializatiofsignificantly faster than the -8 ms
mentioned abovepnd initializes the transport connector lazily upon the first requbgireover, this
approach decouples the startup of the AAS implementation seageonly the platform ransport
broker/server is used, which was already started along with the platf@iternatively, for a plain AAS
realization (R7), we could have realized a similar push approach through an operation on server side,
but refrained from this idea as such allector method shall not be part of the visible interfaces of the
platform.

However, thepush approach via the Transport Layewuld leave the impression that the work on
individual meters in an AAS is superflupims particular as the mechanism could edjy be used to

realize the central platform monitoring (cf. Secti8r8). This is not the case as discussions with other
AAS users show: Nowadays, typical AAS tend to expose a huge amount of static and dynamic data for
the descibed assets, i.e., the expected/actual resource consumption is often mandatory in some form.

3.7.4 Service Control and Management

The Service Control and Management componendefines the serviceinterface of a (compute)
resource towards the platform. It must @gwvide means tdoad aservice implementatioronto the
resource(in terms of binary artifacts, e.g., from a central platform seryvir)dentify the descriptive
information about services (id, name, description, version, service kindampdovide accesso
runtime capabilities, e.g., the state of the service, reconfiguration capabijldigsintime monitoring
values As the execution of the services happens within their (progradd@nguage) specific
environment, the control and management component tenrealized in generic manner.

Individual services must complyith a lifecycle that can be queried and influenced by the platform.
The underlying lifecycle state machine is depicteBigure35. Services can be downloaded frolret
service store and becomvailable onthe hosting resourceWhen triggered through the platform

and theServiceManager , a service is deploye®éploying ) and gradually turns into thRunning

state. If nothing bad happens at runtime, a service is stogpealigh theServiceManager (turns to
Stopping and Stopped) and if requested, may be removed from the resouhedeploying |,
afterwardsUnknown not shown inFigure35). At runtime, a service may be reconfigured, adapted or
migrated (which may need passivation and activation). Further, a service may fail, which can lead to a
recovery procedure (in the lower sub state machiné&igure35). If the service becomes operational
again, itjumps backintotheuppd adzo &Gl GS YI OKAYyS yR GKSNB Aydz2
(via the UMLH* deep history state) and goes on from there.

Figure36illustrates the design of the Service Control and Management component. At the core of this
layer is theServiceManager , which performs operations such as starting and stopping individual
services. Services are packaged and transported in terms of artifacts, i.e., an artifact may contain
multiple services realized in different programming langegdnstead of the actual instances that may

be located in a different container, t@erviceManager primarily operates on descriptors, such as

the ArtifactDescriptor detailing structural information on contained services. Access to artifacts
and servicehappens through identifief8, whereby several operations and information accesses are

80 |dentifiers are just services to comply with AAS types. Identifiers may be global to an infrastructure or local to
aresource. Here, TT Plattformen will come up a naming schema after we made first experiences.
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Figure37illustrates the structure of a generated application artifact for execution with Spring Cloud
Stream.Here, an artifact consists of combined binaries provided by the service execution framework
(the startup code) and binaries that make up the application (b&@®TINF). Within the application
parts, such an artifact contains all application dependenciedil{i ) including, e.g., the service
manager of the IIEcosphere platform and its transitive dependencies, but also generated parts such
as the application interfaces (foldeip , also containing the startup class for the Java service
environment Starter.c lass ), the Spring Cloud Stream application specification
(application.yml ), the service deployment descriptodgployment.yml ) and the logging
configuration [ogback.xml ). Depending on the integrated services, more artifacts may be included,
e.g., reusable service binaries (here kodex.zip ), customized service artifacts
(kodex_pseudonymizer.zip ) or the Python code for executing Rython servicein the Python
service environmenfpython_kodexPythonService.zip ). Such specific binaries are referenced in
the dedoyment descriptor and unpacked by the service manager upon start.

/

-__org
LT spgggftramework | Unpackedstartupcode of Spring Boot/Cloud Stream
T 0ader (standard JAR packaging)
L= X
- METAINF 7 ) . ) -
Y MANIFEST MF _ Java meta information and main class entry_pomtlng
L= maven to Springstartupcode (standard JAR packaging)
L BOOTNF Application(custom Spring packaging, handled by Spring class loader)
- Y classpath.idx . Index files createtdy Spring Boopackager to
- Y layers.idx | support class loading
B l'P . Repackaged Java libraries as uncompressed jar files,
—E E%Se‘?\?irégiﬁigslN&P;\jsﬁp%ﬂS% jar ~ including platform parts, dependencies and Java
4 X - | service implementation
—{ "~ classes
P Generated application interfaces for platform,
__ datatypes ~ including interfaces for this application as well as
L 'Snetﬁgﬁ‘ggé generated Starter class for Java service environment.
< Starter.class B
— 4 application.yml | Generated application resources: Spring Cl6tréam
— % deployment.yml — applicationspecification, IIEEcosphereervice
Y logback.yml | deploymentdescriptor and logging configuration.
s kodex.zip | Generated application binaries, e.g., KODEX binaries, customization
*z kodex_pseudonymizer.zip ~ service based on KODEX (prefidex_), ZIP for Python service includir
— % python_kodexPythonService.zip " Python service environment (prefiython_ ).

Figure37: Structure of @ARapplication artefact for the Spring Cloud Stream engine

The packaging shown igure37 represents an executable Java ARchive (JAR) and may even be
executed without the platfornfprovided that a respective setup, e.g., communication ports are given)

In principle, this is also one major functionality of the service managemdrgsides passing
environment settings such as (dynamic) ports to the services stored in the service artifact. However,
as an executable JAR, the packaged Spring application sets up an own class loading mechanism, which
prevents shared libraries, i.e., libraries that musit be packaged into the artifact to reduce the
footprint of the artifact. However,modifications to this startup procedurare not permitted e.g., an
additional, earlier class loader. To allow for shared artifacts, the service management supports a
secordary format, which is independent of Spring. This packaging structure is shé&igune38.
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/

| myApp0.1.0SNAPSHOT jar } Sn%ngg?)tlgacgt;g%l:slatlon classes, must conigirstarter
¥ deploymentyml Generated application resources for gg@ringstartup: I1IR
- kodex.zip Eco;phgre S(_ervige deployment deS(_:ript_or, generate_d _
-4 kodex_pseudonymizer.zip - appl!catlon binaries, e.g., KODEX binaries, customlzatlon_
- python_ kodexPythonService.zip service based on KODEX (preficex_), ZIP for Python service
Y o _th _Jincluding Python service environment (predipthon _).
Fasspa } Optionallistingof JARSs ithe classpathn sequence,
TLojars = separated by : or;
E transport0.3.0SNAPSHOT jar Java libraries of the application (compressed JAR),
> myServicelm®.1.0SNAPSHOT.jar - including platform parts, dependencies and Java
=X service implementation. Must contajakarta.el

L

3.0.3jar (with that name or related versions).

Figure38: Structure of a ZIP application artefact allowing for shared libraries (as vari&iguwe37).

In contrast toFigure37, the ZIPbased artifacis not an executable JAR atohtainspackagedather
than unpacked JAR3he application JAR including the geated classip.Starter must be in the
top-level directory of the ZIP.There must also be the service deployment descriptor
(deployment.yml ) so that the service manager can read the information about the contained
servicesMoreover,l f &2 (1 KS facts, &.¢,[foNBODEX-oNdython must be onléyel, so that
the service manager can extract the artifadts executing them in terms of operating system
processes In contrast, the Spring application definitiompplication.yml ) and the logging
configuration shall residén the generated application artifacés they will be loaded by the respective
Java libraries on demand via cl&ssding Thedependencies of the application are located in jhies

folder (or optionally on togevel).Here the diffeence toFigure37is that any shared jar can easily be
removed from that folder (during the packaging process or manually for experiments) and provided
through a shared libraries fold&rknown to the service manage®ptionally, the file may contain in
the file classpath a listing? of Java libraries in their intended sequence to avoid conflicts.

TheServicesAasClient  provides access to the properties and operations of the AAS of the service
layer. To avoid adding em more visual complexity t&igure36, we did not indicate the relation
betweenServiceManager andServicesAasClient . Actually, both implement the same interface
calledServiceOperations , which contains the basic operationsS#rviceManager not requiring

the (repeated potentially inconsisteninstantiation of) service descriptor§heServicesAasClient

can be used by upstream layers to conveniently access the services AAS.

Different technologiesan be used twealize andexecuteservice chains, i.e., to efficiently pass data
along predefined data paths between the services, to transform data where neededistpart of

such a service chain, data is turned into some form that can be transported by the utilized protocols.
This seialization as well as the transformation of data to fit the input/output requirements of a service
is part ofthe mechanismof the TransportLayer.As discussed in Secti@rb.2 we rely on Spring Cloud
Stream as default (stean-based) service execution enginAn integration of the transport level
protocols and serialization mechanisms for Spring Cloud Stream was introolu8exdtion3.6.2 As

also stated therewe foresee that the |HEcospherglatform shall support also other serviemgines

in a flexible manner. Thus, the desigrtled Service Control and Manageme@tmponent must allow

81 Currently, this folder is spdigd in the setup information of the service manager. This information could be
relocated into the service deployment descriptor in future versions of the platform.

82 Relative file names in Windows or Linux notation, separated by : or ; depending onetsing system.

Such a file can be created by Maven. Before execution, the file is rewritten to comply with the @ argument file
format of Java 9 and newer. Thereby, the JARs in the root folder of the archive are added by the service
manager to the start ofhe classpath. If no such file is present (or JDK 8 is used), a wildcard classpath is
constructed, which may cause accidental class loading conflicts.
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for the execution of the management binding agaiakérnativeservice execution technologies. For
this purpcse, theServiceManager as well as the related descriptors are definedFigure36 as
interfaces (in the packagservices ), while the actual implementation is realized in a separate,
alternative packagesgrvices.spring  for the default enging, which hooks itsetis implementation
into the basic service management interfacés JSL

The default implementation othe ServiceManager in services.spring relies on Spring Cloud

Stream, the Spring deployarechanismand, in turn, orthe Sring Bootframework For Sprindased

services, the packaging happens in termsmécifically packedAR filesg(formofa ¥ G ¢ = adl yRI €
JAR fileslsocontaining the required Spring base classes). Besides the Spring application configuration
definingthe actual wiring of the servicesuchartifact JAR files contain a deploymesyecification

detailing the services, their communication, service dependencies and, if required, alstaven

service implementations and their integratiofrollowing the caoventions ofthe platform, these

deployment specificatiomare stated in terms of YAML files. Both, the Java object representation of

the YAMIlcontentsas well as the JAR artifacts are linked against the Spgagific Artifact and Service

Descriptors which contain additional information required to manage servicsing Spring The

Springbased ServiceManager utilizes the Spring deployer mechanisie., the local Spring

deployer. The deployment specification also allovaefining external service impleméation
processese.g., for Pythonso that the data communication is managed by Spsieyices while the

actual implementation of the service operates in an own procBgdefault, services are executed in

their own processes so that services can bstadged in case of failuredR®) without accidentally

shutting down healthy services. Howeveuch a singlgrocess deploymeninay not be desired in

some casessothat KS RSLI 228 YSyd RSAONALIG2NI I € 2 S@ringF 2 NJ & LIS
services that must be executed within the same process.

The AAS for the Service Layeonsists of aservicessub-model indicating as submodel element
collectionsthe (locally) installed artifactand the containedservices, thenstalledservices and their
propertiesas well aghe data pathgrelations among serviceswhen a service is starteits state
changes and for eaatata patha relationinstanceis createdi.e., arelationrepresents theénstantiated
data pathbetween two service instancesd pointsto the actual start and end service. Start and end
service occuin the AASas soon as the respectigervice is createdn turn, this information is used
by the service manager tetermine available services.g., during startupf dependent servicem
service chaindMost operationsprovided bythe ServiceManager (also via AASre parameterized
by an artifact or service identifietHowever,internallythe operations are bound to the resource the
respectiveartifact/service is installed gnso theseoperations do not occuat the servicesn the
servicegollectionrather thanfor the resource inthe resourcecollection We will detail the resources
in Section3.8.1 as part of the design of the ECS runtindes all those operations may fail, the
implementationmust not only return a result but also carry information abdhtown exceptions
when calling am\ASoperations

The service manageAAS is primarily intended aervicelevel controland monitoringinterface
Servicesare supposed to register themselves with tlespective locaRAS command servésee also
Figure5 in Section3.1) to react on command requests. Similarly, when monitoring information is
requested, the(central or locally deployeddAS communicates with thespectiveAAS command
server In case of services not implemented in Java, the respective service envirommstyrovide

an AAS command server and pass the information on to the seinvétances

As discussed above, saftaltime datastreamsshall not betransmitted through AAS rather than
through the streaming engine (four default enginausing one of the protocols of the transport layer).
If the service implementation is done in Java, theaming engine will directly communicate with the
service (potentially involving glue code generated from the platform configuratiom)n-Java service
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implementations are usedhe service representation in the streaming engine must route the data to
the respective servicenvironment which shields the services from the actual communication and
passes the datan adequate formto the respective servicmstances

Therequirements in 11] do not explicitly define the properties that shall be monitored $ervices
R29a, R70R122fjust indicate thatservices may have quality properties, e.g., to sup@alaptive
service selectiorMonitoring probes may be generic bound to the services and, thus, are realized in
the service environment (in particulané default one for Java, Gection3.7.3. Similarlythe creation

of related parts of theAASare realizedthere. Further, probe services may be inserted to perform
applicationspecific monitoring. However, probe services anerently not realized.

TheServiceManager and its AAS are validat@éaterms ofregressionests. As the&erviceManager

and the descriptors are interfaces/abstract classes, the validation must set up a pseudo
implementation for basic testing. TheSpring Cloud Specific functionality is tested through a
handcrafted service artifact with simple contained services and multiple deployment descriptor
targeting different artifacts, e.g., with or without process ensemblédss artifacis based on the Java
service environment (cf. Sectid®7.3. In these teststhe setup of theServiceManager provides a
broker, dynamicnetwork settingsare handled by localNetworkManager andthe service manager

is utilized forstarting and stoppingervices. The running services are validateterms of their data
throughputand theactualmetric valuesthat the services providé.e., that the metrics defined in the
service environment (cf. Secti@7.3 become part othe AAS of the service managemekibreover,
alsothe dynamic aspects of the AAag validated in particularduring startup in order to figureut
whether a service is already running.

Furthermore, the Spring Cloud based Service Manager was validad.iimux VMoased server
setting as well as on a Phoenix Contact AXC®BPiZEdge with 2 GByte RAM and 8 GByte memory
card providing additional hard disk space. On the Linux server, the Service Manager was executed
directly on the operating system as wa#fl in a Docker Container, on the AXC we focusedarrtlye

Docker setup. In both cases, we were able to manage a simple demonstration application (adding the
artifact, starting, stopping, removing the artifact) and to verify that the expected input/autpu
behavior of the services can be observed. As starting and stopping individual services involves
powering up a JVM, the service manager takes a certain operation timeoutgdétfaultlength of30
seconds) into account. This is sufficient for the Lirerver (and the regression tests mentioned
above), but does not work on the AXC 3152, where a longer timeout is heeded.

Currently as prescribed by the development streams in SecBdhdesign and realizatiofocuson
the distibuted management of serviceddvanced capabilities such switching amonglternative
servicer migrating serviceare subject to a laterelease

83 https://www.phoenixcontact.com/online/portal/de?uri=pxoc-
itemdetail:pid=1069208&library=dede&tabstovided by Phoenix Contact to the SSE group of the University
of Hildesheimhttps://sse.unihildesheim.de/aktuelles/detailansicht/weltweitemarktfuehrerunterstuetzt
universitaethildesheimim-bereichindustrie-40/


https://www.phoenixcontact.com/online/portal/de?uri=pxc-oc-itemdetail:pid=1069208&library=dede&tab=1
https://www.phoenixcontact.com/online/portal/de?uri=pxc-oc-itemdetail:pid=1069208&library=dede&tab=1
https://sse.uni-hildesheim.de/aktuelles/detailansicht/weltweiter-marktfuehrer-unterstuetzt-universitaet-hildesheim-im-bereich-industrie-40/
https://sse.uni-hildesheim.de/aktuelles/detailansicht/weltweiter-marktfuehrer-unterstuetzt-universitaet-hildesheim-im-bereich-industrie-40/
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3.7.5 Requirements Discussion
In this section, we review the already realized requirements for this [&gementioned in the sections
before, we aimed for a basic implementation in this release, whigflsctedaccordinglyin Tablell.

Tablell: Review ofealized’ requiremants for the Service Lay@yased orlrable2, Table3 and Table10)

R4a Services with input/outpuin ServiceDescriptor  andAAS gervices sub
model)

R4h R131b Metadata inServiceDescriptor  andAAS gervices submaodel)

R4c State inServiceDescriptor  andAAS gervices submodel)

R4d Thegenericexecutionstate of Spring Cloud Stream is supervjs@do the resource

consumption andtream processingr applicatiors can define custonmetrics

The state is reflected into the service descriptor, state and monitoring informai
(as far as enabled) show up in the AAS (servicesrautel). So far, services are nc
re-started if they fail a this is not provided by the Spring Local Deployer.

R4e Not yet implementedbut possible e.g., through service descriptor
R4f Possible via probe servicedth specific interface
R20 Applicationspecificdata paths are supported through the streamiitgrary (by

Spring Cloud Strearayen at runtim@. Data paths are dynamically indicated in ti
AAS gubmodelrelations ).

R20b Data paths can have properties/parameteBasic properties like the protocol or
the encoding are supported by Spring Cloud&tn Additional properties can be
specified in theservicedeployment descriptor (Yaml file in artifact).

R20c Data paths shall be managed by the platfdhmough the configurationgection
6), code generation$pring application setup/service deployment descriptor anc
during service startup, e.g., taking dependent services into account

R2%, R7Q Services describe their functionaldyd their runtime properties (as provided,

R122f selected, implementedhroughthe ServiceManagement andontrol AAS in
particular supported bgervicemonitoring.
R31 A container shall contain only the required components/services.i§sispported

through the service artifacts, that will be composed from the configuratiaadeh
for a certain target deployment, i.e., with the (minimal) required resources.
Automatic creation of muHiesource service artifacts is subject of the next relee

R31b Artifacts may contain optional components, which are then not execubgdional
services and their wiring is not subject of this release.

R31c, R69  Dynamic exchange of service implementationsreppredby separating service
implementation and (generated) binding against the stream processing libraey
service interfaces allowof dynamic exchange and service migration and the
operations are available through the AAS of the service management and con
component The realization of the operations was numdrt ofthis development
streanirelease

R32 Services can declare and debe typed parameters. ThgerviceManager
supporschanging these configuration parameters.
R3B-R68 A variety of security and privacy mechanisms are introduced (d=ggtine20)

which ensure relevant security dprivacy requirementsSecurity mechanisms are
indicated in the architecture but not part ofdlplatform implementation of this

release.

R73af, R79 As argued for the Transport/Connector components, we do not limit or prescri
types.

R113 In the firstplace, he ServiceManagement and the stream processing approack

are both realized in Jav&ervices realized in Java can be directly integrated witl
the stream processing and be executed in the same threads/procd2gtsn
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Requirement| Summary

Service implementations can li@egrated through generic processetasses and
the Python Service environment, so far based on comrareprocess streams.
The use of specific Python frameworks as requested in R113agsdinthe
realization of the Al service toolkit.

R132 Applicdion-specific services are supported through service interfaces as well ¢
integration of artifacts in the code generation and packaging process.

R133 Runtime support for applicationstatus of services) is providedh the
ServiceManager and the AAS

R133a The statusof servicess providedvia theServiceManager and the AAS

R133c Within the limits of the service state machinte ServiceManager and the AAS

provide means for adjusting the state of a service. In particular, functions for
activating, @ssivating and migrating services are provided and generically

implemented.
R133d No specific functionality to resolve error conditions is provided in this release.
R134c TheServiceManager supports stopping as well asmoval/disposal of services
and sevice artifacts.
R135 An operation for updating services is providat available through the AASut

the operation itselfs not implementedn this release

We conclude, that most of the basic requirements for this layer are already implementedn@eti/
functionality such as dynamic service operations or monitoring as well as security and data protection
mechanisms are subject to one of the next releases.

3.8 Resourceand Monitoring Layer

The Resourcesand Monitoring layer enables the deploymeot sewicesto (edge, server, cloud)
devices allows for overarching management of the devices anovidesaggregated monitoring
information about runningresources andgervices Moreover, the first platform components for the
overall management of resourcesamely the device management and the platform monitoring are
located in this layerWe will discuss the ECS runtime in SecBd®], the device management in
Section3.8.2and themonitoring in Sectin 3.8.3

3.8.1 ECS runtime

Flexible and heterogeneous deployment to edge, server and cloud devices is a central capability of the
lIP-Ecosphereplatform. [11] defines several requirements for the envisioned deployment approach.
Table 12 summarizes the requirementto be considered R25¢c and R25d target the (central)
management of resources and, thus, are addressed by the device management in $S&cfion

Tablel2: Specific equirements for théeterogeneous deployment (excluding configuration)

R23 Support for dynamic deployment

R24 Deployment to different types of resources/hardware

R25 Resource properties or functionalities describedfeAS

R25a AAS ofiresource shall be realized by an ECS runtime

R25b AAS of available resources must be announced to the platform
R25e Resource AAS must describe static properties

R25f R103a Resource AAS must describe dynamic properées the resource utilization, the
memoryusage or the utilization of CPU/GPU/TPU cores

R25¢g Resource AAS must contain functions for the deployment
R25h Resource AAS shall contain functions for exchanging deployment units at run
R26 Deployment to ofpremise resources
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Requirement| Summary

R27 Optional deployment to connected HEcosphere instances

R28 Optional deployment to cloud resources, e.g., Google Cloud orXGaia
R29 Deployment unit must provide an explicit interface in termswfAAS
R29a (Quality) properties and funanal interfaces of deployment unit via AAS
R29b Deployment unit AAS shall be linked to resource AAS

R29c Contained services/containers shall be made available via the deployment uni
R30 Deployment unit must be encapsulated as container

R30a Deployment units on IT level must be technologically uniform

R30b Deployment units on OT level can be technologically different

R30c Platform can support the integration of external container repositories
R31 Container shall contain only the required compots#services

R31b Containers can contain optional components

R31c Components/services in a container may be exchanged dynamically
R32 Container can contain data/models, to be configured via parameters
R33 Container can contain local data stores

R35 Sanpling rate of 2 ms through container

R36 Optional configuration of resources

R36a Writing of resource configuration

R36b Reading of resource configuration

R37 Optional remote maintenance of resources

R38R44 Security requirements

R45R68 Data protecton requirements

As described in35], each device shakxecutea basicruntime component(ECSRuntimé providing

the AAS of the devicend managing the containers in which individual services are exeduiguale
39illustratesthe design. Théundamental parts are th&®esourceUnit representing the AAS of the
resourceon whichthe runtime component is executed as well as beploymentUnit containing

the services executed on the resourdéie Service Management and Control comgratrfrom Section
3.7.3 contributes information to theDeploymentUnit , e.g., the running services and their
instantiated relationsThrough theECSuntime, the device can receive and execute commands from
the platform, such as dwnloadngor staringa containerMoreover, dfferent container technologies
must be considered and addressed in a uniform manheyugh the ECS runtime

Different waysto install such an EC&intime are possibledepending on the capabilities of the
underlying device The default approach is to provide an automatically created container with the
instantiated ECS runtime as well as one or multiple (dynamic) containers for the sergpesdihg

onthe capabilities of the device, e.g., whether a suital@esion of Java is available, the ECS runtime
could also directly be installed on a device. If in the future a resource description such as the AAS of
the ECS runtime is standardized (andBt@sphere platform is compliant with that standard), one
couldalso imagine that the device already ships with an ECS runtime (possibly realized in some other
language than Java) or it can be installed from the store of the device vendor. Measures to install,
manage and update such installations are subject to theagemanagement (Sectid8.2).
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As already emphasized fihl, 35], one fundamental basic whrfor the resource abstraction runtime

is the LNI 4.0 edge configuration usage vi2@}.[[35] subsumes and extend&3] and [L1] integrates
relevant requirements from3b]. As the need for managing resources and containers on resources, in
particular edgedevices, is known in Industry 4.0, platform3g][and also other work address this topic

in various wayslIn addition to the 21 platforms analyzed B1], also approaches like OpenHoriZtn

the IBM Edge Application Manadeor the ICPA4Life platforni25] have been researched are
availableln recent time, alsaontainerorchestrators such as Kubernetébecame popular. Although
there are significant overlaps, there are also important differences between these approachiaeand
ECS runtime iHP-Ecosplere. One main difference is the general requirement R7 that all interfaces in
the IIREcosphere platform shall be based on AAS aiming at an interoperable integration of
heterogeneous devices (based on an agreed structardéeast within IIFEcospherg Maoreover, it is
important to point out that IIPEcosphere aims at a flexible integration of components leaving the final
decision to theinstallingcompany through the configuration model, i.e., we do not make decisions
such as statically relying on Kuberegt Incontrast to existing edge management approachas
already pointed out in 35], IIREcosphere aims at supporting more sophisticated management
operations on the edgeniparticular for data paths and relatiorss discussed in Secti@?. Also
platforms have been created as part of research projects, e.g., ICP28lifelowever, not all of these
platforms are publicly available and suffer from similar overlaps and differences, e.g., the strong focus
of IIREcosphere on AS and Al.

Figure39illustrates the design of the ECS runtiomenponent.Figure3in Chaptei3 already discussed
the contexistackfor this commnent, i.e., on top of the AAS support, network management, transport
and connectors and (optionally) service layer, the ECS runtime is supposed to provide a resource
abstraction to manage the containers containing services to be executed on a resatitoe.heart

of the componenis theECSRuntimewhich acts as internal facadéfdor the ECS runtimaAS Behind
that facade, the actual operations are realizede able tawustomizehe ECS runtime for the resae

at hands. Two example devices (produced by Phoenix Contact or Lenze) are indiEégedesn, but
also aGenericJavaRuntime , which relies on an abstradcContainerManager (along with a
ContainerDescriptor , akin to the servicedescriptors inFigure 36). Partially, devicespecific
functionalityis supposed to beealized via other plugins, e.gargetsystem specific implementation

of the SystemMetrics (cf. Section 3.5.49r how to provide and access the device AASt may be
that the device is already older and does not provide an AAS. Fortisge, the ECS runtime allows
to customize the AAS origin via tiieviceAasProviderDescriptor (not shown inFigure 39),
which determines the component that returns the address of the respective device AAS (the
component may also create the AAS if needdciyrrently,three implementations of the related
DeviceAasProvider areshipped with the platforma pragmatic one @ading the AAS from a simple
Yaml file(reading manufacturer/product images from the same locatjam)implementation reading
the AAS from an AASX packagedild a multiprovider that selects the first provider (by default Yaml
or AASX) that returns anA%s addressFor the Yaml/AASX providetthe underlying information is
retrieved as classpath  resource, either asnameplate.yml /deviceldyml or
device.aasx /deviceldaasx , respectively wherebgeviceldis taken from theldProvider of the
support layer.

IIP-Ecosphere provides a plain DocK@ontainer manage(DockerContainerManagement ). As for
the service descriptors, th€ontainerDescriptor is manifested in terms of a Yaml file, which is
supposed to form the main entry point for adding a container at rumgtiire., the platform specifies a

84 https://www.Ifedge.org/projects/openhorizon/

85 https://www.ibm.com/docs/en/edgecomputing/4.1
86 https://kubernetes.io/de/

87 https://www.docker.com/
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URI pointing to the Yaml file, which indicates the name of the packaged container at the same location.
We refrained from adding the descriptor to the packaged container as this may not be permissible for
some container fanats. Acontainer manager for Kubernetesa Industry 4.0 protocols (R7, R14a) is

in development but not part of this release.
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Figure40: Example deployments to empty (left) and loaded (right) edge d@ooaments and furthedeployment nodes

representing the platform partially cropped)
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The EcsAasClient provides access to the properties and operations of the AAS of the resources
layer. To avoid adding even more visual complexityigure39, we did nad indicate the relation
betweenContainer ManagerandEcsAasClient .Both classesmplement the same interface called
ContainerOperations , which contains the basic operations@bntainerManager not requiring

the (repeated potentially inconsisteninstantiaion of) containerdescriptorsTheEcsAasClient can

be used by upstream layers to conveniently access the ECS runtime AAS.

At a glanceligure39does not indicate much monitoring support for the ECS runtime except for some
AAS poperties in ResourceUnit. As the Java service environment (cf. SBci@nprovides a generic

and extensible monitoring approach, we-degda S A G KSNB | f K2dZ3K GKS 9/ {
Thus, the ECS runtime definesMenitoringProvider as well as a regular monitoring update
operation that is started as part of the JSL lifecycle descriptor of the ECS runtime (not detgi¢gotén

39). The operations to create the AAS refer to tetricsAasCon structor  of the Java service

runtime mirroring a default set of meters of the monitoring provider into the AAS of the ECS runtime
(therefore, currently some runtime properties in ResourceUnit are realized while others appear as
omitted). Depending on futw decisions, a specific set of resource meters can be defined and applied

to both components in uniform manner.

Figure40 illustrates two potential deployments to aforementioned example devices (including AAS
server components, ddpyment interactions, a broker server and stereotypes from the
UMLsec/security profile).

The AAS fothis componentis represented byEcsAAS actually the resources suhodel already
mentioned in SectioB.7. Thissubmodel consists of th&®esourceUnit instances (corresponding to
single ECS runtimes) representing the resources and the installed/ru@oimginer instances. The
ResourceUnit offers the operations to manage containers on the respective resource. Mergo
ResourceUnit is extended by service operations if the resource offeBeaviceManager (either
installed in the same or in a different container on the same resourcdisaassedn Sectior3.7.

As forthe generic IIFEcosphere components, regression tests validate the basic operatitims BICS
runtime, i.e.,an artificial test container manager and its AAS. For the Ddukeed container
management, the regression tests utilize a small Ofeurce contaier image and exercise the
implemented operations. Akin to services, currently advanced container operations such as update
and migration are not implemented.

Experiments with containers and AAS indicate that properties and operations as expected. Riple
operationscan be executed in at maximum 5 ms runtifoesignificantly less for monitoring properties
as discussed in Secti@n7.3. Complex operations, e.g., starting a container depend on the time that
is required by uderlying operation of the container implementation, e.g., Dockirect execution on
anon-virtualizedoperating system was not necessarily befiethis regard However, this experience
strongly depends on the AAS and protocol implementation and, thust representative.

We also validated starting Docker containers via the ECS runtime and the container manager, running
the ECS runtime directly on the underlying operating system as well as running the ECS runtime in a
Docker container. For the lattea Dockeout-of-Docker (Dool3§ setup is required. Moreover, to
achieve a certain genericity of the ECS runtime container, it is advisable to mount the containers via a
folder of the host operating system into the ECS runtime container. The functiohe afontainer
management were validated on a Linux virtual machine running on a VMWare ESXi server as well as
on the Phoenix Contact ACX 31B&ntioned in SectiorB.7. As the container operations require a

88 http://tdongsi.github.io/blog/2017/04/23/dockerout-of-docker/
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certain execution time, the minimum overhead created by an A&Sed management operation is
not relevanthere.

It is important to mention, that the sizes of the Docker container depend onpilagform and
application services that are installed. An ECS runtirite & DooD setup requires a container of
around 1.1 GByte size (packed image of 444 MBytes), a service manager demands 509 MBytes (336
MBytes packed image) and a combined installation of ECS runtime and service manager into one
container 600 MBytes (286 ME:s packed image). All containers can be installed and executed
successfullevenon an AXC 3152, typically with the platform server and the central broker installed
on a server, e.g., the Linux virtual machine mentioned abd¥e. running containers imle mode
allocate roughly 200 MBytes main memory (1.4 GBytes remain free on the AXC 3152), although at least
3 JVMs (ECS runtime, Service Manager and a local broker for the seavéceshning If a simple

service chain with 2 services is started, furtd®0 MBytes are allocated by one JVM per service, i.e.,
roughly 800 MBytes to 1 GByte memory remains free on the AXC 3152. Here, dependent on the actual
load and service demands, we can envision some optimizations, e.g., to combine services with process
backends, e.g., Python into the same JVM (ensemble services) or to limiakienum memory
allocation of the involved JVMs adequately. For the latter, the platform configuration model allows
settings for the platform services as well as for individualliappon serviceswhich are turned into
executable artifacts by code generati¢sf. Sectior®).

Tablel3: Review ofealized” requirementsdr the ECS runtimesmponent.

R23 The ECS runtime provides the basis for dynamic deployment Wihigsactual
deployment unitsare packageduring code generation for the configuration
model Automatic creation of containensas startel but the realization is not
completed

R24 Generic and specific implementations of the ECS runtimeasasupporing the
deployment to different types of resources/hardwai®o far, we provide a generi
ECS runtime in Java with a default container manégeDocker

R25 Common functionalities of the resources (as well as service operations) are
defined in the AAS of this componeiithe AAS also reflects the monitored
resource meters of an ECS runtime instance.

R25a TheAAS ofiresourceisrealized bythe IIREcospherdCS runtime

R25b The AAS can and shall be deployed to a central platform AAS, in particular to
integrate with the service management operatiofifiis may have to be
complemented with a registration function in the resource/device mamesg (cf.
Section3.8.2.

R25e Basic static properties are provided such as resources hosting a container.

R25f, R103a The AAS also reflects the monitored resource meters of an ECS runtime insta
More spedfic meterscan be added through the system metrics plugin

R25¢g Resource AAResourceUnit ) definesfunctions for the deployment

R25h Resource AAResourceUnit ) doescontain functions for exchanging deployme
units at runtime but the functionalityd currently not implemented.

R26 Deployment to oppremise resourcess supported bythe ECS runtime

R27 Optional deployment to connected {Heosphere instancésintended for the third
development stream and, thusirrently not realized.

R28 Optiond deployment to cloud resources, e.g., Google Cloud orX3si@onsidered
in the third development stream and, thubjs requirement igurrently not
realized.

R29 The eployment unit providean explicit interface in terms @nAAS
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Requirement| Summary

R29a

Functionalinterfacesas well as quality propertiesf a deployment unitare
provided via AAS

R29b

The eployment unit AAS linked tothe resourcesub-model and the services suk
model.

R29c

Contained services/containesse availablethroughthe deployment unitAAS

R30

A deployment unitisencapsulated as containgn particular the services are
encapsulated in artifacts to be deployed individually into containers

R30a

Deployment units on IT levehallbe technologically uniforpthrough the general
use ofDocker containersTheContainerManager supports the exchange of the
respective implementation/integration.

R30b

Deployment units on OT level can be technologically differieut we aim for
Docker as the default technologyheContainerManager supportsthe
exchange of the respective implementation/integration.

R30c

The patform can support the integration of external container repositori€se
ECS runtime allows to obtain containers via an URL, which may point to an e»
container repositoryContaner repositories are not part of this release

R31

A ontainer shall contain only the required components/serviasgliscussed in
Section3.7. This depends on the packaging, for which an automated approach
not part of this release.

R31b

Artifacts maycontain optional componentsvhich are then not executeas
discussed in Sectidh7. This depends on the packaging, for which an automate
approach is not part of il release.

R31c

Components/services in a container may be exchanged dynamasadiypported
by the service management in Secti®a. However, this functionality is not part
this release.

R32

Container carrontain data/modelsThese are artifacts in the containers and
respective (typed) parameters are offered by the servifeSection3.7. So far,
the packaging of further resources is not realized.

R33

A ontainer can contain local data storés terms of servicesf. Section3.7). Data
stores are not part of this release.

R35

AAS operation/access speed in containers was around Amsnpling rate of 2
ms througha containeris plausible, but must be shownfuture experiments

R36

Qonfiguration of resourceis part of device managementurrently notcompletely
realized and intended for a later development stream.

R36a

Configuration of resourcespart of devie managementcurrently notcompletely
realized and intended for a later development stream.

R36b

Configuration of resourcespart of device managementurrently notcompletely
realized and intended for a later development stream.

R37

Remote maintenane of resourceis part of device managementurrently not
completelyrealized and intended for a later development stredrhis can
potentiallybeintegrated with container orchestrator operations.

R38R44

Security mechanisms are indicated in the aedtiire but not parof the platform
implementation of thigelease

R45R68

Data protection mechanisms are indicated in the architecture but not painieof
platform implementation of thiselease.

We conclude, that basic requirements for this layer ianplemented. However, in comparison to the
service management, connectors or transport component, in this component more advanced
functionality is dependent on the automatic creation of containers or the device management. These

components are scheduledif future releases.
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3.8.2 DevicéResourceManagement

The device managemenhall support and ease the administration of devices, i.e., compute resources.
As stated above, e.g. along with the ECS runtime in Se&8oh the notion of devices in HBcosphere

is rather broad as it involves edge, cloud and-fmemise) server deviceErom a practical point of
view, the scope includes all devices that potentially can run an ECS ru(iticieding the IT
infrastructure fom [35]) and/or a Service ManageAlso,different forms of installation for an ECS
runtime as discussed in Secti8r8.1are subject to the device managemeiitis important to recall

that following [35], Indudry 4.0 field devices such as machines are out of séopthe IIREcosphere
platform.

From [L1] we know that the main requirements for the device managem@stsummarized ifiable

14) refer in particular to the Device Description Store", the "Device Configuration Tool" and the "ECS
runtime" introduced in [35]. This includesthe abstraction of vendor dependencies (R25.a)
on/offboarding (R25aand device management (R25b). Common management functidgrish are
neither listed in 1] nor [35], e.g, mechanisms forhuman interactions (acknowledgements),
management techniques such as device templates or import functions for "asset data proveirs" [
are desirable, but also well covered by existing platfor®id [Thus, in L1, 35] it was intentionally left
open, whether the IIHEcosphere just focuses on the essential capabilities mentionetiljr8%] or
provides also additional useful capabilitie®lease note that quality requirements regarding data
processing tire limits, e.g., soft realtime, do not apply to management operations of the device
management.

Besides this freedom, there are requirements that also prescribe dbeign of the device
management. One important requirement is R7 which requires the us@&8ffar the interfaces of all
layers/components in the It1Ecosphere platfornOn the one sidgthe device management must take
the information in the platform AAS on available resources into account and use the operations
provided there to manage resourcebe., this component can require its own operations in the
resources sumodel elements collections described in Sect®8.1 On the other side, the device
management shall provide relevant own additional mgg@ons (such as onboarding, selection of device
templates) to upper layers such as the user interface of the platfoivihere adequate, lese
operations shall be parameterized with the resouidentifier from the resources suimodel (cf.
Section3.8.1). The functionalityof the device managemeiinfluenced by given informatiofthrough
AASevents$® and polling R1), but may also directly influencthe resource sutimodel elements
collection, e.g., adding/remong devices (potentially requiring subsequent operations, e.g.,
shutdown'migration of containers or services)

Moreover, thedevice management must take the virtual character of theBtBsphere platform into

account (cf. SectioB.1). Therefore, it is mandatory that the device managemisrdable tooperate on

Ydzf GALIX S ' { 2F GKS &iNHzOGdz2NB RS asnydtan d4Sofithe (1 KA &
IIP-Ecosphere platform. This allows taking otherftBsphere platform instances as well as underlying
mappedin platform instances into accountowever, it is important to understand that access to

these further AAS may be restricted, e.g., management operations are not allowed to be executed.
This may beepresented in terms of missing operations or AAS access limitétions

89f possible, the componemhay rely on change events of the AAS implementation. However, in BaSyx events
are currently in realization and, thus, not yet reflected in the AAS abstraction introduced in SeBtidhus,

the component design shall foreseeent-based change notifications as well as (potentially less efficient)
polling/scanning of the respective AAS structures.

90 Currently, security and access restriction mechanisms are not (fully) in place in BaSyx and, thus, not reflected
in the AAS abstrgion introduced in SectioB.5.
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Primarily, for the device management Java 1.8 compatible libraries shall be used, although this
constraint may be relaxed for this component as it will be utilized in the central tallat®n.
Regarding security (R3844) or data privacy (R45%68) this may include the exchange/installation of
encryption keys or certificates during onboarding.

Tablel4: Specific requirements foedice management (in additioo the general requirements Fable2, Table3)

Requirement| Summary

R25 Resources must be represented as AAS

R25a Properties/functions of the ECS runtime must be represented as AAS
R25b AAS of available resources must be announced to the platform

R25¢c Platform must manage the available resources

R25d Platform can offer procedures to facilitate the resource management
R27 Optional deployment to connected HEcosphere instances, i.egvice

managemenmust be designed transparently and equipped with appropriate
access mechanisms

R28 Optional deployment to cloud resources, e.g., Google Cloud orXGaia

R36 Optional configuration of resources

R36a Writing of resource configuration

R36b Reading of resource configuration

R37 Optional remote maintenance of resources

R40 The platform must provide the usual security mechanisms like RBAC and TLS

R41 The security mechanisms shall be integrated with common directory services.

R43 Safety mebanisms must describe their quality properties and their callable
functions

R45 The data platform must provide fair and lawful processing of personal data

R47-R49 For processing personal data, data subject, legitimate purposes, adequacy, al
storage timemust be specified

R50 The platform must identify different categories of personal data

R51 The platform must ensure deletion, blocking, and authorization of personal da

R55 The platform must provide ways to object to the direct marketing of persdatd

R57 The platform must offer possibilities to object to the decision support based or
automated processing of personal data

R136a The platform shall provide an update functionality for the ECS runtimes

For the device managemenfurther existng components could béelpful, e.g., an 1oT device
management approach (to be frontended by AAS), a secure console (R37) or a storage for binary
images (R36a, R36b, R136Gajliscussion of potential components in the scope of the requirements
for the resaurce management is provided by Pidun2id][ There, for the l0T device management, two
components are discussed, namely DeviceHiemd ThingsBoafd The specific capabilities of
ThingsBoard, such as softwaveerthe-air, firmwareoverthe-air, the broadrange of supported
protocols, an Angular user interface that could help realizing an optional user interface for the IIP
Ecosphere platform as well as a higher development activity imgbenttime led to the suggestion

of integrating ThingsBoard as oad#iernative technology into IHEcosphere. For the binary storage,
MinlC?® and OpenStack Object Store Sififivere compared. Here the support for the de facto
standard S3nade the difference and MinlO was suggeste®@if.|

91 https://github.com/devicehive

92 https://github.com/thingsboard/thingsboard
93 https://github.com/minio/minio

94 https://github.com/openstack/swift
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Fgure 41: Device management (comments cropped)
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The architecture of this component fols the architecturalsuggestios in [27]. An overviewis
depicted in FHgure 41. The component offerawo AAS interfaces, a southbound interface in
DeviceRegistryAas , and a northbound interface iDeviceManagementAas The southbound
interface is intended to enable a se#gistration of devices and to notify the platform that they are
available (heartbeat)This involves soalledManagedDevice instances, which bridge between the
ResourceUnit from Sectiorn3.8.1and specific information required by the underlying management
approach, e.g., a different secondary d=vid. The northbound interface provides device information
to higherlevel components in the {Bcosphere platform.

At the core is thddeviceManagementinterface, which is composed of operation interfaces covering
different aspects indicated by the regaments, such as resource configuration, remote management
or firmware operations. The separation into different interfaces allows for a unified handling of
implementation, AAS (client) and testing. TheviceManagementimpl class unifies these interfaces
(by delegation) and implements a default remote management approach via Secure Shell (SSH) based
on temporary sessions creatég requeston trusted, registered devices. To rely on an existing, mature
implementation, the communication is performed here \B8&%H streams rather than AAS (due to
performance issues) or the transport layer (a pair of channels might be used for this pyidts®)gh

SSH may impose issues to Windows devieagher parts of this component are the device registry
abstraction andhe storage abstraction. For both parts, the implementation is left open here and can
be realized by alternative components, e.g., ThingsBoard, MinlO etc. As usudtdodfihere, these
parts definespecificinterfacesto the abstracted functionality, dLS descriptor to create a concrete
instance for the interface as well as supporting classes like AAS client implementatgpeific AAS
client class EcsAasClient ) offers access to an extension of the E@8ime from Sectior8.8.1to
create a remote SSH endpoint on demand.

As indicated ifigure41, for a specific setup, the device managmt offers the following alternatives:

9 ThingsBoardas central management compone ThingsBoard ships with load balancing
mechanisms,an own selection of internal protocahnd frequently is setup via Docker
containers. It must be installed separately in addition to server components.

9 basicRegistras a simple, imemory implementatiorof the device registry interface. Can be
used instead of ThingsBoard, but does not provide a user interface or persistency mechanisms,
i.e., can be used for test setups.

f MinlOcallsitselfasthewada FlF aidSid 2062500 a2 NJItdsstupos NS NI
the server sideHowever, MinlO is licensed since April 2021 under AGPL, i.e., only an optional
integration is permissibland it might not be the primary choice for {Eosphere installations

1 S3Mockis a Java/Scallaased object storage servfor testing S3 implementation$n contrast
to MinlO, it can be used without license limitations (MIT licenpedvides access via the
Amazon S3 interfagebut accepts any authentication, i.e., can be used for test setups. In
contrast to MinlO, the S3Mikintegrationcontains an IIFEcospherdifecycle descriptor and,
if the setup includes a storage server section, starts also a local storage installatithe (on
central IT side).

It shall be noted that due to usage of the wkllown S3 protocol/interfae for the object storage
(although the individual technical interfaces of S3Mock and MinlO differ), the object storage
integrationscanact as storage connectors to storagesated in a clou@nd accesses can be directed

to a cloudif stated in the compoent setup

The device management component supports a simple on/offboarding procasently without
manual approval of the operationH explicit on/offboarding is enabled (by default, this is currently
not the case to ease development), a device maesexplicity onboarded or offboarded. This may
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lead to the exchange/removal of security certificates or encryption keys. On devices, that were not on
boarded, the platform may not execute operatiorideither exchange of security information nor
denial d operations are currently implemented.

The functionality of the device management hasibgalidated through many fingrained test cases,

see also 27]. There, he performanceof the direct execution of individual device management
operations using the AingsBoard device registry and the MinlO S3 connector have been measured
and takein average 8170 ms. If the operations are executed via the device management AAS sub
models, theoperations take in average 2204 ms.

Tablel5reviews the realized requirements for the device management components.

Tablel5: Review of realizédrequirements for thelevice managemerdcomponent.

Requirement| Summary

R25 Resources are represented as AAS (cf. Segtibh). Managed devices are
represented by their own AAS entities.

R25a Properties/functions of the ECS runtime must be represented as AAS (cf. Sec
3.8.1). An extension for device management is provided.

R25b AAS of available resources must be announced to the platform through the de
management onboarding process.

R25¢ Platform managsthe available resources

R25d Platform can offer procedes to facilitate the resource manageme@urrently, no
additional management mechanisms like templates are realized.

R27 Optional deployment to connected HEcosphere instance®ther platform
instances can hook in although a platform instance claasific is currently not
provided.

R28 Optional deployment to cloud resourcean be realized through remotely installe
ECS runtime and via the S3 storage connecidris requirement is currently not
validated.

R36 Resources can be configured through thevice management.

R36a Writing of resource configuratiois supported by the device management.

R36b Reading of resource configuratismsupported by the device management.

R37 Optional remote maintenance of resourcsssupported by the device
management through its SSH approach.

R40 The platform must provide the usual security mechanisms like RBAC afd.$LS

depends on the installation of the AASBAC is currently not supported, only
simple authentication.

R41 The security mechanisms shall béegrated with common directory services
which is currently not implemented.

R43 Safety mechanisms must describe their quality properties and their callable
functions

R45 The data platform must provide fair and lawful processing of personal data

RA7-R® For processing personal data, data subject, legitimate purposes, adequacy, al
storage time must be specified

R50 The platform must identify different categories of personal data

R51 The platform must ensure deletion, blocking, and authorization cfqued data

R55 The platform must provide ways to object to the direct marketing of personal c

R57 The platform must offer possibilities to object to the decision support based or
automated processing of personal data

R136a The platform shall prade an update functionality for the ECS runtiméhis is
partially supported through the S3 store but currently not validated against the
runtimes.
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3.8.3 Monitoring

Service execution shall be monitored, in terms of resources but also in terfosiafonaity, e.g.,
through application specific probes and alertherefore, the IIEcosphere platform foresees a set of
generic builtin monitoring probesdf. SectiorB.7) as well as applicatiespecific probe extensions that
commuricate their information via topic streams to one or multiple monitoring information
aggregatorsin turn, aggregatorprovide their state to upper level layers. Also (applicatipecific)
alarming via specific streams shall be supported addition to thke service monitoring, the WP
Ecosphere platform shall also monitor resources via the installed ECS runtimes and also the execution
of the ECS runtime

While theprobingof the individual services or ECS runtimes/resources happens on the devices (and
thus belongs to Sectior8.7 or Section3.8.1, respectively), the main task of this component is to
aggregate the information on IT infrastructure level (sd¢s0 B5]). The aggregation of the received
values shall follow existing guidelines, approaches, relevant standards or nor#9.iAs the 1P
Ecosphere platform shall operate across a plethora of resources (and connected or underlying
platforms and their resources, if available), the monitoring comgrd shall foresee (optional)
hierarchical aggregation to distribute the input load and to increase the efficiency.

Tablel6 summarizes the basic requirements for the monitoring component frbih [These focus on
devices/resources, services and alarming/alerits generic or applicatiecepecific fashion (e.g.,
through specific monitoring services hooked into the data processing ch@im for the device
management one important general requirement is R7 whichlequests the use of AAS for the
interfaces of all layers/components in the -BHeosphere platform. On the one side, thwnitoring
must take the information in the platform AAS on available resources into account and use the
information providedby services iad resourceshrough their local monitoring. Thisomponentmay
require further propertiesthan those, e.g.,described in SectioB.8.1 On the other side, the device
management shall provide relevafaggregatedlinformation andown operationsto upper layers such
as the user interface of the platforniThe functionalityof the monitoring componentrelies on
underlying information(through AASevent$® and polling, R11)n the servicesfesource submodel
elements collectioa However, due to potentigberformance issues of the AAS approach, for urgent
alarms/alerts also a second path via the Transport component may be adequate.

As described for the device managemgthie monitoring componenmust take the virtual character
of the lIREcosphere platform into account (cf. Sectidrl). Therefore, it is mandatory that the
monitoring is able t@perate on multiple AAS of the structure describedhiis document rather than
2y dedzalié GKS aA-Hcaspheré plafform. THis albows takikgSothdrEEdsphere
platform instances as well as underlying mapsedlatform instances into account. However, it is
important to understand that acas to these further AAS may be restricted, eagcess to information
is limited This may be represented in terms of misgingpertiesor AAS access limitatiols

Tablel6: Specific requirementsif monitoring (in addition to the general requirementsTiable2, Table3)

R4d Execution of services must be supervised/monitored.

R4e Service monitoring shall be paneterizable

R4f Service monitoring shall be realized by applicatpecific services

R25e The AAS of the resource must describe static properties of the resource

R25f The AAS of the resource must describe dynamic properties of the resource

R46 The cdlection of personal data must be for specified, clear and legitimate
purposes

R53 The platform must provide a mechanism for notifications regarding rectificatiol

deletion, blocking, and leakage.
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Requirement| Summary

R63 The platform shall provide a mechanism to capturerysévacy and security
requirements

R118a The platform shall provide warning and alerting services to the Al toolkit.

R122 Based on the configuration model, the platform shall be able to decide on the

optimal use of Al methods, i.e., reflection of momitw information into the
configuration model is needed.

Primarily, for the monitoring component Java 1.8 compatible libraries shall be thié®dpnstraint can

be relaxed for the central monitoring components. As first (alternative) monitoring comgomen
decided for an integration of the Prometheus senace resourcanonitoring approact{open source,
Apache LicenselPrometheus is based on gathering data from HRES Bervers exposing monitoring
endpoints, allows for configuring evaluation rulestba gathered data, stores the data in a time series
data base and exposes the aggregated informagigain as HTTP/REST service endpoints (including an
alert manager)However, direct HTTP access across all resources in a production system may not be
permitted, i.e., some intermediary representation might be required.

One approach could rely on directly reading out the platform AAS, the devices and services AAS or
submodels. Initial experiments using BaSyx as backend for sbassd Ul (cf. SectioB.13 are
promising. Here, standardized submodels (as started by the IDTA for a resources submodel) could lead
in the future to existing, reusable components for AAS based scraping of monitoring information, and,
thus, could ease the effort of integrating such monitoring systems.

An alternative approachas illustrated irFigure42, is to provide the monitoring information through

the transport layer as envisioned id]][ For Pranetheus, this is then similar tapproacles allowing
Prometheus to monitor resources ovaetwork borders,where a firewall or a gatewaprovides a
proxyingservicé®, whichcollects alrelevantinformation in the subnebn behalf of Prometheuand

offers the collectedinformation on individual endpoints to the scraping process of Prometheus.
Although this requires an additional server process in the Prometheus case, it also allows for the
flexible integration of other monitoring systems, as the data isvfoled independently and just must

be translated into a format that can be understood by the respective monitoring system, e.g., a
transportto-MQTT translation that feeds information into the monitoring component.

In our case, the integratiorof Prometheudnto the IIREcosphereplatform receives the monitoring

data of individual resources via transport communication, exposes this information in an own (local)
web server and adjusts the Prometheus configuration so that new devices are considered forgscrapin
via the (local) web servelhe implementation of such a metrics exporter is prepared in the generic
IIP-Ecosphere monitoring component, while the Promethapecific integration is done in the
alternative Prometheus integration componeiithe Prometheusitegration component also contains

the Prometheus binaries for Windows and Linux as well as an own lifecycle descriptor that starts and
shuts down PrometheudVithin this lifecycle, a bridging metrics exporter as well as an alert monitor
are started. Wause the Prometheus alertmonit¥fr(Apache License) as the Prometheus client library
does not provide support for alerts. The alertmonitor scrapes the alert manager HTTP API of
Prometheusn regular fashiomand turns alerts into alert instances of the traasplayer (alert stream,
seeTable25in Sectior8.1). The setup of Prometheus i®fined in the configuration model and the
setup information is generated during the diatm instantiation procesPart of this setup is also the

9 https://github.com/pambrose/prometh@s-proxy
9 https://github.com/matjaz99/alertmonitor
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information, whether we rely on an installed Prometheus server betwer we have to start the
included binaries.

The monitoring componentlefines an owrAASsuomodel, whichcurrently consiss of alist of recent
alerts Individual, aggregated monitoring valuas well as changes of monitoring rules will be subject
of the next releases

Ultimately, he Prometheus monitoring component is configured and integrated through the
configuration model andte platform instantiationHowever realizing the bridging approach requires
careful handling of the embedded Tomcat webserver, as otherwise in particular our default test broker
Apache Qpidmay throw NullPointerExceptions when the Tomcat instance creaseserver
contexts. This would significantly limit the flexibility of choosing transport protocols in the platform.
The current approach works with a single root context, into which a default metrics servlet and one
servlet per device in an HEcosphere pldbrm installation are added. The default metrics servlet is
added statically when the server instance is created, the device servlets upon status messages of the
platform. Further evaluation also of the performance will be subject to further work / release

However, BaSyx, Spring aihe Prometheus integration differ in the versions of the Servlet container
Tomcat that they require. While BaSyx is still on version 8.5, Spring and the Prometheus integration
rely on 9.0. Running both in the same JVM isantty not possible. For this purpose, tipatform
instantiation creates an own monitoring component that can be executed besides the platform
services. Moreover, thérometheus monitoring component defines three lifecycle profiles, the
complete Prometheusntegration, only Prometheus or only the integratioldhen theBaSyxeam

solves the known problems with theéliomcatinstantiation,we may abandon the creation of an own
component and rely on ly atme lifecycle profiles

Table20 summarizes the state of realizing the requirements for the monitoring approach.

Sytembdontonng e T
syctem sate Bekow th there sy be ane o muiple ptentaaly

Figure42: Monitoring (comments cropped)

Tablel7: Review of realizédrequirements for thenonitoringcomponent.

Requirement| Summary

R4d Execution of servicds be supervised/monitored.

R4e Service monitorings parameterizable via monitoring rules and applicatspecific
monitoring services, which can offewn parameters
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Requirement| Summary

R4f Service monitoring shall be realized by applicatipecific servicesGeneric
monitoring probes, e.g., for throughput are integrated automatically by the
platforminstantiation Further generic resource monitoring probes are providec
by used libraries, e.g., Spring or the Prometheus Java clikatinterface oprobe
serviceds defined and implementations can be based on the alert format defin
by the transport component

R25e The monitoring component providean own AASwhich buids up a dynamic
structure.Currently, the focus of the AAS is on monitoring alegther than
aggregated monitoring values

R25f The monitoring component provides an own AAS, which builds up a dynamic
structure.Currently the focus of the AAS is on nitwring alertsrather than
aggregatedmonitoring values

R46 Themonitoring approach does not collect personal data.

R53 The monitoring approach does not collect personal data.

R63 The platform shall provide a mechanism to capture user privacy andtgecur
requirements

R118a The interface of probe services is defined and implementations can be based
the alert format defined by the transport component

R122 Currently, the monitoring information is not reflected into the configuration mo

3.9 Storage Scurity and Data Protection Layer

TheStorage Security and Data Protection Layer is responsible for managing security aspects of the IIP
Ecosphere platforrhased on the platform configuratiofior offering securityenhanéngservices (such
asanonymizdion or pseudonymizationps indicated irFigure43, but also for secure integration of
(encrypted) data lake®r clouds As discussed in Secti8ril, the purpose of this layer is not to realize
typical crosscutting security mechanisms, which will be subject to the security discussion in Séction

Table22. summarizes the specific requirements for tB@rage Security and Data Protection layer.
We do not focus on the configuration aspects (R40a, R40b, R41a, RARGR4E4R65adere,as we do
so laterin the discussion of the Configuration Layer in Se@idid

Tablel8: Specific requirements ftine Storage, 8curity andData Protection layer
(in addition to the geeral requirements ifable2, Table3)

R38 Use of services only for authorized persons.

R39 Personal data is only changed by authorized persons.

R40 Commonsecurity nechanisms, such as RBAC or TLS.

R41 Integration with common directory services, e.g., LDAP

R41b If no directory service is available, a mechanism for managing user accounts |
be provided.

R43 Safety mechanisms must describe their (quality) propesdias callable functions
as AAS.

R43a The AAS shall describe the respective impact on the performance.

R43b Selected security mechanisms shall be deployable.

R45 The platform must provide fair and lawful processing of personal data.

R46 The collection bpersonal data must be for specified, clear and legitimate
purposes.

R47 The platform shall avoid the processing of personal data as much as possible

R47a Applications running on the platform shall avoid processing personal data as r
as possible.

R47b Models used on the platform shall be protected against privacy attacks.
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Requirement| Summary

R48 Sore personal data in a form that permits identification of data subjects for no
longer than is necessary for the purposes for which the data is processed.

R49 Process perspal data adequate and relevant to the purpose and limited to wha
necessary for the purposes of the processing.

R49a Applications shall proceggrsonaldata adequate and relevant to the purpose ar
limited to what is necessary for the purposes of firecessing.

R50 Identify different categories of personal data processing.

R51 Ensure the authorization, deletion or blocking of personal data.

R52 Store personal data in a structured, common and machéselable format.

R53 Notification mechanism forectification, deletion, blocking, leakagé personal
data

R54 Ensure possibilities to object to the processing of personal data.

R55 Provide ways to object to the direct marketing of personal data.

R56 Provide optiongo object to the transfer of pesonal data to third parties.

R57 Offer possibilities to object to decision support based on the automated
processing of personal data.

R58 Support the detection of personal data breaches and thegporting todata
subjects.

R59 Ensure authorization wltregard to access to personal data.

R60 Provide privacy principles when consent is required for the processing of pers
data.

R61 Enable users to control their personal data requirements.

R62 Facilitate the assessment of data protection impact assest to identify threats
and risks in the processing of personal data.

R63 Provide a mechanism to capture user privacy and security requirements.

R64 The privacy mechanisms shall anonymize the information in specified data fie

R65 The privacy mechdsms shall detect and anonymize personal data contained ir
free text.

R66 Pseudonymization shall keep pseudonyms in the system only for the time actt
needed.

R66a After the timeof needhas expired, a new pseudonym shall be assigned to the
same peren.

R66b The purpose and scope shall be aligned with the operating agreement when
internally.

R66C Pseudonymization shall be applied in case of external use only after the cons:
the person concerned.

R67 The platform shall capture and clasginerated cookies or similar identifiers
stored on end devices.

R68 The platform shall provide the possibility of automatic deletion of such (R61)

identifiers, as well as deletion at the request of the user.

3.9.1 KODEX platform service

The privacy enhancingervice in this layer integrates the KODEX privacy and security engineering
toolkit®” by KIPROTECT into the-B&bsphere platform. Currently, we focus tmo alternative
integration forms, one via command line streams i.e., as shown in Figure 43
(AbstractStringProcessService from the Java service environmé@ras well as a REBased
alternative It is important to mention that KODEX is a generic tool that requires some form of setup
to operate on the incoming date the intended manner. Thus, KODEX acts here as a blueprint for

97 https://heykodex.com/ https://github.com/kiprotect/kodex
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rather generic data services in the-Beosphere platformit is interesting to mention thaKODEXs
realizedin GO, i.e., not in Javand it was the firsexternd data processing servigategrated into the
[IP-Ecosphere platform. To cope with the genericity of KODEX, some design decisions were made for
KODEX that apply analogously to other external services:

1 TheKodexService is parameterized over the incoming and outgoing data typedransfer
data instances correctly to KODEX, respective type translators (the more generic form of a
Serializerprerequired. These type translators shall be provided by the utilizing code, e.g., a
Spring Cloud Service node generated from the configuratimdel, which collects the
knowledge about incoming and outgoing types of all service chains of all applications on a
certain [IPEcosphere instance.

1 The customization of KODEX happens in terms of certain files that specify the data model. Akin
to the typetranslators, the contents of these filege determined upon integration into a
service processing chain and shall be generated from the configuration nitesle files shall
be packaged into a ZIP archive (named according to the using node in the s#wiic)and
stored in the service implementation artifags specified in the respective process part of the
service deployment descriptor, which is also contained in the service implementation artifact.
When starting the service node, the deployment dgstor is consulted, the artifactare
extracted and the customization filemre placedinto the home directory of the process
implementing the service, here KODEX.

1 In the (extracted)home directory of the process, also the service implementation must be
located,i.e.,in the KODEX caglee operatingsystem specific binaries. Such implementation
files shall be packaged intocad A y I N ZAPartifact@riifeployed along with the service
integration code, hereKodexService . When integrating the generic séce code into a
service chain, the Maven identification of the service implementation, here KODEX, is known,
andso isthe deployed implementatioithere binariesfor different operating systemsDuring
automated instantiation/integration, K S a 0 A WP I idNjfaékagetk Linto the service
implementation artifact and namerkspectively so that it cabe extracted upon service start
along with the customization files as described above.

1 Upon code generation of the Spring nadéurther customizations may happee.g.,service
specific customization files could becated

Further integrations, e.g., using the REST API of K&P&ill as a performance comparison among
different forms ofthe integration are currently being conductedinitial results confirm thaREST
outperforms command line streams on Windovior example, processing a batch of 1000 tuples,
windows with command line streams takes 15 ms per tuple in average, REST on Windows 0.22 ms,
command line streams on LinuxdIms andRESP® ms on Linux.

Regading licensest is important to mention that at the point in time of writing this document, KODEX

is licensed under AGPHowever, viral AGPL rules do apply to binary code, i.e., using the KODEX
binaries with respective credits does not taint the licerlanitations of IIPEcosphereMoreover,
KODEXs only integratedif it is explicitly used as a service in an application anlgt becomes active
when the respective service chain is started.

3.9.2 Data lakes / Data bases

Work on data lakehasjustbeen stared, i.e., the KODEX integration is currently the only component
that is contributed by theStorage Security and Data Protection Layer to this reled@ecursor work

in BMBF HAISENMab on the performance of various time series data bases (e.g., Infoesdale,
etc.) as well as discussions with partners on their experiences gives an indicatipotdatial
candidates to be integrated
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Tablel9summarizes the realized and open requirements for $terage Security and Data Protection
Layer.As indicated in that table, many of the security and privacy requirements are still open while
some are fulfilled, e.g., through the integration of KIPROE®EKO

Tablel9: Review of realizédrequirements for thé&torage Security and Data Protection Layer

R38 So far, the platform does not provide authorization mechasis
R39 So far, the platform does not provide authorization mechanisms.
R40 Some components like the transport connectors exhibit settings for enabling T

This is currently not managed through tBorage Security and Data Protection
Layer, the configration or the device management. Currently no mechanism fc

RBAC exists.

R41 Currently, there is nmiegration with common directory services, e.g., LDAP

R41b Currently, there is nmechanism for managing user accounts.

R43 Currently, there is no AA& this layer

R43a Currently, there is no AAS for this layer

R43b Selected security mechanisms shall be deployahig, the KODEX service.

R45 Currently there are no mechanisms [foovide fair and lawful processing of
personal data.

R46 Currenty, there are no mechanisms to handle that todlection of personal dats
only forspecified, clear and legitimate purposes.

R47 The platform shall avoid the processing of personal data as much as possible

R47a The design of applications is out okthcope of the platform

R47b Modelsare currently noprotected against privacy attacks.

R48 Currently, data is not stored.

R49 Currently, there are no mechanisms to ensure gesonal datads processed

adequate and relevant to the purpose and lirdite what is necessary for the
purposes of the processing.

R49a The design of applications is out of the scope of the platform.

R50 Currently, naategories of personal data processarg identified

R51 Currently, nauthorization, deletion or blockinof personal dataés supported
R52 Currently, no data is stored
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Requirement| Summary

R53 Currently, there is no notification mechanisagarding rectification, deletion,
blocking, leakage.

R54 Currently, there are npossibilities to object to the processing of persatzé.

R55 Currently, there are nways to object to the direct marketing of personal data.

R56 Currently, there are noptions for objecting to the transfer of personal data to
third parties.

R57 Currently, there are npossibilities to object to the dision support based on the
automated processing of personal data.

R58 Currently, there is ndetection of personal data breaches and their communicat
with data subjects.

R59 Currently, there is nauthorizationmechanism

R60 Currently, there are nsuppoted privacy principles when consent is required for
the processing of personal data.

R61 Currently, there are no means taable users to control their personal data
requirements.

R62 Currently there is nassessment of data protection impact assment to identify
threats and risks in the processing of personal data.

R63 The KODEX service is anechanism to capture user privacy and security
requirements.

R64 The KODEX serviaaonymizainformation in specified data fields.

R65 The KODEX setei cananonymize personal data contained in free text.

R66 Pseudonymization shall keep pseudonyms in the system only for the time actt
needed.

R66a After the time has expired, a new pseudonym shall be assigned to the same

R66b The purpose ahscope shall be aligned with the operating agreement when us:
internally.

R66C Pseudonymization shall be applied in case of external use only after the cons
the person concerned.

R67 The platformcurrently does not storeookies or similar ideriters stored on end
devicesThis may apply to an extension of the device management.

R68 Currently, bhe platformdoes notprovide the possibility of automatic deletion of

such (R61) identifiers, as well as deletion at the request of the user.

3.10 Reusabldntelligent Services Layer

On top of the layers discussed before, the Reusable Intelligent Sebagemprovides Al mechanisms
in reusable and configurable mannend integrates received/monitored datawith additional
information such agroductorder information or floor plans to provide further valuable input to the
Al In this section, we briefly discuss tlspecific requirementsSection3.10.J), the integration of
RapidMiner RTSA as Al platform servigection3.10.9, further service candidates ahead (Section
3.10.3 as well aghe planning foran Al toolkit(Section3.10.4.

3.10.1 SpecifiRequirements

This section lists the specific requirements for the Reusable Intelligent Services Layer. It is important
to rememberfrom [11] that the adual realization of this layer / the Al toolkit is not part of the
responsibilities of the core platfort@eam rather than of all IlEcosphere partners, e.g., the partners

in the AtAccelerator. However, the work of the Think Tank Platforms provides tieieal framing

for the Al toolkit, which shall follow the requirementsTable22.
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Table20: Specific requirements ftne Reusable IntelligérServices layer
(in addition to the generalquirements irrable2, Table3)

Requirement| Summary

R110

Definition of interfaces for relevant Al components in industrial production.

R110a

Interfaces must be realized as AAS.

R110b

AAS interfaces must describe functional and quality aspects.

R111

Al toolbox must be extensible

R112

Elements of toolbox shall be distributable

R112a

Parameters of the elements shall be defined in the configuration model.

R112b

Properties of distributia shall be defined in the configuration model.

R112c

Distribution shall be subject to restrictions for individual elements.

R113

Al toolkit shall support Al components in common programming
languages/environments

R113a

Support for Python, Pandas/Nump@nime, Scikitearn, Tensorflow and
RapidMiner

R113b

Support for a middleware for agent management basednenndustry 4.0
language

R114

Provide relevant Al methods common in/suitable for production

R1l4a

Al methods shall be generic, parameteriteand adaptable.

R114b

Al toolkit shall support Transfer Learning.

R11l4c

Al toolkit shall support Reinforcement Learning.

R114d

Al toolkit shall support simple statistical procedures for decision making.

R1l4e

Al toolkit shall support neural networks.

R114f

Al toolkit shall support time series classification.

R114g

Al toolkit shall support anomaly detection.

R114h

Al toolkit shall provide methods for state detection.

R115

Al toolkit shall support Al models in standardized formats.

R116

Al toolkitshall support preand postprocessing of data

R116a

Pre and postprocessing procedures shall be generic, parameterizable and
customizable.

R116b

Al toolbox can provide feature design / digital signal processing services (ban
filters, FTF transfons, running RMS)

R117

Al toolbox and the Al methods included shall provide transparency and tracea
about their decisiormaking

R118

The platform must provide central services to the Al construction kit.

R118a

The platform shall provide warning aaterting services to the Al toolkit.

R118b

The platform must provide storage services to the Al toolkit.

R118c

The platform must provide security services to the Al toolkit.

R118d

The platform must provide privacy services to the Al toolkit. |

R118e

The platform must provide data integration services to the Al toolkit.

R119

Training of Al methods shall happen automatically and in parallel/background.
trained models shall then be offered to the components of the platform.

R119a

The release of thrained model shall be done manually by a user with
appropriate rights.

R119b

The release of the trained model shall be determined via settings in the
configuration model.

R119c

The release of the trained model can be automatic (if specified in thegroation
model).

R119d

The changes triggered by a release of a trained model shall be traceable.

R119e

Changes initiated by a release shall be reversible.
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3.10.2 RapidMiner RTSA service

RapidMiner is a pioneering company in the fields of data analysis amtdeM work on the RapidMiner
Platform (in Java) and the RapidMiner Stusimwsthat Al composable from building blocks is not
only a visionOne fundamental component in the RapidMiner ecosystem is the Real Time Scoring
Agent (RTSA), a REZBed executin environment for deployments created by RapidMiner Studio.

Following theideas in B9, a separatiorof data science exploration and design processes from the

actual execution/deployment is desirable. Thus, RapidMiner is an excellent example for such an
approach integrated into the ltEcosphere platform. While the DataAnalyst can first create a data

science process for given datehis/her own environmerE G KS ONBF §SR LINRBOSaa o6l
later be deployed by the lBcosphere platform and egeted under the control of the Service

Manager on top of RTSBor the integration, mainly the data input/output formats must match, i.e.,

the data provided by the [FHEcosphere platform (output of a connector/service) becomes the input

for the RT& deployment and the output of the RTSA deployment becomes an input for upstream IIP
Ecosphere services.

Along these lines, the RTSA platform service integrates the RTSA and links the platform data streams
to the input/output of the RTSAThe realization is similado the RESBased integration of KODEX
discussed in Sectio®h9.1 In the configuration, a deployment file for the RTSA is specified, which is
packaged by the application/platforimstantiation along with theRTSA binary into the respective
service artifact. Here it must be considered that RTSA is a commercial service, i.e., it requires a license
file and cannot be distributed openly. For testing the service integration and the platform instantiation
the test part of the component ships with an RTSA mockegkéRtsa), which acts as a REST server
pretending to be an RTSA instance with a deployniemits fake RTSA can be configured in limited form

to transform the input data, e.g., by changing fields or addinigididaving a random number value.
While this is not needed for the plain RTSA testing, it can help testing data flows for an application if a
real RTSA is not availabkor the platform instantiation, either the real or the mocking RTSA and its
deploymentare given in a specific folder according to the platform naming for binary files from which
the instantiation process can take up the binaries.

The next versionsf the platform shall include some generic Al building blocks based on RapidMiner
RTSA. Thedeuilding blocks shall be made available as services through the configuration model.
However, for execution, still a valid RapidMiner RTSA license will be needed.

3.10.3 Service candidates ahead

Further service candidates are envisioned for integration, e.g.ddgmonstrationof Pythortbased Al
from the Hannover Mess®022 demonstrator or individual service components from the-IIP
Ecosphere Sennheiser demonstrator.

3.10.4 lIREcosphere Al Software Service Concept

Currently, the partners are working on an Al serviceceph as foundation for the Al service toolkit. It

will probably cover Al software services on different levels of granularity, ranging from atomic binding
blocks over application sumeshes up to entire application use cases. Some of these ranges can
already be covered by the RTSA integration, individual points within this range of Al services will be
filled as examples by the expected services ahead. Thus, we expectencerom the initial practical
integration of Al servicgthat can help to complemdrand complete the concept of the Al toolkit.

3.10.5 Requirements Discussion
We review now the realized requirementsTable23.

Table21: Review of realizédrequirenents for theStorage, Security and Data Protection Layer
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Requirement| Summary

R110

Definition of interfaces for relevant Al components in industrial produdiémends
on the Al service concept (Sect®h0.4.

R110a

Service interfaces amanaged andepresented by the platform as AAS

R110b

Service interfacemust express quality aspedas AAS.

R111

Al toolbox must be extensihlehich depends on th&l service concept (Section
3.10.9.

R112

Elements will be realized as platform services and therefore may be distributa
(depending on Al requirements).

R112a

Services in the platform can have parameters thatdefined in the configuration
model.

R112b

Prorerties of distribution shall be defined in the configuration modalrrently,
the configuration contains only the information whether a service is distributab

R112c

Currently no distribution applies.

R113

Supported through the service environments flmva and Python and the proces
based service integration.

R113a

Support for Python and RapidMinisrprovided. Pandas/Numpy, Knime, Seikit
learn, Tensorflow come through dependencies that can be specified in the
configuration modelThe automated cretion of containers with these
dependencies is ongoing.

R113b

This depends on the Al service concept (SeBtidnhd.

R114

This depends on the Al service concept (SeBtidnhd.

R1l4a

This depends on the Al service concept (SeBtidhd.

R114b

This depends on the Al service concept (SeBtidnhd.

R114c

This depends otine Al service concept (Secti@i0.9.

R114d

This depends on the Al service concept (SeBtidhd.

R114e

This depends on the Al service concept (SeBtidhd.

R114f

This depends on the Al service concept (SeBtidhd.

R114g

This depends on the Al service concept (SeBtidnhd.

R114h

This depends on the Al service concept (SeBtidhd.

R115

This depends on the Al service concept (Se8tidhd).

R116

This depends on the sérvice concept (Secti@nl0.9.

R116a

This depends on the Al service concept (Se8tidnhd.

R116b

This depends on the Al service concept (SeBtidnhd.

R117

This depends on the Al service concept (SeBtidnhd.

R118

Already available central services are provided.

R118a

The transport layer allows for warnings aalérts.

R118b

So far, no storage services are available (see Sexi90P).

R118c

So far, no relevant security services are provided (see S&8hn

R118d

Existingprivacy servicelike KODEZan be applied in the same service mesh (se
Section3.9).

R118e

The dataintegration serviceare not yet integrated

R119

This depends on the Al service concept (Se8tikih4.

R119a

This depends on the Al service concept (Se8tikih4.

R119b

This depends on the Al service concept (Se8tikih4.

R119c

This dependsrothe Al service concept (Sect®t0.4.

R119d

This depends on the Al service concept (Se8tikih4.

R119e

This depends on the Al service concept (Se8tikih4.
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3.11 Configuration Layer

It is important to recall that all relevant static and runtime informatigmallbe reflected in terms of
IVML structures, relations and constraints, while the IVML validation reas@tidatesthe platform
configuration before and at runtimby identifying problems and deviations from validation rules and
expected informationThe Configuration Layer provides functionality to define applications in terms
of the platform IVML configuration on top of the (reusable) services, to dynamically andiaslgapt
optimize the deployment of services and containers and to adapt the use of services at runtime

Table 22 summarizes all requirementfom [11] regarding the configuration. The use of the
configuration for resource optimizatioor adaptation is not listed ihable22. In this release, we focus
on the Configuration componeiftesponsible for the configuration modelling and tihetantiation) of
the Configuration layer. Optimized container deployment aathptive operations are deferred to
future releass.

Table22: Specific requirements ftlhe configuration (in addition to the general requirement3 able2, Table3)

R8 SPL approaches shall be used for variant management.

R8a The platform must contain an integrated configuration model for applications,
services and platform properties.

R8b Automated validation of the configuration model

R8c Automated derivation of platform instances

R12a The platform can automatically derive the documentatioindata processing
methodsfrom the configuration model.

R17a Connectorshallbe described in the configuration model.

R19f The platform shall prode mechanisms for format adaptation or format
conversion described in the configuration model.

R19g The platform shall provide mechanisms for customization or manipulation of
metadata as specified in the configuration model.

R20a Data pathgrelations mug be defined in the configuration model.

R20b Data pathgrelations can have properties/parameters.

R25¢ The platform must manage the available resources.

R31c The required component® be installed into a containanust be specified in the
configuration model.

R31b Containers can contain optional components.

R34 The creation of containers by the platform shall be automated, based on the
settings in the configuration model.

R34a A model validation can be performed before creation or execution to ensur
executability.

R34b The platform can support externally provided containers (e.g., for digital twins

R36 The platform shall enable configuratigettings forresourcegread/write).

R40a RBACales can be specified in the configuration model.

R40b TLS ertificates can be specified in the configuration model.

R41a Directory services must be configured in the configuration model.

R42 Further safety mechanisms must be configured uniformly via the configuration
model.

R43 Performance targets shall m®nsidered in the configuration model.

R44 The configuration model shall offer D8sed connectors as optionally
configurable.

R64a The specification of the data fielflsr anonymizatiorshall be done via the

configuration model.
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R65a

The specificatio of the data field$or anonymization of personal dathall be
done via the configuration model.

R73e

The data schema for storage services of structured data shall be defined in th
configuration model.

R77a

If the platform supports cloud servicesigticonfiguration model must offer the ust
of cloudbased storage services as an option.

R80

Data(including metadata)shall be described in the configuration modieicluding
data protection classes

R86

The functionality of the data integration shall defined by the configuration
model.

R89

The platform must allow the data integration write access to daitee data stores
shall be defined in the configuration model.

R93

The platform must be systematically configurable in the form of a configuratior
model.

R94

The platform must support the automatic validation of the configuration model
inconsistencies and errors.

R9%4

Validatinga configuration model with 50 resources and 5 applications shall be
completed in less than 1 second.

R95

The platformmust support automatic platform instantiation for a configuration.

R95a

The instantiation of a configuration model with 50 resources and 5 application
shall be completed in less than 15 minutes.

R96

The configuration model must represent optional antkanative platform
components/services.

R96a

The configuration model must describe properties of the platform
components/services.

R97

The configuration model must include the applications running on the platform

R97a

An application configuration musbntain the configured services for the
application.

R97b

An application configuration must contain the configured connectors for the
application.

R97c

An application configuration must contain the data paths of the application.

R97d

An application cofiguration shall contain alternative services.

R97e

The configuration model can allow for application templates.

R98

The configuration model shall support customizations at different times in the
software lifecycle.

R99

Information from the configuratin model can be made available to other
components via internal connectors.

R100

The configuration model can be a decentralized model.

R101

Information provided in the AAS of components/services shall be mapped
automatically into the configuration model.

R10la

The transfer of information for a configuration model with 50 resources and 5
applications shall be completed in less than 1 second.

R112a

Parameters of thé\l serviceshall be described in the configuration model.

R112b

Properties of the distribtion of Al serviceshall be described in the configuration
model.

R112c

Distribution shall be subject to restrictions for individédlservices

R113a

Technical dependencies to Al frameworks shall be specified in the configuratis
model.

R119b

The rdease of the trained model shall be determined via settings in the
configuration model.
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R119c The release of the trained model can be automatic (if specified in the configur:
model).

R119e Changes initiated by release of ai\l model trainingshallbe reversiblee.g., due
to configurablecriteria.

R120 The configuration model must describe alternative Al components for an Al
method.

R122c The adaptation must store its decisions in the configuration model.

R131a The configuration model must supfdhe specification of applications, their
required services, connectors, involved data paths and the needed resources.

R131b The configuration model must allow for the versioning of applications and serv

R131c The configuration model can enable tharameterization of applications.

R131d The configuration model shall support application templates for simplified
configuration of requirements.

R131le The configuration model must describe dependent applications or services.

R131f The configuration odpplications and data paths can be done in a graphical wa

R132a The configuration model must support applicatispecific services.

R133a The platform must know the status of the services.

R133b The platform must know the status of the running apations.

R134b The platform can support the removal of applications from the configuration
model.

R135 The platform shall support the update of applications.

Figure 44 illustrates the design of the configuratiorcomponent. While the diagram (and the
implementation) may appear rather trivial, most of the complexity is in the configuration model, the
instantiation process and the underlying framework ER8&yducer.

As already discussed féigure 2, the configuration model follows the layered architecture of the
platform, i.e., each platform layer is represented by a configuration modhitgire44 just indicates

the topmost module hamedIIPEcosphere , representing the configuration metmodel, i.e., the
configuration options, their structures as well as constraints permitting certain configurations or
propagating values among configuration optiowge willdiscusghe model inmore detailsin Section

6. For each platform to be installed, a dedicated platform configuration is created which specifies the
AAS settings, the platform data types, the platform services etc. Moreover, for each application a
separated (imported) corguration module shall be created, which contains the applicasipecific

data types, the applicatiospecific services as well as the service meshes (directed data flow graphs
relating connectors and services) constituting the applicafidris combined fatform configurationis

one dedicated instance dfPEcosphere , in Figure44 an application configuration taken as input
from the Application Layer is illustrated.

The platform instantiation process is defined bdsm IIPEcosphere meta-model], i.e., an instance

of lIPEcosphere can be used as input that defines how the platform shall be instantiated. The
platform instantiation process turns the configured information into source code artifacts, setup
information, depoyment descriptors and executable build scripThis process also significantly
contributes to the invisible complexity of this componénte will discuss also the instantiation process
in more details in Sectiof
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Figure44: Configuration and instantiation ddefinition of applications and orchestration of servi@@snments cropped)

On top of the models and the instantiation process, the Configuration component just orchestrates
the relevant proceses. The ConfigurationSetup  (read from a Yaml setup file) defines the file
system paths where the metaodel, its instance and the instantiation process are defined (meta
model and instantiation process are part of the respective relead®d.Configuratio nManager
ensures the consistency of the operations, currently of loading, validating and instantiating the model.
In future releases, also maodifications to the actual instandéRéEcosphere will be provided. These
operations shall be reflected into th@nfigurationAas  so that other components on this layer but

in particular also a potential user interface can define applications or services and instantiate

components.For now the Platforminstantiator realizes a&command line tool to perform the
basic opeations of theConfigurationManager , i.e., to allow a user to instantiate the platform and
the defined applicationsThe Platforminstantiator offers various modes, rangingver the

instantiation of interfaces for applications, the full instantiation of kpgtions, the instantiation of
platform components, etc.

The configuration model and the platform instantiation are subject to regression testing in the
continuous integration.While the validation within the configuration model is currently not as
extensgve as it could be, partial results of the platform instantiation have been validated for
functionality, e.g., the instantiation of executable platform components, the creation of several
streambased loT example applications as well as the automateettml@ generation of connectors.

In particular, the connectors were validated in the platform use case studies with partners (cf. Section
3.6.3.3, i.e., the respective input/output formatsave been modeled in coigluration, the connector
service integrations have been generated and the intake has been validaielibmonstrate the setup

of the platform, the platform instantiation as well as the creation of example service artifacts is part
of the Docker platform aatainers provided on Dockerhub.

Following the structure of the previous section, we discuss now the implementation of the
configuration requirements. However, so fare did not detail the structure of the IVML model and
the capabilities of the instantiadin. This information is provided in Secti6nbecause we focus here

on the architectural side. To avoid two separate discussions of the realized requiremahts23
includes forward pinters to Section6 and summarizes already the requirements state explained
there.
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Table23: Review ofealized” requirementdor the configuation (based omable2, Table3 and Table22)

Requirement| Summary

R8 SPL approaches are used for variant management.

R8a The plaform contains an integrated configuration model for applications, servit
and platform properties.

R8b Automated validation of the configuration model is supported in terms of the
constraints in the variability model and the EASgducer IVML reasonecf(
Sectiono).

R8c Automated derivation of platform instances is supported through the instantiat
process (cf. Sectiod).

R12a Derivation of the documentation ofta processing is currently not supported.

R17a Connectorsare part ofthe configuration mode(cf. Sectior6).

R19f The configuration model allows specifying data mapping/format conversion

functions for comectors not yet forall servicesData serializers are implicitly
derived during instantiatioiicf. Sectiorb).

R19g Currently the configuration model does ripportmechanisms for customizatior
or manipulaton of metadata.

R20a Data pathgrelations are defined in the configuration modéh terms of service
mesheqcf. Sectiorb).

R20b Data pathgrelations can have properties/parameterdthough currently only the
name is specifiecf. Sectiorb).

R25¢ The platform must manage the available resour&&ssources are foreseen
through the conceptual foundation of the metaodel but not usedcf. Sectiorb).

R31c The required components to be installed into a conta@mercurrently not linked to
resources

R31b Containers can contain optional componer@sirrently, services and resources a
not linked.

R34 Theautomatedcreation of containerss not part of this release

R34a A model validations performed before instantiation and through the
ConfigurationManager can beperformed beforefurther platform operations

R34b Currently naexternally provided containeese supporte.

R36 The platform shall enable configuration settings for resources (read/wfitese

resource configuration settings may be reflected by the device management i
the configuration.

R40a RBAC roleare currently nospecified in the configuration odel.

R40b TLS certificateare currently nospecified in the configuration model.

R41a Directory serviceare currently not part ofhe configuration model.

R42 Further safety mechanisnase currently not part ofhe configuration model.

R43 Performance targetsare currently not part othe configuration model.

R44 The configuratiorturrently does novffer IDSbased connectors as optionally
configurable.

R64a The specification of the data fielftsyr anonymizationis currently not supported by
the configuration model.

R65a The specification of the data fields for anonymization of perstata is currently
not supported byonfiguration model.

R73e The data schema for storage services of structured atarrently not linked to
data storages

R77a The platformcurrently does nosupport cloud services.

R80 Data(including metadata)shall be described in the configuration modieicluding

data protection classe®ata types are supportedneta dataor protection classes
are currently not part othe configuration model.
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Requirement| Summary

R86

The functionality of the data integratide currently not part othe configuration
model.

R89

Currently no data stores adefined in the configuration model.

R93

The platformis systematically configurabliarougha confguration model.

R94

The platformdoessupport the automatic validation of the configuration model.

R9%4

Validatinga configuration model with 50 resources and 5 applications shall be
completed in less than 1 seconthe modés currently do not reach thisizeput
on example configurations validation is currently not a bottleneck.

R95

Theconfigurationmodeldoessupport automatic platform instantiation.

R95a

The instantiation of a configuration model with 50 resources and 5 application
shall be commted in less than 15 minuteSo far, test configurationgp to 3
applications including all platform components require less than 3 minutes on
computer in the same network as the (snapshot) code repository.

R96

The configuration modehcludesoptionaland alternative platform
components/servicegcf. Sectiorb).

R96a

The configuration descrilzgroperties of the platform components/servicéd.
Sectionb).

R97

The configuration modetlefinesapplications running on the platforifef. Section
6).

R97a

An application configurationontainsthe configured services for the applicat®n
(cf. Sectior®).

R97b

An application configuration contasithe configured connectors fanapplication
(cf. Sectior®).

R97c

An application configuration musbntainthe data path#elations of an
application(cf. Sectior6).

R97d

An application configuratiodoes allow fomlternative servicegvia familiescf.
Sectiong).

R97e

The configuration modelurrently dees notallow for application templates.

R98

The configuration modeadoes allow foicustomizations at different times in the
software lifecyclalthough not all relevant ones are defin@d. Sectior®).

R99

Information from the configuration mod& currently notnade available to other
components via internal connectors.

R100

The configuration modés$ currently a entralized model.

R101

Information provided in the AAS of components/seniigesirrently notmapped
automatically into the configuration model.

R10la

The transfetime for a configuration model with 50 resources and 5 applicatisn:
currently unknown as R101 is not realized

R112a

Parameters ofAl) servicesare currently notlescribed in theonfiguration model.

R112b

Properties of the distributiof Al serviceshall be described in the configuration
model.Currently, the configuration contains only the information whether a setr
is distributable.

R112c

Currently no tstributionappies

R113a

Technical dependencies to Al framewosgke available irthe configuration model.
The automated instantiation into containers is still in realization.

R119b

The release o trained modeis currently not considered in tlvenfiguration
model.

R119c

The release of the trained modslcurrently not considered in the configuration
model.

R119e

Changes initiated by Al model trainiage currently nosubject to configurable
release or quality criteria.
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Requirement| Summary

R120 The configuration model must describkemnative Al components for an Al
method. This is realized in conjunction with R97d.

R122c The adaptatioris not part of this release

R131a The configuration model suppathe specification of applications, their required

services, connectosndinvolved data pathsHowever, currentiyeeded resource
are not linked to an application/service although the allocation to resources is

prepared

R131b The configuration model allosfor the versioning of applications and services.

R131c The configuratioomodelcurrently does noénable the parameterization of
applicationgservices

R131d The configuration modelurrently does nosupport application templates for
simplified configuration of requirements.

R131e The configuration modelurrently does notlescribe dependent applicationsut
service chains in service meshes

R131f The configuration of applications and data patkgurrently notdone in a
graphical wayas no Ul is provided

R132a The configuration modedoessupport applicatiorspecific sevices.

R133a The platform must know the status of the servic€sirrently no runtime data is
reflected in the configuration.

R133b The platform must know the status of the running applicatid@strently no
runtime data is reflected in the configuration

R134b The platform can support the removal of applications from the configuration

model.The configuration layer currently does not provide detailed configuratio
manipulation operations.

R135 The platform shall support the update of applicatiomleconfiguration layer
currently does not provide detailed configuration manipulation operations.

We concludethat basic requirements for this layer are implemented, in particular also for services

and applications (18 2yf & &adl iSa aewes thdreLdrd rady (Grastying)d @ | 2 &
requirements for the configuration irLl] and in several cases the underlying platform components

are not realized so that configuration modeling for those requirements is useless at the moment. These
components/requiements are scheduled for future releaségplication Layer

Ultimately, the Application Layerepresents individual applications, i.&.js the actual home of the
application configurations to be installed, the generated artifacts additional applicatiorspecific
(handcrafted) components and servic8$e overall pictee isdepicted inFigured5.

Currently, this layer does not really exist as platform instance/application configurations are defined
as part of the tests of the Configuration Layer or on the command line of tipecésge tooling.Thus
generated and packaged artifacts are curreb#jyongngto the Configuration Componelitemporary,
generated artifacts folder)The setup and the application laywill change in the next release
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3.12 PlatformServer(s)

As discussed abovéhe IIREcosphere platform consists of several layers and many components.
However, so far theralsois a component that provides the setup and lifecycle mechanisms for the
central IT-side of the platform, e.g., powering up the platform AAS sernfita.glance, this component
does not provide new functionality or concepts and may not be worth mentioning. In fact, it is a vital
part for later platform instantiation, as it defas how central services can be configured, instantiate
and how these services are started. Moreover, it provides an initial simple command line interface to
operate with the IIFEcosphere platform, e.g., to start containers or services.

Figure 46 depicts the structural design of thplatform component through using the server
implementations and serverelated parts defined in all layers and components discussed befare.
stated above in this chapter, this component serves for pugposes:

1. Powering up the servers to run the {Heosphere platfornirherefoe, the component defines
a lifecycle descriptaiPlatformLifecycleDescriptor ), which reads information from the
Platform Setup representing the YAML setup fil€he lifecycle desiptor is loaded via JSL
into the LifecycleHandler , which, in turn, is called by th@atform component during its
main program.5 dzZNA y3 GKA & &0 NI dzLd LINRP OSa&aE&g., thef daAy:
descriptor for the network managgthe platform nstantiation is responsible for thiaye also
started up As part of the startup also the platform AAS is constructed, which contains the
LI I G F 2 NY JTedchncalindormalidhé  submodel P)), further software-specific
information (Platform sub-model)as well as a listing of all available applicatfotifacts
(service artifacts, containers, deployment plans)

2. Providing a simple command lineterface (Cli ) to experience the operations of the 1P
Ecosphere platfornor the command line interface, sifggmeans that we (currently) provide
access to somgarticularlyratherlow-levelfunctionality of the platform, which incrementally
shall be taken ovento the platform, e.g., which service shall be deployed where shall be part
of the deployment compona in the configuration layerIn addition, firsthigherlevel
commands such as executing a deployment/undeployment plan are provided, which
adds/removes services implementation artifacts atarts/stopscontainedservices thashall
be distributed acrossmultiple devices The command linenterface does not rely onthe
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lifecycle mechanism, budn the Platform Setup and, in particularpn the AAS clients of the
service and the resources layer to ease executing the operatiefined there Figure47
illustrates an example interaction with the interactive mode of the command line interface,
here turning into the resourcesommands showing the commands for resourcd®ip ),
listing the available resources and, finally, ending thentli€or the single resource shown in
Figure47, in particular the integrated container manager (for Docker) and various initial
runtime measurements for disk and memory allocation are sholnis important to
emphasizethat the canmand line performs its operations via the platform AAS and the
respective AAS clients for services and the ECS runtime.

«Implementeds
Contains the basic components
required to install a platform.

B3 Services

lxJava, Python, Imple

Auth ti Crypt

ted.

Yptograp

B3 ecsRuntime
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Figure46: Platform server(s) component

IIP - Ecosphere, interactive platform command line
AAS server: http:/ /127.0.0.1:9001
AAS registry: http://127.0.0.1:9002/registry
Type "help" for help.
>
resources>
list
help
back
resources>
- Resource a005056C00008
systemdisktotal 1023887356
systemmemorytotal : 2147483647
simplemeterlist [* system.cpu.count","system.cpu.usage”,
"system.disk.free", y OUOOAIT + T AT T OUt ZEOAAY A #
containerSystemName : Docker
systemmemoryfree : 2147483647
systemdiskfree 464061712
systemmemoryused 2147483647
systemdiskusable 464061712
systemmemoryusage 0.5555296172875698
systemdiskused : 559825644
resources>
>
Figure47: Interaction with the preliminary interactive platform command line interface.
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Using the platform command line interface, we validated the interacaomong the components.
Therefore, we started platform, ECS runtime and service manager component as individual programs.
Through the command line interface, we validated the resource represented by the ECS runtime and
started a simple generated applicati¢ef. Sectior6). We identified here thdollowing issues:

1 BaSyx issues exceptions when checking whethasneexistingAAS exists througtrying to
accesst.

1 Long running commands such as starting serviceswarently rather quiet on the command
line interface, i.e., they do not show intermediary steps while the logs on the respective device
indicate the actual stateAAS do not support return streanso either polling from the caller
or transmitting the reslis via the Transport Layer could be options for improvement.

We also validated the execution of servicesiiservice managegontainer, starting and stopping of
containers via the platformand the ECS runtimexecutionin terms of a(Dockerout-of-Docke)
container.Please refer to Sectidh4on how to install, instantiate and containerize the-EPosphere
platform, i.e., to perform the steps that we also executed for validating the command line interface
andthe instantiated platform componentshe platform Clalso supports creatingnapshots of the
platform AAZ that can be explored with the AASX Package Exgforer

As the platform layer shall also be used as basis for a Management User Interface (@h S#&8)j
additional information that is usable on that layer may be required. For this purpose, we added a listing
of available artifacts (containers, service artifacts, deployment plans) to the Platformd\ih&t ey

can be selected, inspected or executed on Ul level. Akin, further information and interfaces regarding
the configuration will be required.

3.13Management User Interface

As already stated irl[L,35], no real user interface was scheduled for thelébdsphere platform in the

grant agreement. Howevethe value of an accessible and usable user interface for a platform (over a
simple CLI as discussed in SecHBd®) is evidentFor this reason, the platfort@am of IIPEcosphere

aims at providing a management user interface, i.e., a web user interface that allows for managing the
platform operations such as starting or composing an application.

Currently, the user interface is initial and focuses on disptpyie information that is accessible

through the CLI as well as basic management operations provided by thdée@,Ithe Platform AAS

forms the information model the Management Ul aaaly on and one interesting question is whether

it is possible to re@e an efficient Management Ul based on an AZ&llenging tasks include reading

the nested AAS REST structures or calling AAS operations, as BaSyx does not provide TypeScript
support. While for some operations on a command line we can assume that thecaselook them

up, e.g., the URI to a service artifahis may not be the right approach for a Web Ul. Thus, as part of
creating a management User Interface, we also have to provide additional informationpretge

available artifactscontainers odeploymentplang Yy R G2 YI 1S GKSY GSESOdzil o6f

The user interface requires some form of setup, in particular knowledge abountelation location

of the platform AAS serversTo resemble Ul release versions and integration with the @latf
instantiation and installation approacthe management Ul allows for compiling the TypeScript code
for Angular while allowing for an external setup through a JSON’fikkhe compilation happens as
part of the Continuous Integration of the iEtospheg platform, the customization during the

98 Currently it seems that BaSyx allows only a single snapshot per run. This may change in future versions.
99 https://www.plattform-i40.de/IP/Redaktion/DE/Newsletter/2019/Ausgabe21/2629-Praxisbeispiel 2. html
tested with version2021-08-17.alpha

100 hitps://mokkapps.de/blog/howto-build-anangularapp-once-and-deploy-it-to-multiple-environments/


https://www.plattform-i40.de/IP/Redaktion/DE/Newsletter/2019/Ausgabe21/2019-21-Praxisbeispiel2.html
https://mokkapps.de/blog/how-to-build-an-angular-app-once-and-deploy-it-to-multiple-environments/

IIREcosphere Platform Handboc

instantiation based on information in the configuration mod€he platform instantiationturns the
compiledManagement Uinto an instantiated version, where in particular the settings in the Angular
environment ae adjusted or respective start scripts, e.g., for an Express webserver are generated




[IREcosphere Platform Handboc

4 Architectural Constraints

Besides structure and communication sequences, often an architecture explicitly or implicitly defines
constraints that must be obeyed by an ilementation.We summarize and explain the constraints for
the IIREcosphere platform here:

C1.Higher &yers and containedcomponents are allowed to have dependencies only to
downstream layers and componentgpossible only tdhe directly adjacentower layer. This
constraint is induced by the basic layered architecture style of thEdti3phere platform.

C2.As an exception fror€1, the ECS runtime shall not depend on the Services Layer so that the
services layer ¢abe installed separately (as explained in SecBpmoth, Services Layer and
ECS runtime may depend on certain classes of the services environment.

C3.Wrappedsingletoncomponentsor libraries shall not be callealy other components than the
wrapper itself. Basically, this applies to transport and connector protocdlee AAS
implementation (BaSy, but also for container management libraries such as Dockieis
constraint intentionallyfocuses on singletomompaments/libraries as some libraries may
occur inmultiple componentdependenciese.g., the stream processifiggmeworkdue tothe
need for different protocol/binder implementations. In turn, this also applies to some
transport/connector  protocol client imementations. Another exception s
support.aas.basyx.server , Which is allowed to access (aghe only component)
support.aas.basyx as it represents the server component with full dependencies.

C4.Support components fo€3shall be ealized as optional components, e.g., the Spring service
environment refining the generic Java environmeniere shall be no references into such
components except for refining component particular, generic components shall not
reference their speci@ed components. For providing access to the specialized
implementation, descriptors, factories or facade® to be usedvhere the implementation is
provided by JSL.

C5.Protocol serverdor testing such as Apache Qpid, HiveMq or Moquetteall be in testing
components and no other component shall directly use classes from them (although Maven
requires explicitly naming also those transitive dependenciBs¢se testing servers may be
used during platform instantiation to provide a broker/server for a seleégmtocol.

C6.Production code mustot have dependencies to alternative or optional componentas a
rule of thumb, generic components withoosuffixt names(representing the generic part of a
component)shall not directly acces®lated optional/alternative componentsindicated by
osuffixt names, e.g.tfransport is the generic transport layer whileansport.amp the
alternative for the AMPQ protocol. This applies to the support layer (no access to

BaSyx/Server), the transport binders (e.g., transport.spring VS.
transport.spring.amqgp ), the connectors, the service environment
(services.environment VS. services.environment.spring ), the services (service

manager services  vs. services.spring ) the EC®Runtime (e.g.,ecsRuntime vs.
ecsRuntime.docker )etc.Incontra i (2 LINRPRdzOGA2y O2RS>T (SaiG (
may declare dependencies to specific alternatives to allow for functional testing, e.g., to rely
explicitly on the AMPQ transport protocol. Although alternatives shall be tested equally on

their level,it is also clear that component testing with specific alternatives just shows the
functionality for the assumed/selected alternatives.

C7.Generatedartifactsshall be separated fromnmanual code (usually an own téevel folder such
asgen) and generated art#cts shall not be modified as they may/will begenerated upon
request.

C8.Implementation of servicesshall be separated per service, so that services can be
composed/integrated free of other dependenciér convenience, in testing code, we may
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intentionally validate this rule, e.gtest.configuration.configuration implements all
service artifacts for all tests sonfiguration.configuration

C9.Exception handlings often not considered #opic for architectural constraintdHowever, the
basic decisions ohow and where to use/handle exceptions are important as they enforce
certain responsibilities. Moreovespme architecture modeling languagéss UMLallow for
the specification of exceptions. Exceptions indicate abnormal situations in the program
executbn that shall not be handled by normal program code rather than by stopping the
execution at the point of occurrenand tracing back the method calls until the exception at
hands is handled (or on telpvel it terminates the program or the actual threa@yhile often
programmers try to handle an exception at the point where it obviously occurs (in Java, where
a checked exception could be thrown that must be handled), we believe that in most cases the
caller, i.e., the cause of executing the code that thsdhe exception shall be informed, which
does not mean that each exception must be transported and handled Hhetagd code. For
example, consider some complex data format processing code, e.g., reading an AASX file for
an asset administration shell. Ifeahandle an InpuDutput exception in that code, the caller
does not know that and why the format processing fails. Let us now assume, that reading the
AASX file was triggered by the ECS runtime when building the AAS of the ECS runtime, e.g., to
link devie vendor and ECS AAS. Here, the lifecycle handler of the ECS runtime (more or less
top-level code) that starts the creation of the ECS AAS is not interested in why an AASX file
processing fails. However, the code creating the AAS trying to establish $hénkAs better
suited to handle the exception, e.g., to insert an empty link or to log the problem. Thereby,
logging(cf. Section® and8.1) is often not the right answer to an exception, in particular not
emitting an exception stack trace to the consdiehich may not be logged properly). In
contrast, the programmer shall think about handling the exception in a manner that processing
can succeed, e.g., inserting amgty link into the AAS rather than no AAS property at all, which
may cause failures in other parts of the system relying on the assumption that such a property
exists.In particular the type of the used exceptions shall be selected carefully (cf. Sekthns

It would be desirable to check and enforce these dependencies. However, so far tools that we tried,
e.g., in the continuous integration, failed for multiple componemtng acentralor even adequately
digtributed rule set as they require an applicaticgither than a componento be checked. We will try

to find and integrate a feasible tool as soon as possible.
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5 Asset Administration Shells

As stated above, the HBcosphere platform heavily ek on assetadministration shells (AAS) to
describe the capabilitieand interfacef its componentsQurrently, only few standard structures for
AAZsub-modelsexist while many are still in development, e.g., a softwige-plate [2, 39] or a
description ofqualities of service (QoHlowever, it is not feasible for the work on the-Eeosphere
platform to wait until such standardare defined Thus, we follow an agile and pragmatic approach to
AAS modeling here

1. Aslong aso guidelinesfor AAS in IHEcosphere €gt, the IIREcosphere platform williraft
AAS that contain the most relevant information for its operatiom., for now the [IR
Ecosphere platform relies ohASprototypes All names and subtructures shall be defined
in terms of constants so that nara@nd structures can be adapted (within limits). AAS of the
IIP-Ecosphere platform shall be tested individually asbin integration settings tdandle
and tojudge the impact of modificationg.ests shall also rely on the defined constaather
thanonlocalString literalsin this stage, we pragmatically focus on Al&Scribing instances

2. Discussions witthird parties on(proto-)standardizedAASstructures are ongoingAs soon as
results from these discussions are available, a guideline for AA8limgpdn [IPEcosphere
shall be drafted. The experience made with prototyping AAS in tHeddBphere platform will
be considered in these guidelingst this point, also type AAS shall be provided.

3. The lIPEcosphere platform will modify th&ASprototypesand augment the information (e.g.
eclass references) womply with the guidelinesThis may lead to a rstructuring of theAAS
prototypes.

With this approach in mind, we designed and partially realized the prototypic&ichBphere AAS
structure shown in Figure48. As already explained in Secti@l.2 we separate between AAS
describing an (external) artifact and internal information (usually inreolels).AAS do xist for

1 The platform AASwith its various submodels like name plate, dynamic network port
assignment, transport setup, (S3) storage access, (available) artifacts such as containers or
deployment plans, installed connecteervicetypesand theirutilized data types, the device
management and available devices (with installed/running containers, installed service
artifacts, running services).

1 Further assets represented in their own AAS like devices, s€fvicecomposed applications
(with vendor informatim). Device and service AAS are linked from the respeptatform
submodels to make the information in the AAS available. For each application running on top
of the platform, an AAS shall be provided (currently via the TraceToAasService discussed in
Secton 3.7.3.)), which states the creator of the App but lists also the utilized services and may
provide application specific operations.

For the platform AAS and its suodels, ve distinguish between installed/ailable descriptors and

their active instances at runtime, in particular as in many cases only the active instances provide the
full information about infoutgoing typesExamples are in particular the connectors, the services and
their relations, the contmers etc.These structures are dynamic, i.e., they change due to installed
components as well as due to instantiated/terminated instances. This is in particular the case for
connectors and services, subsequently also for applicat®ome submodelsare active, in particular

101 30 far, the software nameplate is not available as standard. As plaffoomided services typically involve
two vendors, the actual service creator and the organization that crefitedntegration into the platform, a
linking of AAS would be required. So far, this linking is not realized, rather than just one AAS is provided.
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those providing operationsOneexample for aractive AASs the optionalnetMgt submodel, which
provides access to thecal/globalNetworkManagementdefined in theSupportLayer.

It is important to emphasize that the structure shoWware is not static. It is dynamic in its elements as
explained above, but it is also dynamic in its overall structure and contribyiioparticular if the AAS

is centrally deployed and parts are added remotely. A specific example is the relation betwee
resources and services. When an ECS runtime comes up, it contributes itself to the resources collection.
When a service manager starts, it contributes further operations to the resource it is running on, i.e.,
both Layers contribute into the same AAS snbdel (elements collection), because in this case the
components have information and operations that they only can share individually but that are part of
the same topic, namely the runtime interface of a resource.

Platform-AAS -

Transport

Storage

Available Artifacts

- Connectors -~

Types [t

Device Management

v :

Device-AAS - - Devices Container
; Artifacts
Application-AAS -~ >l Service-AAS PR S— 3 - 5
T e Serv'ces -

Figure48: AAS structure athe IIREcosphere platforr(preliminary, incomplete)

Figure49 depicts a screenshot illustrating a fragment of theEdsphere platform AAS in the AASX
Package Explorer, i.e., an excerpt of thé AAS shown iRigure48.
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27 AASK Package Explorer - local file: C\Users\eichelberger\Desktopitest\iip\AAS\ platform-20211201-wSve.aasx buffered to: C\Users\eichelberger\AppDataiLocal\ TempitmpCC...  — O x
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(Asset) (local) [IRI] urn:::AA.S:::HpEcospl
“systemmemorytotal” = {"name":"system.memory.total”,"description
= m ‘'description’
Referable:
m “outputDataConnectors” (0 elements) idShort: IIP_Ecosphere
m “simplemeterlist” = ["jvm.classes.loaded”, "jvm.classes.unloaded”,"jvn HasDataSpecification (Reference):
m ‘taggedmeterlist™ = [“jvm.buffer.count”,"jvm.buffermemory.used”,”j Identifiable:
m “counterlist” =[] idType: IRI
id: urn::AAS:iipEcosphere®asset
“wersion” = 0.1.0
- - Kind:

m ‘gaugelist” =[] kind: Instance

m “artifact” = SimpleMeshApp Submodel references with special meaning
“systemmemoryfree” = {"name":"system.memory.free”,"description”:
[T timerlist™ = ]

"systemdiskfree”" = {"name":"system.disk.free","description™:"Total fri
m “name” = Simple Data Receiver

m “systemmemoryused” = {"name":"system.memory.used”,"description
m "id" = SimpleReceiver

[T "state” = RUNNING

m “systemdiskusable” = ["name":"system.disk.usable”,"description”:"To

— e . W Reload Show Content
>
AASX CA\Users\eichelberger\Desktophtest\iip\AAS platform-20211201-wSvc.azsx loaded. No errors Report .

Figure49: lIREcosphere AAS in the AASX Package Exgifme@ing a running servic8ifmpleReceiver ).

As the IIFEcosphere AAS is rather dynamic, we can alrelaw some conclusions on lessons learned
with BaSyx (based on the integrated version through the support layer):

T

T

Remotely deployed AAS with operations and properties realized in terms of attached functors
typically require uniquely serializable functobjects, i.e., they do not work with simple
lambda functors or serializable lambda functors.

When obtaining a remotely deployed AABe AAS is turned into a serialized forraatalready
briefly mentioned in SectioB.7.3 i.e.,all functors such as getters, setters or operations are
serialized, to obtain the values of the properties the getters are even execlitgdtters are
bound to an AAS implementation server, that server must be ready to serve connedtibies

point in ime when the remote AAS is requested (which may happen in pairdtieted by

other componentsyand currently for each property a network connection is createyg the
respective BaSyx connectand the value is requestedhis seriously affects the perfaance

of obtainingand usinga remote AASIt happened to us thain such a situatiom potentially
endless loop occurretbrcing us to rethink a rather obvious implementation approadh

terms of getter functorsAs discussed in Secti@n7.3 we suggest usinfunctors that map to

local data rather than to remote datdhe local data object may be updated in parallel through

a different process, e.g., a Transport Layer connector. Dependent on the implementation, each
serializel AAS then has its own remote data object, leading to a distributed setup of AAS that
can be kept up to date via Transport Layer mechanisms. Directly writing values into an AAS
might be analternative but in the remote deployment case, the serialized Amglicitly
performs update requests on the original remote AAS8,, probably leading to reduced
performance.
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When writing larger portions of structured data, in particular binary dttere is a conversion
problem in the BaSyx version that we are usifigpes likeBase64Binary are not handled
correctly. Currently, we encode such data through a Base64 String en(adglar to the
contents of File Data Elements)

The IIPEcosphere abstractioappears to besasier to use and requires less code than plain
BaSyx 3], but this was a design godiloreover, the AAS implementation can be replaced
seamlessly, also by a n@AS interface realization.

So far (as far as we know), BaSyx does not provide support for resolving references to the
referenced element. Whel this may not be a serious problem when following such links is not
crucial, it is an obstacle for platform submodels such as services where we need to reference
to a related service, resolve that and access the actual state. This absent functionalgy dro
some of the structure decisions for our saoimdels.Similarly we use URIs to link suhodels

and external AASn particular that the CLI/Management Ul can provide information stated in
the AAS

When deciding about the concept to realize, in particdlaS vs. sutmodel, take the industrial
production viewpoint where the AAS concept originates from and try to identify the asset that
is described. If the modeling is about an asset (potentially providedibfeaent organizatioi,
typically an AAS is geired. When detailingown) information, often an own AASs more
adequate.
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6 Platform Configuration Model

This section providean overview on théVML configuration model and the concepts usednodel
configuration optiondor the IIREcosphere platfan. We now give an overview of the configuration
model, then, from a more pragmatic point of view, an insight into a simple example configuration as
this is required for running the platfornsectior6.1dives de@er into the configuration modeSection
6.2details the instantiation proces$ections.3outlines some examplapplications shipped with the
platformand Sectiorb.4illustrates how to create an applicatidmteracting with the configuration and

the instantiation process

In essence, the configuration model mirrors the component hierarchy éidtd3phere and describes
per component the configurable elements, their dependencies and constrdfitdl. is the Integrated
Variability Modeling Languagé(] as realized by the EA®yoducer toolset36]. The configuration
model consists of three parts:

1. The configuration metamodel introducing the configurable elements, their structure,
relations, properties and where adequate also consistency constraints.

2. Aplatform configurationbased on the configuration model describing the configuration of a
certain platform installationPlatform-specific structures (like services, service dependencies
and service relations to form an application), but also the specific selection of alternative
components, e.g., various transport protocols, service execution environments, container
manages,are defined in the platform configuration. A platform configuration may introduce
further, application/installation specific constraints.

3. Avalid platform configurationcomplies with the configuration metmodel and fulfills all
constraints.Such a vati platform configuration can be instantiated through an instantiation
model, consisting of an instantiation process descript{dfiL, variability implementation
language) andwhere adequate, artifact instantiation templates (VTL, variability template
language) L2]. In IIREcosphere, both languages are used to instantiate a platform
configuration into code and build specification artifacts, to execute and to package the
createdartifacts.

4. VIL and VTL can be usedwattime to adapt the underlying systerfi7]. Thesecapabilities will
be used in the last project year to allow for satfaptation of the lIFEcosphere platform.

The configuration model is taken up by the configuration component (Se8tibl) and used for
platform instantiation and runtime adaptationThe configuration component allows for hitgvel
model operations.

As illustrated irFigures0, the configuration metanodel reflects the layers and components of the 1P
Ecosphere platformeachgiven in terms of an IVML project. The most basic prqjdetaConcepts)
introduceseven more abstract, i.emeta-meta, concepts foigenericadaptive software system$hese
concepts are refined into {Bcosphere specific concepts in the remaining modEle first IIP
Ecosphere specific model describes thgataTypes used in the platform, in particular
PrimitiveType andRecordType consisting of files dDataType instancesSome specific primitive
types are defined in this model and froZ&halready on thatlevel. The remaining levels will be
described as soon as they are realized.

102 Frozen elements cannot be modified outside the defining IVML project. Only frozen elements can be
instantiaed before runtime, while the remaining elements may be frozen later or remain changeable for
runtime adaptation. ThdetaConcepts model defines mechanisms to conditionally control the freezing and
also theCReversibleProperty , which explicitly redefinesits value to remain unfrozen.
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The platform insdntiation takes up the data types and turns them into langusgecific artifacts, e.g.,
Javaor Python classes Similarly,corresponding serialization mechanisns be used with the
Transport componentare generatedSo far, there are no basic settings for thennectors .

Legend
| Configuration <« ] IVML project, dependency
<— [] Configurable element, relation
— IIREcosphere ° Frozen elementicollapsed hierarchy
Applications MeshElement
— Application |—,» ServiceMesh-» MeshSource MeshProcessor
MeshInnerElement MeshSink

— Resource sDeviceRegistr)H PackageStore || DeviceMgtStore|| DeviceMgtStorageServer

| Devices EcsDevice
ProtocolTypeTransportProtocditransportProtoco
Services Service : Connector OpcUaV1Connecto
- - JavaService
" | ServiceBas¢ t
IOType ServiceKi _ sServiceFamily| L pythonService

— Connectors

., Transport
ProtocolTypeTransportProtocditransportProtocol
R Aas
AasProtocobhasProtocqlAasSchemaPersistency, AddresasServeaasRegistryServerasimplServer
DataTypes
PrimitiveType
—> | DataType *
RecordType Field
IntegerTypé&, LongTyp& StringTyp& BooleanTyp& FloatTypé& DoubleTypé
MetaConcepts CDataComponen
* A input :
CResourc CComponent A output CFamily
A parameter
~ " | CConnector T

A destination

ClrreversibleProperty CReversibleProperty
CStructuralProperty A value < A value
A type

Figure50: Simplified sucture ofthe IVML IIFEcosphere platitn metamodel (in development).
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On the service levgseveral refinements of the HEcosphere service term are defined as configurable
elements. Th&erviceBase is abstract and contains information common to all services, e.g., name,
id, version, description, input types, output typesservice kind or opeation mode
(synchronous/asynchronous). Already ti&erviceBase defines constraintsprescribing which
information must be present for which kind of service. Although we might use the service kind as
hierarchy discriminator here, we opted for building arbiehy along the implementation levels rather
than the service kinds, as service kind differences can easily be ddoglleonstraints while the
implementation type is more important for the subsequent code generatidnService is a
refinement ofServiceB ase andalso theparent of language specific services lilewaService (e.g.,
detailed by a Java qualified class name denoting the implementatioRytionService . A special

kind of Service is a machine/platform Connector, representing the specific dons@plemented in

the Connector component (only OREA is shown here, similar elements exist for AAS, MQTTv3,
MQTTv5 and AMQPA ServiceFamily represents multiple, alternative but functionally equivalent
services with the same input/output types. Seesiamilies steer the selection of alternative services

at runtime. Although strange at a glancesarviceFamily (representing a concrete selection of one

out of many services) is defined as a kind of service (it inherits 8emiceBase ). This allows to
transparently use &erviceFamily wherever a Service can be usédom the configured services,

the code generation derives implementation interfaces (Java, Python) and service stubs (Java) for the
integration of nonJava service implementations.

TheDevic es module defines the properties of the ECS runtime, in particular the container manager
to use. Moreover, it defines thEcsDevice , which represents an installed/connected devite the

next release we plan thacsDevice instances steer the automatedezation of Docker containers as
well as the automated and optimized assignment of containers to resources.

The Applications  module introducesone or multiple @plicatiors consisting of one or multiple
ServiceMesh instances. /ServiceMesh is a directed grapkas introduced in SectioB.1.2 rooted

by sources, linked by connectors/relations possibly leading to sinks. Each node in such a graph has an
implementation in terms of &erviceBase , which is refined to appdationspecific Java or services

as well as platformsupplied services like connectors or pnéegrated services like the KODEX, the
RapidMiner RTSA or thErace2AAS service Services declare their input and output data types,
typically for forward or baovard data flows (cf. Sectiahl.?. In the model, srvice properties are

pulled upfrom service level to mesh levalring model validation and allow for checking whether a

flow graph is valid (through corrdgt sequenced input/output typesf the services During code
generation, individual applications or alternatively all applications are processed, i.e., the service
meshes are traversed and stream engine glue code for each node is generated. In the cefault

Java classes with Spring Cloud Stream annotations are created and bound to the respective service
interfaces. Based on the given implementation class names, the implementing services are dynamically
instantiated, mapped into the respective AAS (himServiceMapper from the service environment)

and made available for monitoring and management.

For building up AAS, e.g., to trace platform operations or to represent services, the configuration model

also reflects basic vendor information that is remui to instantiate respective AAS. This information

can optionally be attached to an application or a service. Moreover, nameplate information items can

0S NBdzaSR (G2 AYyONBI &S 02y a-Echdpler Oéaed Rutide®arvicasT | G €
Besides code artifacts also build specifications (Maven), assembly specifications, Spring application
specifications, deployment descriptorfogging settindfiles, JSL specificatiorsnd, partially, test

classes (for validating generated Yaml files)@eated automaticallyFor the three major platform
components, the platform AAS serveiaged on theplatform component discussed in Secti8ril2,

currently without further services), the ECS runtime and the service managebaic AAS settings
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as well as further settings are instantiated into respective Yaml application specification. Finally, the
generated build specifications are executed so that for a complete instantiatiwae platform
artifacts and one combined Jaw/thon artifact per application is generated.

We b not provide a more detailediscussion of the concepts in the metgodel or the instantiation
procesat this point in time because both models are still in development and usually it is not expected
that users of the platform modify the models. However, as long as there is no user interface, a user
must be able to describe a platform configuration in order to perform an instantiation. Therefore, we
briefly provide an insight into a simple testing model.

project  SimpleMesh {
import  IIPEcosphere;
/I binding annotation omitted
I emmmemeeeee component setup  ------------------

serializer = Serializer::Json;
I/ serviceManager, containerManager are already defined

aasServer ={
schema = AasSchema::HTTP,
port = 9001,
host= "127.0.0.1"

e data types = -----------mmm-m-

RecordType recl = {
name = "Recl",
fields = {
Field {
name = "intField"
type = refBy (IntegerType)
}, Field {
name = "stringField" ,
type = refBy (StringType)

A individual, reusab le services  -------om-meeeeee-

Service mySourceService = JavaService {
id="SimpleSource" ,
name = "Simple Data Source"
description = "
ver= "0.1.0" ,
deployable =  true ,
asynchronous = true ,
class =
"de.iip_ecosphere.platform.test.apps.servicelmpl.SimpleSourcelmpl" ,
artifact = "de.iip - ecosphere.platform:apps.Servicelmpl:" + iipVer,
kind = ServiceKind::SOURCE_SERVICE,
output = {{type=  refBy (recl)}}

Figure51: First part of a simple platform configuration.
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tFigure51depicts the first part of a simple platform configuration used for testfagnodel is defined

in terms of IVML, a textual DSL rfosariability modeling. Each model is surrounded by a project
namespace, here nameSimpleMesh. Within that namespace, first model imports are stated, here

an importof the [IREcospere configuratiometa-model (IPEcosphere ). After this header, the first
configuration value definitions are stated, typically as value assignments to typed variables (a typed
variable indicates a configuration option in IVMLyped variables can form complex types that we call
compounds in IVMLHere, the serializer is defideto be Json, an enumeration literal for serializers
defined in the metamodel. Then the globaasServer receives its schema, port number and host
name (similarly but not shown for AAS registry and local AAS implementation séleet)we define

the application datatypes, typically records.

While the variables discussed before are-gdedined by the metanodel, the data type is now given in
terms of an own variable namerkcl of type RecordType (defined in the metamodel as a
compound not illustratedhere). A record has a name (turned e.g., into a Java class name during
instantiation) and field, each with a name and a type. Types are referésizted byrefBy ), i.e., we
define a link to an already defined variable, here the-gedinedinteger and3ring type.

Following the definition ofthe variable recl, wéhen introduce a Java servica handcrafted data
source (for testing, it will create arbitrary data of typeecl). The source is described by its
identification, its name, an empty descriptioa version, whether it is deployablehether it isa
synchronou®r asynchronouservice and its implementation class located in the given Maven artifact.
Please note that we use here the implementation version of the platform defined by the-mediz|

in the variableiipVer . The service is a source service (one of the four main service kinds) and its
output is constituted by one record, namelgcl . In fact multiple types can be given, all in terms of

a structured type currently just having a type fidd be extended later), therefore the double
brackets, the outer one for a collection instance, the inner one for the structure type.

I e application and service nets ~ ---m-mm-memeeooo-

Application myApp ={
id="SimpleMe shApp",
name = "Simple Mesh Testing App',

ver= "0.1.0" ,
description = ,
services ={ refBy (myMesh)}
h
ServiceMesh myMesh = {
description = "initial service net" ,
sources ={ refBy (mySource)}
%
MeshSource mySource = {
impl = refBy (mySourceService),
next ={ refBy (myConnMySourceMyReceiver)}
h

MeshConnector myConnMySourceMyReceiver = {
name = "Source - >Receiver" ,
next = refBy (myReceiver)

3
MeshSink myReceiver = {

impl = refBy (myReceiverService)
3

Figure52: Second part of the simple platform configuration.
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The second part of the examplekigure52 defines an pplication withasimple service mesh. First an
application is defined, again with identification, name, version and empty description. Then the service
meshes are stated, here a single referencenygdMeshmyMesipotentially consists of multiple sources,

we just have mySource as source mesh elementmySource uses the previously defined
mySourceService as implementation, as well as the next mesh element in terms ofiegh
connector/relation. A synchronous source may also define a polling inter@aitrently mesh
connectorshave just a name but further properties may follow (otherwise we could directly reference
mesh elements among each othefhe mesh connector links further to the receiver, which states its
implementation asnyReceiverService (similar tomySourceService but not shown here).

freeze {
aasServer,
serializer;
1l

h

Figure53: Final part of the simple platform configuration.

The final part is important for the instantian. For various reasons, variable values defined in IVML
are not per se considered final, rather they can be overwritten in importing modules/project. Turning
such a configuration into code is problematic, in particular if code parts are deleted based-final
decision (deleted parts are usually deleted). Thus, IVML has the notion of freezing variables. Frozen
variables are considered final and can be instantiated safédyre53illustrates the freezing of this
model. Within the freeze block, first variables from the metedel that have been configured are
fAAGSR FT2NJ FNBSTAy3ad CAylttes SOSNE GFENRIFIotS RSC
is frozenTypicallyin systems with dynamic instantiation mntime, freezing is conditional, i.e., stated
variables are filtered according to a given condition. In the original model used for testing, this
condition is based on the swalled binding time, the latest time when a decision must be made (here
compik time). As we just aimed at explaining how a platform configuration looks like, we intentionally
left out the required attachment of binding times at the beginning of the model and the freeze
condition here. UltimatelyFigure 53 ends with the closing bracket for ehnamespace of the
SimpleMesh project.

Although the configuration shown here looks pretty structural and might be represented in any other
nested configuration language, we did not detail the validation constraintsdhaimposed by the
meta-model, e.g., that services are configured correctly and services meshes fit togedheow the
constraint setup is initial and several constraints are currently missing. However, the already defined
constraints can quickly lead validation errors issued by the EABsoducer reasonefThisvalidation
isimportant, as an invalid model typically leads to invalid artifacts that, e.g., cannot be convibekl.

is still neededhereto make the validation messages more domapecificand user friendly.

In summary, the code generatidrased on the IHEcosphere configuration modeteatesmore than

14 different types of artifacts (Maven XML, assembly XML, Java source, Python source, application
Yaml, logging XMUava test codewindows batchilinux shellstartup scripts Linux/system service
descriptors, README fileBroker setup specificationd)ocker files, Type script files, Angular
environment setupl which leads talifferent types of artifact structures, e.guariousforms of Jaa
code.The number of generated artifacts varies with the number of services/mesh elements defined
per application/platform configuration.
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Besides a brief explanation of a configuration model, it is probably relevant to the reader to have
executable examlgs or tutorials at hands. We will cover this topi&attion 6.3,

6.1 ModelingPatterns

As shown inFigure50, the platform configurationmodel consists ofseveral layerseflecting the
architectural layers of the platform. Each configuration model layer defines the decisions to be made,
typicallyeither a) using basic IVML typés refined compound types if the alternatives have detailing
properties or ¢) a mordetailedstructure of own types to modedervice and apdecisionsThis section

dives a bit deeper into the IVML platform configuration model.

decision =  X: Alternative2 ;
enum X {Alternativel , Alternative2 t+ A dzK
X decision = X: Alternativel ;

Figureb54: IVML model patternofr simple alternatives without detailing properties.

Figure54 shows the IVML model pattern to represent simple alternatives that do not need to be
detailed further, e.qg., the transport layer serializer formathelower box inFigure54 illustrates the
model layer, theupperbox thespecific platform configuratioriThe alternative aremodelked (in the
lower box)as the enumeration typ&Xlisting all potential alternativesThe declaring modéayer also
defines a variable representing tmespectivedecision and assigns a default valte ease creating

a configuration The configuration (upper box)verwrites the valueto indicate that a different
alternative shall actually be included into the platform instaritis important to note thathis pattern
does not allow for openness as IVML enums are fixed and cannot be extendealgtén importing

IVML modules

decision = Alternative2  {
I/ assign properties as needed

3

abstract compound X {
Type p = default ;
}

compound Alternativel refines X {
/loptional further properties, constraints

}

[l further alternatives, constraints

X decision = Alternativel {
p = defaultl
/I assign further properties

5

Figure55: IVML model patternofr Alternatives with detailing properties.

Many alternatives demandufther information when selected, e.g., the transport protocol, the S3
storage client/serveor the AAS client/server settingl this case, we modellternatives as IVML
compounds, an abstract base compound defining a common type for all alternativesetamdg
compounds for the individual alternatives. The base typeFigure55 the compoundX defines
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properties that are common for all alternatives, e.g., a server pmtially with default valuesyhile

the individual alternatives such @dternativel  may add further propertieach type reprgenting

a specific alternative can define constraints that become active only if that specific alternative/type is
used.The alternatives may override the default valumsre-declaring the properties with the same
name/type. As in the first pattern, the declaring model layer defines a variable representing the
respective decision, assigns a default instancéltérnativel  including specific values for the
properties. Tle configuration in the upper box may then assign a more specific value, here
Alternativel  and properties. Please note that property values can be derived from,celgmon
global variables to increase consistency. Moreover, modeling altewgatiia compond refinemerts
allows for openness, as further refining alternatives can be defined on any upstream model.&eyel
this IVML model pattern is appropriate for alternative components and plugins contributed by the
user. Thisform of opennessnust be adguatelyconsideredn the instantiation process.

MetaConcepts @

CDataPropert :ionut CDataComponen CFamiM
iDevices i eqaloc ———f 's'é}'v'i'c'e'%
* in members
SRy * out $
DataTypes - ServiceFamil
g Typel— [SenceFam
b AN
- * é[\'_\ E E I I ]
PrlmltlveType‘ ‘ FieldH RecordTyp# o ‘ Connector‘ ‘ JavaServicH PythonServic#
Application ‘ Applicationsl

[y

< Inheritance ! P 4>

v

«—Reference ! - ‘
) ! M 6 74{
Refined Reference : ServiceMes MeshlnnerEIemen¢

< Propagating Reference

Legend ‘ MeshConnector}——H MeshEIemen#%

—»{ MeshSourc#‘ MeshProcessoH MeshSinl#é

Figure56. Meta-model conceptsoir defining services and alternatives.

The configuration of usedefined applications that are executed on top of the platform, the involved
services, their data paths and the resources to execute the servioegjaites more information and,
thus, is more complex than the two IVML model patterns discussed beldre. most relevant
configuration concepts for applications are illustrated imte of the UMHike class diagram iRigure

56. We target the following aims:

1. Configure re-usable serviceqthe Services module in Figure56) and their properties,
potentially families of semantically equivalent services that can be exchanged at runtime, e.g.,
alternative Al servicesServices include those provided and integrated into the platform as
well as usessupplied services.

2. Representdata transformation and mappingdo reduce the effort of manual codinin
A0FYyRIFENR araddz dA2ya o R Guréntly,awe yapply suehfdatai f 2 6 (
transformations in particular to integrate (machine) connectdeggure 57 illustrates he
applied data mapping approach. For a connector we specify a madcmidea platformside
I/0 data format, usually a record of named/typed fielBelds with same (nested) field names
are mappedonto each other in both directions, machite-platform ard platform-to-
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machine. Fields that cannot be mapped are either ignored, i.e., projected out, or left
uninitialized To fill individual fields, assignment expressions between both sides can be stated,
allowing for simple data transformations, e.gnit catulations. For a model connector (cf.
Section3.6.3, the given data formats can be turned by the generator into model paths and
data can be obtained and transformed automatically. For a channel connector ¢tibrSe
3.6.3, the input is always binary. Here, the input parsers from the Connectors component can
be specified in the modeto turn the data into named/indexed fields that are mapped by
default to the machinedrmats and, thus, can further be used as for the model conneclors.

the opposite direction, output formatters can be applied. If no platfesupplied
parsers/formatters fit to the data at hands, own Java components supplied as Maven
component can be spé@ed. Similarly, the entire mapping process can be bypassed by own
serializers or model adapters.

Parser/Formatter byte][]
#

. » Channel Connector
wa t Oﬂﬁé (Virtual) ., Platform )
/0 Format  * Model Connector =~ 1/0 Format Services
f

Auto-Mapping, Mapping Functions

Figure57: Overview of lowcode data mapping for connectors.

3. Gonfigurephysical and logical compute resourcté®e services arexecuted on (théDevices
module inFigure56), although it is important to emphasize that configuration instances of
such resourcesshall be created and reflected into the configuration by the device
management at ratime.

4. Composeconnectors andservices to applicationgthe Applications  module inFigure56)
so that one service can occur in multiple applications and that the data paths within an
application are defined and cde instantiated automatically.

In more details, the most basic module Higure 56 is MetaConcepts. Althoughconcepts and
properties defined inhis modulecould also be introduced in the dependend modules showkigare
56, the aim ofMetaConcepts is to represent generic concepts of configurable runtiataptable
systems.Thus,MetaConcepts introduces basic notions of resesourc&€Resource), components
(CComponen), familes of components GFamily) and connectors among components
(CConnector). As these concepts define propertigsingthese types (and the connectors even of the
top-most IVML typé\ny, therefore no associations Figure56), which must be ralefined in upstream
modules, e.g., in th&ervices module.

From the generibletaConcepts perspective, waowturn to the IIREcosphere specific configuration
concepts. Th&ervices module currently just introduces the notiorf a device, where additional
properties will be added in the futur@heDataTypes module introduces the ability to express types

A = 4 A X~

GKFEG FNB NBTFESOGSR Ay OdNNBy (G LINEINF YYihtggar, € | y 3 dzl

but also more complex, conaged types (calleRecordType). These types are used in tiServices
module tospecify the inputs and outputs d@fidividualservicesln this module, specific service types
(Connector for the connectorsn Section3.6.3 JavaService for services implemented in Java and
PythonService for services implemented in Pythpare defined and alseerviceimplementations
shipped with the platform AAS, OPC UA and MQTT connectors from Segthf are defined as
configuration instancesAkin toMetaConcepts a refined type for usedefined service families that
can act on behalf of a fixed, individual seniEmtroduced
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On top of these configuration layers, tgplications  module defines graphs of services, called
service mesheg\nApplication  consists of one or multipl8erviceMesh instances, and, in turn, a
service mesh starts at one or multiple sources (of tyyleshSource). Sources are linked via
MeshConnector instances t@rocessor or, ultimately, sink nodds.contrast to the IVML model used
in the FP7 QualiMaster projec®][ we cannotrestrict inner nodes to processors and sinks, as
processors may have backward flows to control machines via connectors.

:Application
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‘ :MeshSourc% f»{ :MeshConnectoH :MeshProcessoFk»
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Descriptiondo be added
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Figure58: Instance view onrallREcosphere platform application.

As illustration of these conceptgjgure58 shows how instances of the aforementioned types can be
linked together(backward flows are ot shown inFigure58). The Application  consists of one
ServiceMesh , which, in turn, consists of a chain of three services, a source, a processor and a sink,
all linked by instances of MeshConnector. The sourcapdeimented by an OPC UA connector, the
processor by some Python implementation, e.g., an Al algorithm, dh& by some Java
implementation, e.g., a database. Each of these services has its own input/output types, which must
comply with the predecessor/saessor services along the graph constituted by the service mesh.
Further, each service is (at latest at startup time of the application) deployed to a certain resource,
e.g., an edge device. To determine adequate resource candidates, currently descriptiessurce
requirements and software dependencies to be installed into hosting containers are developed.

6.2 PlatforminstantiationProcess

After successfully configuring a platform and the apps to run on the platform, the configuration must
be instantiated.This happens through further languages of ER&duce12], namely the Variability
Instantiation Language (VIL) to express the control over the instantiation process and the Variability
Template Language (VTL) to modify or create artifacts of a cdyiaén e.g., XML or Java code files.

Figureb9illustrates the steps that are executed during the instantiatibhe IIPEcosphere VIL model
defined thee major entry points,which are available through thBlatforml nstantiator  tool,
namely

1 generatelnterfaces generates the interfaces of the declared applications as a basis for
the realization of usedefined (nonplatform provided) services.

1 generateAppsNoDeps instantiats the applications but intentionally leaves ouatl
implementation dependencies. In addition weneratelnterfaces , this provides also
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access to implementing base classes. However, the-desimed service implementations
(whether they already exist or not) are not considered during the instantiatfongss.
generateApps for the instantiation of (currently) all defined apfi a platformincluding all
required dependencied he resulting service artifacts are packaged to be executable, although
of course bugs and errors may be located in the appbodtgic

generateBroker generates an example brokeerviceinstance the configured transport
protocol. Typically, we rely on the broker implementations that we use during regression
testing. These instances may not be intended for production code, leytahe helpful for the

first setup or for examples.

generatePlatform  for the instantiation of the platform components

main (not shown inFigure59) which executesill aforementioned entry points, in particular

for testing.

Until platform version 0.2 (and also for a long period during the development of version 0.3), the
interfaces for applications were generated in one step with the application code and packaged as part
of the same artifact, although using differeltaven classifiers. Although this combined approach is
easier to realize, it hinders service reuse and may cause cyclic buitdeams thatMaven does not
separate between dependencies of the main and classified artifegsire59 mainly illustrates the

new instantiation approach which separates generated interfaces from generated application code
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code basehat are not detailed here).

For the instantiation of theapplication interfaces we first iterate over alldata types declared in a
platform configuration and create their Java and Python realizatiavgType, PythonType).
Moreover, we create the relatkserializers based on the declared types, for Java in order to realize
the platform transport wire format (here JSON is just one alternative) and for Python aSI8QiN
Serializer to link a Service into the Python Service Environment. For all servittes platform
configuration, we generate the service interface  (JavaServicelnterface
PythonServicelnterface ) and where feasiblea basic implementation for service parameter
handling(JavaServiceBaselmpl )%, Please note that, as discussed in Se@idr3 Java and Python
Service Environments are similar, but also differ in the required level of programming, which is

reflected in the different instantiation steps Thus, Javaervicesrequire amore complexcode
generationdue to the direct integration into the service execution engihan Python servicethat

I NB d2daié SESOdZiSR o6& G(KS t @ likegnitedhdugituad Soded Y A NB

into the service executiorit the end of the creatio of the application interfaces, we create a Maven

assembly descriptor for the Python interfaces, a Maven build specification that creates the deployable

artifacts as well as an Ant script to execute the deployment in the continuous integration.

For obtainng the applications (integrating the handcrafted service code), we iterate over all
application specifications and all their declared service meshes. Here, we create the code to bind the

respective servicanto Spring Cloud StreamlgvaSpringCloudStreamMe shElement) and for

further integrationsa stub class based on ttserviceinterface to transparently integrate nedava

implementations into the meshDepending on the actual service, also further artifacts and assembly

descriptors may be generated, e.gs shown irFigure59 for KIPROTECT KODEXithermore, for

each app, a starter class (foegisteringthe mesh elements to the service framework and for
registering the serializersand the Maven POM fileAppMvn) are created. The POM file is executed,

103To allow for service implementations that are not based on the basic implementation, the default values of
the service parameters are set after the instantiation of the service through the reconfiguration operation, i.e.,

the parameter values are not available during the execution of a constructors but shortly after, usually when

the first data arrives for processing.
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ultimately creating several artifacts, including one containing the programming interfaces as well as
one representing the applicatiespecific service artifagincluding dependencies, service code etc.)
Fordeploying the artifacts to Maveln our continuous integration environmenalso an ANT file is

created.
JavaTypéinterface,impl
ype P) ‘ Transport JSON
JavaJsonSerializ@nterface,impl) ‘ only for now

PythonTyp€interface,impl) ‘

Entry points for

app with/without —
dependencies onl PythonJsonSerialize Integration JSON

—*v‘ Service type JavaServiceInterfa(#e

|

*.{ Record type

>
>
>

JavaServiceBasel m‘pl

PythonServicel nterfac%:

PythonAssembl

’ Apvan}——{ Mvn ‘ { JavaMeshEIementInterfac\e

m )Peg JavaMeshEIementStu‘b

1‘ Apps@ Mesh elements and record types (old st PythonMeshEIementInterfac{

*

Elements _ﬂ JavaSpringCloudStreamMeshElem

f h
ormes JavaStubStub
_
ﬂ JavaConnectorSerializ
KodexAp
DataOperationBasi
[Dstz0p

a| KodexArtifactsAssembIL/

—»’ JavaSpringCIoudStreamStar#e
{ JavaSpringCIoudStreamYa{mI for now

—»’ JavaSpringCIoudDeploymentDescrip’tor

» JavaLogBackXml

Entry point for » Apvan} { Mvn ‘
install, tests
AppAnt Legend

ecsRuntime aml |-+ vamITest . VIL entry rule
uni vam| "

|

: VTL
* VTL per component
:
»X ﬂ OsScriptgwin, Linux)‘

R - o (PO NOTT Con

OsScriptgWin, Linux)‘

+ docker
- WrapperScript

{ Management Ui »{ UiAguIarConfi¢
UiAguIarPon+> Mvn ‘

Figure59: Overview ofhe platform instantiation process.

On platform level, the instantiation process creates packaged arifechtaining the EGSuntime,
the service managea combined version of E®&sintime and service manager as well as the central
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platform services. For each of these components, first the application setugdiild Y and a test class

to validate the Yaml fle are created. Then the logging configuration, the selected JSL service
descriptors and ultimately a Maven POM with the respective components selected in the platform
configuration are created. The Maven POM is executed, ultimately creating the respadiifact

more precisely, folders containing all required dependendisreover, for starting the components,
operatingsystem specific scripts for Windows and Linux (here also descriptors for automatically
starting the components as operating systenmgees) are createdsimilarly, the configurettansport
protocol leads to the instantiation of a corresponding (test) broker, which is also an important
prerequisiteto generically run examples from an IVML configuration. Further, Docker containers are
instantiated based on service, dependency and installation information as well as the
download/instantiation of the platform management Ul is performed.

6.3 ExampléApplicatiors

Working with the platform without an example application is rather difficult. Qfrse, one may take

up the regression tests for the configuration, which contains two simple applications, and construct
something similar. However, this requires some insights into the decisions taken for these examples
so we do not recommend this approatmy more).

To make the platform accessible and understandable, we started to collect some examples that can be
published without breaking IP®n the one side, this set of examples is still small and in development
(to cope with unavoidable platform chgas). We aim at providing more examples and accompanying
explanation (such as slides or videos) in the future. On the other side, the platform example set is one
extension point, where you can easily hook into and contribute own examples (also discussing
alternative approaches, e.g., to code organization).

It is important to mention that the examples are meant to be created/completed by the platform
instantiation. In other words, when you import and open one of the examples the first time in an
Integrated [@velopment Environment or just by executing Mavgayu may run into compile errors

or missing dependenciesThese are (usually) not bugs, rather than parts that were intentionally not
committed and that must be created using the platform instantiation pss; i.e., some of the
command interaction points of thBlatformInstantiator

The example set consists of

1 examplesVDW: The lIPEcosphere partner VDW is prominently involved in standardization
activitiesfor industrial production, in particular in OPC thwough the UMATI initiative/DW
offers a test server providing model instances according to OPC UA companion specs. As one
of the connectors that is shipped with the {Hosphere platform is an OPC UA connector, an
example based on that connector may in¢eresting to the readerConnectors for the I
Ecosphere platform may be created by hand or, the preferred way, generated from a
configuration model. This example illustrates both, a handcrafted connector as well as the
integration of a generated coneéor into a demonstrating piece of code. It is important to
mention that we do not read out the whole UMATI test server structure, rather than just a
small piece for the OPC UA  Woodworking Companion  Spec
The example represents the respective part of @@mpanion Spec in terms of IVML, imports
the structure into the configuration model, adds some information about cachimtfyserver
coordinates and creates a simple application mesh that just consists of a source (the
connector), i.e., no further procesgj with the obtained information happens here (and some

104 Woodworking is not really related to the aims of-HBosphere, but it was the first one that we identifiasl
potential candidate in the UMATI test server and that was reasonable large but also not too large to be turned
into an IVML model (automated work in this direction is planned for the next release).
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of the generated artifacts may be unusually empBQr executing this example, you must first
execute build steps to obtain the actual configuration meta model (intentionally not included),
run the gplication generationdenerateApps ) and compile the example.

1 examples.python:This exampldocuseson the integration of a service realized in Python
(through the Python service environment) and demonstrates the integration with
accompanying Java servidassimple data source as well as a simple data sink). Please recall,
the Python service implementations must be based on (generated) platform interfaces,
located in a specific modulesdrvices ) and packaged into an own Maven artifact (type
G LI ( K 2 ycénie avniabledtdthe platform instantiation. Similarly, the Java services for
sources and sinks must realize respective interfaces and be packégedver, as in the VDW
example, neither the actual configuration meta model nor the required interfaceaa#able
after download but must be obtained/created through instantiation stefss.the services are
linked in a strearbased manner, also a broker must be available. For this purpose, one must
first obtain the configuration metanodel, then instantiatethe broker based on the example
configuration ¢enerateBroker ), create the application interfaces and basic implementation
(generateAppsNoDeps), compile the example and finally integrate the service code in the
example with the appgenerateApps ). The exeple application can be executed through a
running platform, but also standalone, which requires a specific setup that is included in the
example.

1 examples.rtsaThis example shows how to utilize the RapidMiner RTSA as service in-the IIP
Ecosphere platformRegarding the setup, the example is rather similaxamples.python ,
except for the use of RTSA instead of a manually implemented Python service. One specific
aspect of this example is that RTSA is commercial software and not included in the example.
As alternative, we use our simpkakeRTSAfrom the regression testsAs above, one must
first obtain the configuration metanodel,then instantiate the broker based on the example
configuration §enerateBroker ), create the application interfaces and basiplementation
(generateAppsNoDeps), compile the example and finally integrate the service code in the
example with the appgenerateApps ). The example application can be executed through a
running platform, but also standalone, which requires a speddfiggsthat is included in the
example.

The examples can be obtained fra@tHub'%. Each example documents its goal and build process.
Typically, a Linux build script is included, which is used for regression testing of the platform.

For the next release dhe platform, we plan to simplify the build processes of the examples, e.g., by

taking over complex command line statements into the Maven POM or to combine the currently two
POM files into Maven profileMoreover, we plan to publish the Hannover Mess@2@emonstration

app as exampleThis example includes multiple input sources, backward data paths, alternative Als,
generated connectors and a tratased application AAS form a visual, robebased quality control

for cars (illustrated ifrigure60).

105 hitps://github.com/iip-ecosphere/platform/tree/main/platform/examples
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Figure60: Using the IIEEcospherglatform to realize a robebased visual quality inspection for Hannover Fair 2022.

6.4 Creating ampplication

Due to the configuration and instantiation process, the (mahwereation of an application for the
platform is not just a matter of some programming tasks. In this section, we summarize and detail the
steps, which in future versions shall be better supported by respective platform todimgthis
version, you shihbe able to realize code in Java or Python (depending on the configuration that you
will create) as well aget to knowhow to work with Maven.

Figure6l, summarizes all steps that are necessary to create anagijgh consisting of Java services
We assume that you ussxample.python or example.rtsa as blueprintWhileFigure6lis meant
to provide an overview, we detail now the individual stdpssuming that you have aast recent
version of the platform sources fro@tHub in your local workspace)

1) Download the two template projectdmpl.model and implimpl from GitHub®.
impl.model contains a setup for the configuration and code generatimpl.impl  a setup
for implemerting servicesYou may rename both projecs you desire. Akin, you may rename
the maven artifact name in the respectipem.xml file. We will continue referring to them as
impl.model andimpl.impl

2) Inimpl.model , executemvn - U generate -sources to obtainan actual copy of the P
Ecosphere configuration metaodel. Now you need a configuration for the
platform/application at hands. You may refer for startup to one of the examples in
srcl/test/easy in examples.rtsa  or examples.python, to the install package to
SimpleMesh or SimpleMesh3 from the tests of the configuration component. Adjust the
configuration so that the intended services and application meshes are deffngul plan to
have multiple configurations on the same machine, please considergaiarthe Maven
artifact name in the variablgharedArtifact  so that each projeatan be based omdividual
interface artifacs.| SG Q& | a&dzyS G KI Test &i.2.deelivhR RaBdiprojech  OF £ f &
nameTest in the file).

3) In impl.model , execute mvn exec:ijava -Dexec.args="Test src/test/easy
gen/test generateAppsNoDeps" 1%7. This will instantiateéhe model in the project Test
into the foldergen/test without considering application dependenciés.particular, it will
generate the interfaces required for séce implementationIf this step is successful, the
respective Maven artifacts are installed into your local repository.

106 https://github.com/iip-ecosphere/platform/tree/main/platform/tools
107 Maven commands on a model POM execute Rtatforminstantiator . We rely on Maven for the
execution as the classpath setup is not trivial.
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4) Inthe POM oimpl.impl , state the interface artifact generated in step 3 as dependency. The
interface artifact is defined in the vafle sharedArtifact . By default, the Maven
coordinates of that artifact arele.iip - ecosphere.platform:apps.Appinterfaces :ver
with verrepresentingthe actual version of the platfornDepending on the services stated in
your model, now the interfaces for éhservices must be implemented in terms of Java or
Python classes, respectively. For Java, a basic implementation of the interfaces is generated,
for Python the interfaces actually contain a basic implementation, e.g., for parameters. Please
consider in peicular architectural constrainC7 stating that generated code must not be
altered.When the services are ready, compiled and teste@catemvn install ~ so that the
artifacts ofimpl.impl are installed and baome available

5) Modify your configurationfrom step 2(Test .ivml ) by stating the Maven coordinates of
implimpl  (or however you named it in Step 1) the empty artifact entriesof your
implemented services. Thereby, please enter also the class namesef@etvices into the

model.

6) Instantiate the configuratiorthis time in order to integrate the service implementation by
executing mvn exec:java - Dexec.args="Test src/test/easy gen/test
generateApps" .

7) Step6 generated the full application artifact for Spg Cloud Stream. You can now execute
the applicationon the platform (see also Sectior&12and8.4).

1) Setup template projectsnpl.model andimpl.maven from - - -
github. Name projects and maven coordinates as desired. impl.model impl.impl

2) Executeexecutemvn - U generate - sources onimpl.model

SetupTest.ivmifrom one of the example projects and adjust servicesimpl.model impl.impl
and application.

3) Instantiateimpl.model without dependencies. impl.model impl.impl

mvn exec:java - Dexec.args ="Test src /test/easy
gen/test generateAppsNoDepse. This creates an interface$
and an applicationa) project inimpl.model /gen/test

4) Statei as dependency oimpl.impl, implement the services . . .
based orthe generatedinterfaces and rumvn install . impl.model ! . impl.impl

|
5) Refer in your configuration tompl.implas the implementing

artifact/classef your services. Rumvn exec:java impl.model —+ impl.impl

- Dexec.args ="Test src /test/easy  gen/test
generateApps 2onimpl.model for a full instantiation.

6) Take the FAT artifact ahpl.model /gen/test/  a/target
and run the configured application.

Figure61: Steps to manuallgiefine sevices andreate an application.
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7 PlatformSecurityand Data Protection

In this section, we discuss means to ensure the security and the data protection in-theoHphere
platform. We start with (crossutting) internal security and security analysms Section7.1 and
external security measures 8ection7.2

7.1 Internal Security and Secur@®ivacyAnalysis

One main step before managing security and offering security enhanced servicesvigwowhere in

fact security is needed. Moreover, concerning the General Data Protection Regulation (GDPR), security
and privacy aspects must be considered as early as possible in the design and development of a system
(privacy and security by design princgleArchitectural modelsn fact,offer an excellent possibility

to support the realization of privacy and security by design principles.

In SectiorB8.4.2we introduced a UML profile called UMLsec. We further introduced tix@apy checks
secure links and secure dependency. Such checks provide a possibility to perform security and privacy
checks on the design (architecture) of a platform provided using UML models.

Figure62: Architecture modebr edge deployment annotatbwith secure links stereotypésxcerpt ofFigure40).

The process of checking and enhancing an architecture model is the topic of our ongoing research. In
this section we describe how we can analyze thehaecture of the IIFEcosphere data platform using
CARISMA.



































































































